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1 Introduction

This manual describes how to configure the Tripp Lite Network Smart Switch models by using the built-in Web-based graphical user interface
(GUI). Tripp Lite Network Smart Switch models contain an embedded web server and management software for managing and monitoring
switch functions. Tripp Lite Network Smart Switch models function as simple switches without the use of the management software.

The management software can be used to configure more advanced features that can improve switch efficiency and overall network
performance.

Note: Network Smart Switches are referred to as the “switch” throughout the manual. The information in this document applies to all switch models unless
otherwise noted.

1.1 Switch Configurations

The switches contain different port quantities and features, but their configuration through the Web management interface will be consistent.

1.2 Contents

Section 1: This section contains the contents overview of the entire configuration manual.

Section 2: How to Access the Web Management Interface. This section contains the setup that needs to be done before you login,
along with instructions for logging into the switch’s Web management interface.

Section 3: Introduction and Overview of the Web Management Interface. This section will help you to become familiar with the Web
management interface.

Section 4: Quick Configuration. This section will illustrate how to quickly setup the management features through the Web interface.

* Section 5: Port Management. This section presents some commonly used settings for the switch ports.

Section 6: VLAN Management. This section gives an overview of the management and configuration of VLAN(s).

* Section 7: Fault/Safety. This section describes safety management and configuration, such as attack prevention, access control lists, etc.

Section 8: System Management. This section contains a guide to the switch system management, including software upgrades through
the Web page, configuration file management, etc.

* Section 9: PSE System Management. This section contains a guide to setup the PoE power supply management through the Web page
(only applicable in PoE enabled switches).

* Appendix I: Default Settings. This appendix contains the default settings for login, password, etc., for quick reference.



2 Web Management Homepage

2.1 Setup

2.1.1 Set the IP Address of the Computer

* The IP address of the management computer and the switch must be set to the same subnet (switch’s default IP address is
192.168.1.200 and its default subnet mask is 255.255.255.0). The gateway does not need to be configured for initial switch
configuration.

* The IP address of the management computer needs to be configured manually.

* By default, all ports belong to VLAN1. The management host computer can perform switch configuration by access to any port.

2.1.2 Confirm Network Connectivity Between the Computer and the Switch
Follow these steps to confirm network connectivity between the computer and the switch:

Step 1: Press the Windows key + R, then type emd in the input field of the “Run” window and click “OK”. This will bring you to the

command prompt window.

- Type the name of a program, folder, document, or
Internet resource, and Windows will open it for you.

[ oK ][ Cancel ][ Browse... }

Step 2: In the command prompt dialog box, type ping 192.168.1.200 then press “Enter”. If a response to the ping is returned from the
switch, you have established proper network connectivity. If no response is received, check your network connection.

¥ Command Prompt e l e

1TL=64
s TTL=64
TTL=64
TTL=64

2.1.3 Access to the Web Management Interface

Open a Web browser (e.g. Internet Explorer), type http://192.168.1.200 in the address bar, then press “Enter”. You will enter the User Login
interface of the switch administration page. In the Login interface, select your language then enter the user name and password. The default
language is English. The default user name and password are both admin (case sensitive). Click the “Login” button or press “Enter” to
access the Web management interface.

& User Login

Language: English v

TRIPP-LITE

Password:

Login

Figure 2-1 Web Landing Page
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2 Web Management Homepage

After a successful login, the browser will show you the homepage of the WEB management interface corresponding to your switch, as
illustrated below:

L S VR P17 R
" Current User:admin " e o

B system Home

NS D2P24 CPU: 3% Available Memory76MB Device Time: 2016-1-19 11:27:33
B quick Connguration Version 10.1.1.2.12125 L -_— Device Name: Switch
Port Management

VLAN Management

»
»

» Fault/ Safety
» System Management
»

PSE System Management

31071000 gy 10008 g Disconnect KR Disabled

Port Information Flow Trend Device Configuration Port Statistics

Keyword: Search IRefresh
Porta Description Input Flow(Bps) Output Flow(Bps) Open Status Connection Status VLAN Trunk Port Edit
Gion 0K 0K Enabled % notconnecte 1 No Check the Flow Trend

Figure 2-2 Switch Web Management Interface
Notes:

* This manual is appropriate for all models in Tripp Lite’s family of web managed switches. The manual uses one switch configuration as an example to
illustrate how to configure the switch using the web management interface.

* |t is recommended to use Internet Explorer 8 or higher with the web management interface.



3 Web Management Interface

3.1 Web Management Interface Overview

e " Cument User:admin
=)

& system Home

T

Log Out

N$5.G2402P24 CPU: 4% Available Memary.76MB Device Time: 2016-1-19 11:4057
B quick Configuration Version 10.1.1.2-12125 . —-— Device Name: Switch

» Port Management

» VLAN Management

» Fault/ Safety

» System Management

Y

PSE System Management

©y10/100m gy 10008 gl Disconnect E2) Diszabled

Port Information Flow Trend Device Configuration Port Statistics

Keyword: Search Refresh
Porta Description Input Flow(Bps) Output Flow(Bps) Open Status Connection Status VLAN Trunk Port Edit
Gion 0K 0K Enabled > Not Connected 1 No Check the Flow Trend

Figure 3-1 Web Management Interface

3.2 Web Management Interface

.i—';. System Home
B Quick Configuration

¥ Port Management

Basic Seftings

Storm Caontrol

Flow Control

PortIsolation

Port Aggregation

Port Mirroring

Port Speed Limit

¥ VLAN Management
* VLAN Management

¥ Fault/ Safety

Aftack Prevention

Path Detection

Loop Detection

Access Control

IGMP Snooping

¥ System Management

* System Settings

* System Upgrade

* 3ystem Information

* Configuration Management
* SNMP

* System Diagnostics

¥ PSE System Management
* PB3E 8ystem Configuration

* POE Port Configuration

Figure 3-2 Web Management Interface Main Menu
Notes:

* In the web management interface, there are 7 primary menu options: System Home, Quick Configuration, Port Management, VLAN Management, Fault/
Safety, System Management and PSE System Management (applicable in POE enabled switches).

e Each primary menu option contains a secondary menu. By default, the secondary menus are hidden. Click on each primary menu option to expand the
secondary menu.



3 Web Management Interface

The following table lists every primary menu and its secondary menu options:

Primary Menu

Secondary Menu

Page Function

System Home

N/A

Displays the front panel of the switch, model name and SW version.

Quick Configuration

N/A

Allows for configuration of the following settings: VLAN, Trunk, SNMP and PoE
(where applicable).

Port Management

Basic Settings

Port description, status, rate, working mode, MTU settings.

Storm Control

Set the storm threshold of broadcast, multicast, and unicast storms.

Flow Control

Adjust the flow control of any port.

Port Isolation

Set isolation to either port to port or port to link group.

Port Aggregation

View port aggregation groups of the switch, and add/delete/modify aggregation settings.

Port Mirroring

Set mirroring port and mirrored port. One port can be set as a mirror port to many mirrored
ports.

Port Speed Limit

View and modify the upstream and downstream rate limits of a port.

VLAN Management | VLAN 1. Add or delete VLANSs, add ports to a VLAN or remove ports from a VLAN.
Management 2. Add or delete a Trunk, add ports to a Trunk or remove ports from a Trunk.
Fault/Safety Attack 1. View the ARP state table, activate or deactivate the ARP anti-spoofing functions of a port.
Prevention 2. Enable or disable port security and set up a binding IP address and MAC address for a port.
3. Prevent illegal DHCP server functions and set a port to trust/untrusted state.
Path Detection Used to detect the connectivity of the switch with other devices.
Loop Detection Enable Loop Detection to avoid broadcast storm problems caused by accidental network
loops.
Access Control Configure ACLs (Access Control Lists) with IP addresses, IP rules and MAC rules. Set this up
to allow or deny certain traffic to certain IP and MAC addresses.
IGMP Snooping Activate or disable IGMP Snooping, add or edit multicast configurations.
System System Settings | 1. Set the management VLAN IP address and subnet mask.
Management 2. Reboot the system.
3. Change the user password and the telnet login password.
4. View and export system log.
5. Check an ARP entry.
6. Query the MAC address table, set static MAC address and add or delete static MAC
Addresses.
System Upgrade | Upgrade the switch software.
System 1. Memory usage.
Information 2. System tasks.
Configuration 1. Backup, restore the system configuration backup.
Management 2. Restore the default factory configuration.
SNMP Enable SNMP service, configure SNMP trap hosts, and change the SNMP version.
System Used to collect and export current switch information.
Diagnostics
PSE System PSE System View and modify PSE System configuration (in PoE enabled systems).
configuration
PoE port View and modify PoE port configuration (in POE enabled systems).

configuration

Table 3-1 Web Management Interface Menu



3 Web Management Interface

3.3 Introduction to Page Controls

Control

Description

Field, used for text input, such as VLAN ID, interface description, etc.

o

Check box, used to select a specified item.

Broadcast Multicast ~

Close

Broadcast

Unicast

Multicast
Broadcast,Unicast
Broadcast, Multicast
Unicast,Multicast
Broadcast,Unicast,Multicast

Dropdown menus, used to select an item from a menu.

File Name: Fo file zelected

Click “browse” to select a software version or a configuration file in the local computer.

Edit, click to enter edit mode.

b 4 Delete the current rules.
Refresh Refresh the current page configuration.
Save Save the current page configuration.
Cancel Cancel the current page configuration or the current system information.
OK

Confirm the current system information.

Table 3-2 Web Page Controls

3.4 Web Management Interface Login Timeout Settings

If there is no activity in the Web Management Homepage for 5 minutes, the system will automatically logout the user and return to the web
management interface login page, as shown in Figure 2-1.

Note: The default inactivity login timeout is set at 5 minutes.



4 Quick Configuration

Select “Quick Configuration” to configure frequently used functions of the Smart switch, such as VLAN, SNMPB, PoE, and system network/
password management settings.

4.1 VLAN Settings

Select “Quick Configuration>VLAN Settings” to configure VLAN(s). You can view and edit “VLAN Settings”, add new VLANs, modify VLAN
and delete VLAN(s). After configuring the VLAN(s), click “Next” to go to “Trunk Port Settings”.

L 21 AL TR W T,

Current Useradmin

B system Home VLAN Settings Trunk Port Settings SNMP Settings POE Other Settings
I Quick Configuration I VLAN
* Port Mana

ort Menagement VLANID VLAN Name VLANIR Port Edit
» VLAN Management
* Fault/ Safety

» System Management & MewVLAN @ Delete VLAN First Previous [1) Next Lasti i 1Page

1 DEFAULT 10.20.0.186 126 z

» PSE System Management

‘ @ Next
Figure 4-1 VLAN Settings

4.2 Trunk Port Settings

Select “Quick Configuration>Trunk Port Settings” to manage Trunk Port Settings. You can view the Trunk Port Settings of the switch and
add new Trunk Ports, modify Trunk Ports or delete Trunk Ports. After configuring the “Trunk Port Settings”, click “Next” to go to the “SNMP
Settings” page or click “Previous” to return to “VLAN Settings” page.

& T L A
Current User:admin

E————

8 5ystemHome VLAN Settings Trunk Port Settings SNMP Settings POE Other Settings

&, Quick Configuration
Description: If 3 port is allowed 1o send messages through multiple VLANS, the por should be set as a trunk

* Port Management
» VLAN Management l D
* Fault/ Safety Port Native VLAN Allowed VLAN Edit

¥ Systam Mans gerse © New Trunk PortList & Delete Trunk Port First Previous [1] Nedt Lasti  /1Page
» PSE System Management

G Previous I 8 Next .

Figure 4-2 Trunk Settings
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4 Quick Configuration

4.3 SNMP Settings

Select “Quick Configuration>SNMP Settings” to modify “SNMP Settings”. You can view the “SNMP Settings” for the switch and enable/
disable SNMP functions and set SNMP traps. After configuring the “SNMP Settings” click “Next” to go to the “PoE” page (in compatible PoE
models), or click “Previous” to return to the “Trunk Port Settings” page.

R Current Useradmin

B 5ystem Home VLAN Settings Trunk Port Settings SNMP Settings POE Other Settings

I® Quick Configuration
escription: SNMP is used for remote monitaring and switch control. This feature can be enabled by toggling the 'SNMP Senvice’ swilch

¥ Port Management
» VLAN Management
» Fault/ Safety

The SNMP monitor software must match the selected SNMP version, mismatched versions will cause communication failure
SNMP Service: (e

SHMP TRAP Service: (o)
b System Management y

i y @ W
b PSE System Managemant Community Settings: Community Name Permissions @ RO R oK Cancel

SHMP Trap Host:  HostIP Trap Community Name SNMP Version V1 + oK Cancel

& s | o

Figure 4-3 SNMP Settings

4.4 PoE Settings (Compatible PoE models only)

Select “Quick Configuration>PoE” to go to the “PoE” configuration page. On this page, you can modify PoE settings for the switch. Complete
the configuration of relative port power supply mode, power settings and port priority. After applying the configuration, click “Next” to enter
the “Other Settings” page, or click “Previous” to return to the “SNMP Settings” page.

Wmpeoe T L. L LA L

Current User:admin
8 systemHome | VAN settings || Trunk Port settings SNMP Settings POE Other Settings |
B quick Configuration

Description: 1. When port description is empty, there is no description for that port. 2. When max power and distribution of power fields are empty, the ports setto default settings

» Port Management
» VLAN Management Select a port to configure:
» Fault/ Safety 13 5 7 9 11 13 15 17 19 21 23
» System Management §=d 57 S 52 52 S 5nf g B2 52 B B2
» PSE System Management [SESENEN |_| BESSISEEENENY | |
2 4 6 810012 14 16 18 20 22 24 25 26
§ 3 optional port §l Fixed port § Selected port § 17 Aggregation port Selectall Selectall others Cancel
Port:
Description: Power Supply Enable: Do Not Modify -
Priority: Do Not Modify - Max Power: v
Recovery Mode: Do Not Modify v Distribution of Power:
Apply Refresh

8 =

Figure 4-4 PoE Settings
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4 Quick Configuration

4.5 Other Settings

Select “Quick Configuration—>Other Settings” to view the system settings. From this page, you can change the switch’s IP address, subnet
mask, default gateway, login timeout, device name, device location, contact name and information, and management interface password.
After you modify the configuration, click “Save”. Click “Complete” to return to the homepage, or click “Previous” to return to previous
settings page to further modify the configuration.

il J11% Current User:admin
B 5ystem Home | VLAN Setings | Trunk Port Settings || SNMP Sertings Other Settings |

' Quick Configuration I The basic information of the system settings

» Port Management

VLAN Management:[vian 1 v]* MAC: [24:05:0F-68:02:32
~ VLAN Management
Menagement p: [FZ T 700 - Device Name .
* VLAN Management
Subnet Mast . Device Location: [ |
¥ Fault/ Safety
Default Gatewa: 511 ContactName: [ |
~ System Management
Login Tmeout: Contact tnformation: ]

* System Setiings

Wanagement Port:

\(5 provious | ) Complets

Figure 4-5 Other Settings

The Other Settings page shows basic system settings.

* VLAN Management: The management VLAN ID of the switch defaults to 1.

* Management IP: The IP address of the switch’s management VLAN.

* Subnet Mask: The subnet mask of the switch’s management VLAN.

* Default Gateway: The default gateway of the switch’s management VLAN.

* Login Timeout: When the web configuration interface is idle for more than five minutes, the browser will return to the login interface by default.
* Management Port: The Management defaults to 80.

* MAC: The MAC Address of the switch.

Device Name: The hostname of the switch.

Device Location: The location of the switch.

Contact Name: Enter the name of the administrator.

Contact Information: Enter administrator’s contact number or e-mail address.
Note: The management VLAN ID of the switch defaults to 1 and cannot be deleted.

4.5.1 Modify Switch Management IP Address Settings

To set the management IP address of the switch, do the following:

1. Enter the IP address in the “Management IP” field (e.g. 192.168.100.179).

2. Enter the subnet mask in the “Subnet Mask” field (e.g. 255.255.255.0).

3. Enter the gateway address in the “Default Gateway” field (e.g. 192.168.100.1).
4. Click “Save” to complete the configuration.

4.5.2 Modify Super-User Password

To edit the switch’s super-user password, enter the default password or prior password, then enter your new password (case sensitive), and
finally enter your new password (case sensitive) again to confirm it. Click “Save” to commit to the changes or “Empty” to discard them.

12



5 Port Management

5.1 Basic Settings

5.1.1 View the Port Configuration

Select “Port Management->Basic Settings” to view and modify port settings.

W 7 W

Current User:admin

8 system Home Basic Settings
® cuick Configuration
Description: Selectthe port(s) you want to configure. Click on indidual ports or dick and drag the mouse 1o select multiple ports
¥ Port Management Hote: If e paramelers selected are not supported, the changes will not take effect
* Basic Settings

* = e Selact a port to configure:

5 7 9 11 13 15 17 19 21 23

jriwieieier el e )

* Flow Conirol

[
[Dw
[De

* Portisolation

* PortAggregation 4 6 8 10 12 14 16 18 20 22 24 25 26
* Port Mirroring § Y optional port § Fixed port ¥ Selected port {17 Aggregation port Selectall Selectall others Cancel
* PortSpeed Limit Description: Status: Do Not Modify -
» VLAN Management Rate: Do Not Modify - Duplex Mode: Do Not Modify -
» Fault/ Safety MTU(54-10240):
¥ System Management e
» PSE System Management
I Port List
Port Description Status Rate Dupiex Mode MTU Edit
1 Enabled Auto Auto 1518 2z
2 Enabled Auto Auto 1518 2z
3 Enabled Auto Auto 1518 2z

Figure 5-1 Basic Settings Page

The port list table displays the switch’s port configuration information in the following columns:

* Port: Displays the switch’s port number.

* Description: Displays the name or description given to the port.

* Status: Displays the port status, either “Enabled” or “Disabled”.

* Rate: Port rate information, displays either auto-negotiation, 10, 100 or 2000 Mbps.

* Duplex Mode: Displays port duplex configuration, auto-negotiation, full duplex or half duplex.

¢ MTU: (Maximum Transmission Unit) displays the maximum packet size allowed by the port.
Note: The copper/fiber SFP’s rate can only be 1000 Mbps, and its working mode can only be auto/full duplex.

5.1.2 Configure Individual Ports

Select the port(s) you would like to configure from the panel, then click the icon in the edit column to change the settings of the selected

port.
W T ) O W — T

e Current Useradmin

B 55stem Home Basic Settings

W Quick Configuration
escription: Select the port(s) you want o configure. Click on individual ports or click and drag the mouse to select multiple ports.

~ Port Management Note: If the paramelers selected are nol supported, the changes will not take effect

* Basic Settings.

+ Storm Control Selact a port to configure:

* Flow Control 1 3 5 7 9 # 13 15 17 19 2 23
g EOICHEET e e e 6w S g B S o e o 3 e o
i ol bl Bl bl bl feof dmd Ot R Ud =] [
* Port Aggregation 2 4 6 8 10 12 14 16 18 20 2 24 25 26
* PortMirroring §—Joptional port G Fixed port i Selected port 7] Aggregation port Selectall Seledt allothers Cancel
* Port Speed Limit Descrigtion: Status: Enabled -
* VLAN Management Rate: Auto - Duplex Mode: Auto -
¥ Fault/ Safety MTU(84-10240): 1518
* System Management G
¥ PSE System Management
I Port List
Port Description Status Rate Duplex Mode MTy Edit
1 Enabled Auto Auto 1518 z
2 Enabled Auto Auto 1518 2
3 Enabled Auto Auto 1518 Z
4 Enabled Auto Auto 1518 Z

Figure 5-2 Individual Port Configuration

Note: Within the individual port configuration screen, the following settings can be changed: Description, Status, Rate, Duplex Mode and MTU.
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5 Port Management

5.2 Storm Control Settings
5.2.1 Configure the Storm Control Settings of a Port

Select “Port Management—>Storm Control” to change the “Storm Control” settings of a selected port.

et L y W — T

‘Current User:admin

B system Home Storm Control

B cuick configuration
scripion: Selectthe port(s) you wantto configure. Click on individual ports of dlick and 6rag the mouse fo select multiple ports
~ Poft Management Note: fthe parameters Selected are not upported, the changes will nottake effect
* Basic Seftings

S o e Selecta port to configure:

+ Flow Gonlrol 13 5 7 9 1131517 19 2123
. BN
* Portisolation =
[BinpEiniayEine i ny ]|
* Port Aggregation 2 4 6 8 10 12 14 16 18 20 22 24 25 26
* Port Miroring 7 Optional port §R Fixed port § Selected port {17 Aggregation port  Selectall Select 3l others
* PortSpeed Limit
Storm Control Type: Disabled - Storm Control Value: (Unit kbps, Value: multiples of 54 between 64-200000)
» VLAN Management
Save
» Fault/ Safety
* System Management I Port List
» PSE System Management Port Unicast Broadcast Multicast Edit
1 Disabled Disabled Disatled z
2 Disabled Disabled Disatled 4
3 Disabled Disabled Disabled z
4 Disabled Disabled Disabled Z

Figure 5-3 Storm Control Configuration Table

The table above displays the storm control configuration of the switch by port.

* Storm Control Type: Displays the types of storm control settings that can be configured (Disabled, Broadcast, Unicast, Multicast,
Broadcast/Unicast, Broadcast /Multicast, Unicast/Multicast, Broadcast/Unicast/Multicast).

* Storm Control Value: Set the rate at which storm control will be activated (between 64-200000, multiples of 64 only).

Port: Displays the switch’s port number.

¢ Unicast: Displays whether unicast packet control is enabled or disabled.

* Broadcast: Displays whether broadcast packet control is enabled or disabled.
* Multicast: Displays whether multicast packet control is enabled or disabled.

Notes:
* If the control value is not a multiple of 64, the system will automatically select the closest multiple of 64.
¢ The storm control value will be the same for unicast, broadcast and multicast.

5.2.2 Storm Control Configuration

Select the port(s) you would like to configure.

Select a port to configure:

1 3 5 7 9 1 13 15 17 19 21 23
S=d Bd Bt 3? B B i Bd g i d B
P R g R R e e e g
2 4 6 8 10 12 14 16 18 20 22 24 25 26

D Optional port Fixed port iSe!ecTed port EAggragation port Selectall Selectall others Cancel
Storm Control Type: Disabled - Storm Control Value: (Unit: kbps, Value: multiples of 64 between 64-200000)
Save
Figure 5-4 Set Multiple Ports Simultaneously

Click the “Storm Control Type” dropdown menu to select the type of storm control you would like to configure for the port. Type any multiple
of 64 (from 64-200000) into the “Storm Control Value” field and then click “Save” to complete the configuration.

Storm Control Type: Broadcast Multicast ~ Storm control value: 64 (Unit: kbps, value 64-200000 within a multiple of 64)

Close
Save Broadcast
Unicast

Port List Multicast
Broadcast,Unicast

Port |i | Broadcast Multicast Operation

|Broadcast,Unicast, Multicast
1 Tlisahled Nisahled Nisahled >

Figure 5-5 Storm Control Configuration Information

14



5 Port Management

After successfully configuring a port, the page will show the following;:

I Port List
Port Unicast Broadcast Muiticast Operation
1 Disabled 64 64 2

Figure 5-6 Successful Storm Control Configuration
5.3 Flow Control

5.3.1 View Flow Control Settings

Select “Port Management—>Flow Control” to configure flow control settings for any port(s).

WD T . e

Current User:admin
& sysiem Home

b EE

Log Out

Flow Control
W uick Configuration
Description: Select the port(s) you want to configure. Click on individual ports or click and drag the mouse to select multiple ports.

~ Port Management Mote: If the parameters selected are not supported, the changes will not take effect

* Basic Sellings

¥ S Caes Select a port to configure:

+ Flow Control 103 6 7 9 M 1315 17 19 21 2
i wiwiniwininin il ari i
* PortIsolation i s o
HESEHEEEEEE B =&
* Port Aggregation 2 4 6 8 10 12 14 16 18 20 22 24 25 26
* Port Mirmoring § R optional port § Fixed port §Y Selected port {173 Aggregation port Selectall Selectall others Cancel
* Port Speed Limit
Flow Control Type: Of -
b VLAN Management z
ave
» Fault/ Safety
* Sysiem Management I PortList
» PSE System Management Port Flow Coatral =
1 o 4
2 or 2
3 of 2
4 of 2

Figure 5-7 Flow Control Configuration Table
5.3.2 Flow Control Configuration

In order to enable port flow control function, select the port(s) you want to configure, click the drop down menu “Flow Control Type”, select
“On” and click “Save”.

mewme

WipeLE "

—————

e

Current User:admin

B sistemHome

B Quick Configuration
~ Port Management

* Basic Settings

* Storm Control

* Flow Control

- Portlsolation

* PortAggregation

* PortMiroring

* Port Speed Limit
» VLAN Management
¥ Fault/ Safety
P System Management

» PSE System Management

Flow Control

escription: Select the pori(s) you want to configure. Click on indhidual ports or click and drag the mouse lo select multiple ports.

Hote: If the parameters selected are not supporied, the changes will not take effect

Select a port fo configure:

1 3 5§ 7 9 1 13 15 17 9222

R S ol iy e o e i R
[ A O AU e
Z 4 6 § 10 12 14 16 18 20 2 24 25 26

§”Joptionat port S8 Fixed port i Selected port [T Aggregation port Select all

Selectall others Cancel

Flow Control Type: Off

Save
I Port List
Port Flow Control Edit
i on o
H on 2
3 on Z
4 on Z

Figure 5-8 Enable Port Flow Control Function
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After choosing the configuration, the port list will show the following:

I Port List
Port Flow Control Operation
1 on | J;
2 off z
| 3 On | Z
4 orr 2
5 ofr 7

Figure 5-9 Flow Control Settings

To disable the flow control function, select the port(s) from the panel and select “Off” from the “Flow Control Type” dropdown menu. The
icon can also be used to modify any individual port.

5.4 Port Isolation

5.4.1 View the Port Isolation List

Select “Port Management—>Port Isolation” to view the switch’s current port isolation configuration. Port isolation allows you to prevent PCs
connected to different ports from communicating with each other (without having to setup a VLAN).

1 A

——

MEWEE T

Current User:admin

B syctem Home

B cuick Configuration
* Port Management

+ BasicSettings

2SI GO

* Flow Control

* Port Isolation

* PortAggregation

* Port Miroring

* PortSpeed Limit
¥ VLAN Management
» Fault/ Safety
* System Management

» PSE System Management

Port Isclation

Description: First, click the ‘Edit icon for the port you want to isolate from the table below. The portimage will lum gray. Next, select the por(s) you want to isolate from the port selected. The isolated port image(s) will be biue. Finally, click 'Save’
The isolated pori(s) will now appear in the table,

Notice: You must click the ‘Edif icon firstto configure port isolation.

Selact a port to configure:

M 13 15 17 19 21 23

B L B I B I B I I3 I IS I
10 12 14 16 18 20 22 24 25 26

{3 Optional port J Fixed port B Selected port {17 Aggregation port Sele

Save
I Port List
Port Isolated Port/Ag Edit
1 57 i
2 z
3 iz
- 4

Figure 5-10 View Port Isolation List

5.4.2 Port Isolation Configuration

Click the 7 icon in the port list table and select the port you want to isolate. The port will turn gray on the panel. Next, select the ports
you want to isolate from the selected port. The isolated ports will be blue on the panel. Finally, click “Save”. The isolated port numbers will

appear in the table.

WHpPLE T
————— i Current Useradmin

TN WEE

Log Out

B system Home

W quick Configuration
¥ Port Management
* BasicSettings
ol
* Flow Control
* PortIsolation
* PotAggregation
* Port Mirroring
* PotSpeed Limit
VLAN Management
Fault / Safety

System Management

v v

PSE System Management

Port Isolation

Description: First, click the ‘Edit icon for the port you want to isolale from the table below. The portimage will tum gray. Next. select the port(s) you want lo isolate from the port selected. The isolated port image(s) will be blue. Finally, click Save'
The isolated portis) will now appear in the table.

Hotice: You must click the ‘Edit icon first to configure portisolation.

Select a port to configure:

13 5 7 9 M 13 15 17 19 21 23

BOBBEODIOOOONRED

Save
I Port List
Port Isolated PortAg Edit
1 57 2
2 Z
3 V4
& 2z

Figure 5-11 Port Isolation Configuration

Note: Click the 7 icon first. The gray port in the port panel represents the port being configured while the blue ports represent ports from which the selected

port is isolated.

16



5 Port Management

5.5 Port Aggregation

5.5.1 View Port Aggregation Configuration

Select “Port Management—>Port Aggregation” to view the switch’s port aggregation configuration. Port Aggregation (or link aggregation)
allows you to combine multiple full-duplex Ethernet links into a single logical link. Network devices treat the aggregation as if it were a single
link, which increases fault tolerance and provides load sharing.

m i ig" C;rrslli User:admin ' Q‘ msf | m ! igm b

—

Systembope Port Aggregation
B quick Configuration
Description: Port aggregation allows multiple ports to be combined to form a single lagical link. Each group can contain up to 8 ports. AgQregation Qroups MUSE contain an even AUMbEr of POrts.
~ Port Management

+ Basic Setings Load Balancing: mac v | Apply

+ Storm Control Aggregation ID (1-16):
* Flow Control Selecta port to configure:
* Portlsolation 13 5 7 9 11 13 15 17 19 21 23
§ Poxt Agoregaton g S g i P R i R R )
. Pora CITS T3S LSS ESESESESEIEICIC]
g Z 4 6 8 10 12 14 16 18 20 22 24 25 26
* PorSpecdiups §77 Optional port i Fixed port R Selected port [T¢ Aggregation port Selectall Select all others Cancel
~ VLAN Management
Aggregation Type: ot Selecied -
* VLAN Management
save | | cancel
~ Fault/ Safety
* Altack Prevention I Aggregation List
* Path Detection Aggregation ID Aggregation Type Number of Ports Member Port Eait
* LocpDedicn First Previous [1] Next Lastt 11Page

* Access Control

+ IGMP Snooping

Figure 5-12 View Port Aggregation Configuration
The Port Aggregation table will show the switch’s current configuration.
* Aggregation Number: Displays the number assigned to the aggregation group.
* Aggregation Type: Displays whether the group’s aggregation type is dynamic or static.
* Number of Ports: Displays the number of ports in a link aggregation group.
* Member Ports: Displays the port numbers that comprise a link aggregation group.

Notes:
» Aggregation groups must contain a minimum of two ports and a maximum of eight ports that can be aggregated.
* Each port in a link aggregation group must use the same protocols and link speeds.

5.5.2 How to Create a Port Aggregation Group

To create a port aggregation group, select the type of load balancing (mac, ipmac or ip), and click Apply’. Then enter a port aggregation
ID, select the ports that you would like to aggregate, and select the aggregation type (dynamic or static). Click “Save” to complete the
configuration. When a port is part of an aggregation group, it will appear as 517 in the panel.

m—% i ”i!“ e am’ M;F m 5 ;g!ms.mm

Current User:admin

B system Home Port Aggregation

B Quick Configuration
Description: Port aggregation allows multiple ports to be combined o form a single Iogical link. Each group can contain up to 8 porls. Aggregalion groups must contain an even number of ports.

~ Port Management
+ Basic Sefiings Load Balancing: mac v | Apply
* Storm Control Agaregation ID (1-16):

* Flow Control Selecta port to configure:

* Portisolation 9 11 13 15 17 19 21 23

S e e
Sistsistststsiutstutnls

1
* Port Aggregation 0
2 10 12 14 16 18 20 22 24 25 26

* Port Mirroring

. Ports
PortSpesiiiy " Joptional port §E3Fixed port 5P Selected port [TdAggregation port Selectall Select all others Cancel
» VLAN Management

Agaregation Type: Mot Selected -
» Fault/ Safety
Save | Cancel
» System Management
» PSE System Management | Aggregation List
Aggregation ID Agaregation Type Number of Ports Member Port Edit
1 Dynamic 4 1234 z X

First Previous [1] Next Lastt 11Page

Figure 5-13 Port Aggregation Configuration
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5.5.3 Modify a Port Aggregation Group

Click the 7 icon next to the group number from the aggregation list you would like to modify. Once the group is selected, ports can be

added or removed by cli

e

cki

T

ing the panel. The aggregation type can also be changed from dynamic to static, or vice versa.

L L L A

Current User:admin

B 5ystem Home
B quick Configuration
~ Port Management
* Basic Settings
* Storm Control
* Flow Control
* PortIsolation
* Port Aggregation
* Port Mirroring
* PortSpeed Limit
» VLAN Management
» Fault/ Safety

» System Management

Port Aggregation
Description: Port aggregation allows multiple ports to be combined to form a single logical link. Each group can contain up to & ports. Aggregation groups must contain an even number of ports.
Apply

Load Balancing: mac +

Aggregation ID (1-16):

Selecta port to configure:

9 11 13 15 17 19 21 23
PSR S
S |

10 12 14 16 18 20 22 24 25 26

ol -

3 5 7
R
LS
4 6 8

£ optional port 150 Fixed port i Selected port [1] Aggregation port Selectall Selectall others Cancel

Aggregation Type: Mot Selected

Save Cancel

» PSE System Management I Agaregation List

‘Aggregation ID Aggregation Type Number of Ports Member Port Edit
1 Dynamic 4 1234 iz x
First Previous [1] Mext Lastt /1Page
Figure 5-14 Modify Port Aggregation Group
5.5.4 Delete a Port Aggregation Group
Click the ¥ icon next to the port aggregation group you would like to delete.
I Aggregation List
Aggregation ID ‘Aggregation Type Number of Ports Member Port Edit
1 Dynarmic 4 1234 7z R
First Previous [1] Mext Lasil 1 1Page

Figure 5-15 Delete Port Aggregation
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5.6 Port Mirroring

5.6.1 View Port Mirroring Configuration

Select “Port Management->Port Mirroring” to view the port mirroring configuration. Port mirroring selects the network traffic for analysis by
a network analyzer. This can be done for specific switch ports. Many switch ports can be configured as source ports and one switch port

is configured as a destination port. Packets that are copied to a destination port will be the same format as the original packet from the
source. This means that if the mirror is copying a received packet, the copied packet will be VLAN tagged or untagged as it was received on
the source port.

= ] m“ L b il mE ¥ m F‘ b g & i ' m' ksl
I ' L o ’ TS ¥ LogOut
e Current Useradmin

B 5y5t0m Home Port Mirroring
W quick Configuration

n: Port mirroring is used to send network traffic from multiple source ports to a destination port. Network analyzers can be connedled to the destination port to analyze network raffic.
A port aggregalion group cannol be sel as a deslination or source port. The destination and source porls cannot be the same. Both a source and destination port must be selecled for this feature to work correctly.

* Port Management
* Basic Setings
Choose the source port:(Selecting multiple source ports can affect the device performance. )

* Storm Control
* Flow Cantrol 1 3 5 7 9 1 131517 19212
e CORRRRRRRORR
* Portisolation — — — = —
(BRSNS R i
* Port Aggregation 2 4 6 8 10 12 14 16 18 20 22 24 25 26
* Port Mirroring {7 optional port 5 Fixed port §F Selected port £1] Aggregation port {§H Mirroring Group  Selectall Select all others Cance
* Port Speed Limit Choose the destination port:(choose only one port)
P VLAN Mansgemen: 1 3 5 7 9 1 131517 19212
P Ewul | e DO DRENNN
> spmmennet | SO SO SO OBSESZOD
» PSE System Management 1416 18 20 22 24 25 26

{2 optional port 5 Fixed port § Selected port {1 Aggregation port
Save | Refresh Mirroring Group Not Selected E
| Wirroring Port List
Mirroring Group. Source Port Destination Port Edit

First Previous [1] Next Lasti 11Page

Figure 5-16 Port Mirroring Configuration
The Mirroring Port List shows the mirroring configuration of the switch.
e Mirroring Group: Mirror group ID; up to 7 mirroring groups can be created.
* Source Port(s): The port(s) that the mirrored data comes from.
* Destination Port: The port to which the mirrored data will arrive.

+ $$4 Mirroring Group ; Appears when a port is part of a mirroring group.
Notes:
* Ports in aggregation ports cannot be regarded as both the destination port and source port.
¢ The destination port and source port cannot be the same.
* Only one destination port can be selected per mirroring group.

5.6.2 Create a Port Mirroring Group

To create a port mirroring group, select the source and destination port(s), then select the mirroring group. Click “Save”.

Ty l_l| r b - B I f\ T 3 l\t 1] w Lbi o aks
Current User:admin u

em Home Port Mirroring

B quick Configuration
-

iption: Port mirrering is used o send network raffic from multiple source ports lo a destination port. Network analyzers can be connected o the destinalion portto analyze network traffic.

¥ Port Management Note: A port aggregation group cannot be set as a destination or source port. The destination and source ports cannol be the same. Both a source and destination port must be selecled for this feature to work correcty.

* Basic Settings

h h :(Selecting multipl s can affect the device performance. ).
« Siorm Cobiol Choose the source port:(Selecting multiple source ports can affect the device peformance

7 1M 13 15 17 19 21 23

1 % 8
EE_EDEEDELDDE

+ Porisolat e
g isistetstsisistutstsistsimim
2

4 6 8 10 12 14 16 18 20 22 24 25 26

* Flow Control

* PortAggregation

* Port Mirroring {1 optional port T8 Fixed port ¥ Selected port {17 Aggregation port % Miroring Group  Select all ancel
* et SeesdEit Choose the destination port:(choose only one port)

» VLAN
w 13 5 7 9 1 1315 17 19 21 23

P Fouk! Safcty EROODDODROOR

¥ sysomManagoment |||73 73 IS 333 3 3 33 0]

b PSE System Management 2 4 6 8 10 12 14 16 18 20 2 24 25 26

§ " Joptional port § Fixed port R Selected port | 1] Aggregation port
Save Refresh Mirroring Group Mot Selected -
I Mirroring Port List
Mirroring Group Source Port Destination Port Edit

First Previous [1] Mext Lasti I1Page

Figure 5-17 Add Port Mirroring Group
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————

Current User:admin

B 551em Home
B quick Configuration
~ Port Management
* Basic Setiings
* Storm Control

* Flaw Control

Portisolation

Port Aggregation

Port Mirroring

PortSpeed Limit
* VLAN Management
¥ Fault | Safety

¥ System Management
» PSE System M:

Port Mirroring
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© muttiple €3N afectthe device performance. )
1013 15 17 19 21 23

faYaTaTatulatatal
reist=tsisist=lslml=!

10 12 14 16 18 20 22 24 25 26

Choose the destination port:(chaose only one porl)
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§ 7 optional port B Fixed port §f Selected port |17 Aggregation port
Save Refresh
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3 z X

First Previous [1]

Next Lasti 11Page

Figure 5-18 Results after Adding Port Mirroring Group

5.6.3 Edit a Port Mirroring Group

Click the 7 icon next to the port mirroring group you want to modify and make the changes to the mirroring group.

" Current Useradmin

LU

T W T,

ystem Home
I Quick Configuration
~ Port Management
* Basic Seftings
* Storm Control
* Flow Control
* Portisolation
* PortAggregation

Port Mirroring

* PortSpeed Limit

Port Mirroring

Description: Port miroring is used to send network traffic fram multiple Source ports to a destination port Network analyzers can be connected to the destination portto analyze network iraffic.

Note: A port aggregation group cannot be et as a destination of source port. The destination and source ports cannot be the same. Both a source and destination port must be selacted for this feature to work cormectly.

)

Choosethe ports can
i3 5 T 9 N 13157 922
BROONTOEmOOem
BEESE S SE I R ==
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VLAN
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PSE System
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Save | Refresh Wirroring Group [Session 1
| Mirroring Port List
Wirroring Group

Source Port

Destination Port Edit

3 z %X

First Previous [1] Mext Lasty

I1Page

Figure 5-19 Modify Port Mirroring Group

Current User:admin

8 system Home

I8 cuick Configuration
~ Port Management

+ Basic Seftings

+ Storm Control

+ Flow Control

+ Portisolation

* Port Aggregation

+ Port Miroring

* Port Speed Limit

Port Mirroring

Description: Port mirroring is used to send network traffc from multiple source ports to a destination port. Network anal to

portto traffi

Note: A port aggregation group cannot be set as a destination or source port. The destination and source ports cannot be the same. Both a source and destination port must be selected for this feature to work correcty.

Choose the source port:(Selecting multiple source ports can affect the device performance. )

9 1 1@ 15 17 18 21 2
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P%B SEHEEEE

2 14 16 18 20 2 24 25 2

H

Choose the destination port:(choose only one port)

§730ptional port i Fixed port @ Selected port 77 Aggregation port {S§ Miroring Group Selectall Select allothers Cancel

» VLAN
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» System Management
» PSE System
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B33 3333010
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Figure 5-20 Results after a Successful Modification of Port Mirroring
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5.6.4 Delete a Port Mirroring Group

Click the € icon next to the port mirroring group that you want to delete.

I Mirroring Port List

Mirroring Group

Source Port

Edit

z X

First Previous [1] Next Lastl

Figure 5-21 Delete Port Mirroring Group

5.7 Port Speed Limit

5.7.1 View the Port Speed Limit Settings
Select “Port Management—->View Port Speed Limit” to view the switch’s Port Speed Limit settings.

——— -

WmpPLE 7 . LA L
" Current Useradmin "

* System Home
® ouick Configuration

* Port Management
. tings

m Control
* Flow Control

* PortIsolation

* Port Mirroring
* Port Speed Limit

» VLAN Management
¥ Faultf Safety

» System Management

» PSE System Management

Port Speed Limit

n: Selecthe pont[s) you want to configure. Click on individual ports or click and drag the mouse 1o select mulliple ports.

ice: 1000Kbps = TMbps

Selecta port to configure

1 3 5 7 9 1 13 15 17 19 21 23
e iwiaiw i e e b i

[y =
4 6 5 10 12 14 16 16 20 22 24 25 26

[ Y optional port T Fixed port i Selected port {17 Aggregation port Se

Input Speed Limit:
Output Speed Limit:

Save

I Port Speed Limit List

(64-1000000) Kbit's

(64-1000000) Kbit's

Port Input Speed Limit Output Speed Limit Edit
1 MAX MAX /
2 MAX MAX Z
3 MAX MAX "
4 MAX MAX Z
s MAX MAX g

Figure 5-22 View Port Speed Limit Configuration
The speed limit shows the port speed limit configurations of the switch.
* Port: Shows the port number.
* Input Speed Limit: Upstream speed limit for the port.
* Output Speed Limit: Downstream speed limit for the port.

Note: Multiple ports can be selected on the panel to modify port speed limit settings.
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5.7.2 Port Input/Output Speed Limit Configuration

Select the port(s) you want to configure on the port panel. Complete the configuration by entering the speed limit into the field, then clicking
“Save”.

S

e TR .
Current User:admin A

Port Speed Limit

B quick Configuration

Description: Selectthe porl(s) you want to configure. Click on individual ports or click and drag the mouse to select multiple ports

~ Pon Managemont Hotice: 1000KDpS = TMbps

* Basic Setings

* Storm Control Select a port to configure

* Flow Control 1 3 6§ 7 8 1 13 15 17 19 21 23

* Portisolation iﬁﬁﬁﬁﬁﬁggggﬁ
DSOS On]

* PortAggregation 2 4 6 8 10 12 14 16 18 20 22 24 25 26

* PortMirmoring § 7 Optional port 5 Fixed port ¥ Selected port {17 Aggregation port Select all Select all others Cance
* Port Speed Limit

» VLAN Management

Input Speed Limit: 10000 (84-1000000) Kbit's
¥ Fault/ Safety Output Speed Limit: 10000 (64-1000000) Kbitls
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» PSE System Management
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Port Input Speed Limit

Output Speed Limit Edit
1 10.000Mbivs 10.000Mbiv's /
2 Max MAX /
3 Max MAX iz
4 MAX MAX 74

Figure 5-23 Port Input/Output Speed Limit Configuration
5.7.3 Edit Port Speed Limit Settings
Click the 7 icon on the right hand side of the table next to the port you want to modify. Enter a new speed into the field and click “Save”.
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ystem Home Port Speed Limit
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* Port Aggregation 2 4 5 8 10 12 14 16 18 20 22 24 25 2
* PortMirroring §Joptional port G Fixed port G Selected port {17 Aggregation port Select all Select all others
* Port Speed Limit
» VLAN Management Input Speed Limit: 500000 (64-1000000) Kbitis
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» System Management =
»

PSE System Management
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Port Input Speed Limit Output Speed Limit Edit

1 500.000Mbit's 500 000Mbit's

Figure 5-24 Edit Port Speed Limit
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6 VLAN Management

6.1 VLAN Management

6.1.1 View VLAN Configuration

Select “VLAN Management=>VLAN Management” to view the switch’s VLAN configuration. A virtual LAN (VLAN) is a group of workstations,
servers and other network resources that behave as if they were connected to a single network segment. VLANs allow for easy network
segmentation. Users that communicate most frequently with each other can be grouped into common VLANS, regardless of physical
location. Each group’s traffic is contained largely within the VLAN, which reduces extraneous traffic and improves efficiency within the
network. A VLAN also allows for easy network management. Changes to the number of nodes in a network and the location of the nodes can
be dealt with from the management interface rather than the wiring closet.

2T L » RN

- ik Current User:admin
8 system Home VLAN Settings Trunk Port Settings
W Quick Configuration I AN
* Pont Mansgement VLANID VLAN Name VLANIP Port Edit
* Basic Settings
+ Storm Control 1 DERYLT 10.20.0:18¢ 2 74
+ Flow Control & NewVLAN @ Delete VLAN First Previous [1] Next Lasti 1Page
* Portisolation

Figure 6-1 VLAN Management Information
The VLAN list shows VLAN configuration of the switch:
* VLAN ID: Displays the VLAN identification number.
* VLAN Name: Display the name of VLAN, the default name for VLAN 1 is DEFAULT.
* VLAN IP: Displays the management IP address of the switch.
¢ Port: Displays the ports that belong to each VLAN.
Note: By default, all the ports belong to VLAN 1.

6.1.2 How to Add a VLAN
Select “New VLAN” and then enter the VLAN ID (between 2-4094). Enter a VLAN name and click “Save”.

7 A “ TV W — ] T

Current User:admin

B system Home VLAN Settings Trunk Port Settings

¥ Quick Configuration

~ Port Management

* Basic Sattings New VLAN

* Storm Control VLAN ID{1-4084):
* Flow Contra VLAN name{1-31):
* Portisolation Select a port to add to the VLAN:

* PoftAggregation 1 3 5 7 9 113151719223

oooOoonoonoon

feed b st e sl Ut e B el Bt U B [ [
2 4 6 8 10 12 14 16 18 20 22 24 25 26

* Port Mirroring

* Port Speed Limit

¥ VLAN Management § 3 optional port R Selected port {17 Aggregation port -3 Trunk Port Selectall Select all others Cance
* VLAN Management

* Fault/ Safety
» System Management

» PSE System Management

e I o |

Figure 6-2 Add New VLAN

| L L L i I,
d . A" .l L . Iy Logout

il Current User:admin
B system Home VLAN Settings Trunk Port Settings
W quick Configuration I VLAN
~ Port Manage
ot Managemont VLANID VLAN Name VLANIP Port Edit
* Basic Settings
- 1 DEFAULT 10200186 526 2
* Flow Control 2 DATA 14 z %
* Port Isolatio @ NewVLAN & Delete VLAN First Previous [1] Next Last I1Page

* PortAggregation

* Port Mifrofing

Figure 6-3 Results of Successfully Adding a VLAN

Notes:
¢ The range of VLAN IDs is 2-4094.
e The system will not allow duplicate VLAN IDs to be created.
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6 VLAN Management

6.1.3 Delete a VLAN
1. Delete a Single VLAN:
Select the VLAN from the list that you want to delete, click the ¥ icon to remove the selected VLAN.

Are you sure you want to delete the VLAN?

(Ot (o]

Figure 6-4 Delete a Single VLAN
2. Delete Multiple VLANS:
Click the checkbox next to the VLAN(s) that you want to delete, then click “Delete VLAN” to remove the selected VLAN(S).

Are you sure you want to delete the VLAN?

o) [om)

Figure 6-5 Delete Multiple VLANs Simultaneously
Note: VLAN 1 is the default management VLAN, this setting cannot be changed.

6.1.4 Edit or Add Ports to an Existing VLAN
1. To add ports to a VLAN:
Click on the 7 icon. Select the ports you want to add from the port panel, then click “Save”.
T T -

B sys0m Home VLAN settings | [ Trunk Port Settings |
W quick Configuration

~ Port Management T T e oot Edit

+ Basic Settings Edit VLAN [T

+ storm Control VLANID(1-4084: &
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* Portisolation 7 Select the ports to modify the VLAN: »

* PortAggregation T 9 111315 17 19 21 23
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Cisisintatsisistataistalml=

8 10 12 14 16 18 20 22 24 25 26

+ PortMimoring

* Port Speed Limit

~ VLAN Management "3 Optional port §if Selected port {12 Aggregation port §.-d Trunk Port Selectall Selectall others Cancel
* VLAN Management

* Fault/ Safety
¥ System Management

¥ PSE System Management

Figure 6-6 Add Ports to a VLAN
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2. To remove ports from a VLAN
Click the 7 icon. Select the ports you want to remove from the port panel, then click “Save”.
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* Storm Control VLAN ID{1-4084): 2

* Flow Control VLAN namef1-31): DATA

* Portlsolation Select the ports 1o modify the VLAN:

* PortAggregation 3 05 7 9 1113 15 17 19 21 23

* PoMirroring

* Port Speed Limit 2 4 6 8 10 12 14 16 18 20 22 24 25 26

¥ VLAN Management §optional port § Selected port 710 Aggregation port {2 TrunkPort Selectall Select all others Cancel
* VLAN Management

¥ Fault/ Safety
» System Management
» PSE System Management

Figure 6-7 Remove Ports from a VLAN
Note: Ports in trunks default to VLAN 1 when they are removed from their original VLAN.

6.1.5 View Trunk Port Settings

Select “VLAN Management=>VLAN Management->Trunk Port Settings”, to view the switch’s Trunk port configuration. Trunk ports allow
for VLAN information to be passed between switches. By default, the native VLAN (access port) for the switch is VLAN 1. Communication
between access ports will not have any tagging (802.1Q). When a trunk port is configured between two switches, the traffic that passes
between them will be marked with a tag which will allow the switches to distinguish between packets.

Ex ;‘g“ Lhio L gl 5“ m:l BTN FTaIN rﬂl" TP
{ T L e b . ¥ | Logout
————— Current Useradmin

B system Home VLAN Settings Trunk Port Settings
I quick Configuration

Description: I a portis allowed 1o Send messages hiough multiple VLANS, the port should be set as a trunk
~ Port Management

* Basic Sefings I Trunk Port List

* Storm Control Port Native VLAN Allowed VLAN Edit
* Flow Control 3 i 1 %
* Porisolation

2 1 1 z %

* PortAggregation
& New Trunk Port List @ Delete Trunk Port First Previous [1] Next Lasti
* PorMimoring

Figure 6-8 View Trunk Port Configuration Information
The Trunk Port List shows the trunk port configuration of the switch.
e Port: Displays the port number.
* Native VLAN: Displays the native VLAN. By default the switch’s native VLAN is VLAN1.
¢ Allowed VLAN: Displays the VLANs that will be tagged when transmitted on the trunk port.

6.1.6 Add Trunk Port Settings
To add a new trunk port, click “New Trunk Port”. Select the Native VLAN (default is 1), then select the allowed VLAN(s) and click “Save”.

WAPPLTEE % ... MEWET T T T,
pLicl /oo 113 Current User:admin

B 5ystem Home VLAN Settings Trunk Port Settings
M Quick Configuration

¥ Port Management

* Basic Seftings New Trunk Port List

* Storm Gonlrol Select a port to add 1o the TRUNIC

& {BomCeonl 13 5 7 9 1 131597 1921 23
+ Portisolation QOO Onan

* Port Aggregation ;BQQBDBBBBBBB:I:_I

8 10 12 14 16 18 20 22 24 25 26

* Port Mimmoring v
{7 optional port i Selected port §77Aggregation port 7 Trunk Port  Selectall Selectall others Cancel
* PortSpeedLimit

* VLAN Management Native VLAN(1-4094): |
* VLAN Management Aliowed VLAN(eg 3-58,10): 1 ), VLAN3,5do

» Fault/ Safety
 System Management

* System Settings

* System Information

* Configuration Management

Figure 6-9 Add a Trunk Port

Note: The allowed VLAN(s) must be created through VLAN Management before they can be added to a trunk port.
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6 VLAN Management

6.1.7 Delete a Trunk Port
1. Delete a single Trunk port
Select the Trunk Port that you want to delete, then click the 3 icon.

WHaE 7 TV T T,

e Current User:admin

& sreemiione VLAN Settings Trunk Port Settings
B quick Configuration

ption: Ifa portis allowed to send messages through multiple VLANS, the port should be set as atrunk
~ Port Management

* BasicSetings I e
+ storm Control port Native VLAN Allowed VLAN Edit
* Flow Control 1 1 1 s X
* Porisolation
5 , : 2 %

* Port Aggregation

© Wew Trunk Port List @ Delete Trunk Port First Presious [1] Next Lasts
* Port Miroring

* Port Speed Limit
Figure 6-10 Delete a Single Trunk Port
2. Delete multiple Trunk ports

Click the checkbox of the Trunk ports you want to delete, then click “Delete Trunk Port” to delete the selected Trunk ports.

WLE W — T,
Current User:admin

——

* SystemHome VLAN Settings Trunk Port Settings
B quick Configuration
Description: If a portis allowed 1o Send messages through multiple VLANS, the port should be set as a trunk.
~ Port Management
* BasicSattings | rrunkporuee

* Storm Control &l Port Native VLAN Alowed VLAN

Edit
* Flow Control ol " 1 1 > X
* Portisolation
£l 2 1 1 2 X
* Port Aggregation
@ Mew Trunk Port List @ Delete Trunk Port First Previous [1] Nex Lastt
* Port Mirrering

* Port Speed Limit

~ VLAN Management
* VLAN Management

» Fault/ Safety

Figure 6-11 Delete Multiple Trunk Ports
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7 Fault/Safety

7.1 Attack Prevention

7.1.1 ARP Spoofing

7.1.1.1 View ARP Spoofing Configuration

Select “Fault/Safety—>Attack Prevention>ARP Spoofing” to view the current switch ARP Spoofing configuration. “Attack Prevention/ARP
Spoofing” will prevent an attacker from sending falsified ARP (address resolution protocol) messages over the local area network.

————

™ TR —
Current Useradmin

i w LogOut

& sistemHome

R Quick Configuration

~ Port Management

* BasicSettings

* Storm Control

* Flow Conirol

* Portisolation

* Port Aggregation

* Port Mirroring

* Port Speed Limit
¥ VLAN Management

* VLAN Management
= Fault | Safety

* Attack Prevention

* Path Detection

ARP Spoofing Port Security DHCP Snooping

| ARP Spoofing

Description: To protect network resources, the ARP Spoofing function will block illegal ARP messages and prevent ARP flood aftacks.
ARP Spoofing: This feature can be usedto protect equipment from ARP attacks

Select a port to configure:

5 7 9 M 13 15 17 19 21 23
inlelalelslialalalnls!
QJSC::ZSDC:DH
5 8 10 12 14 16 18 20 22 24 25 26

ML]BA
]IZJu

{7 optional port 5B Fixed port S Selected port {1 Aggregation port Selectall Selectall others Cance
Save Cancel Refresh
State of the ARP table

VLANID » MAC Port Status.

Figure 7-1 View ARP Spoofing Configuration

The figure above shows the ARP configuration property of the switch.
* VLAN ID: Displays the value of a VLAN ID of the switch.
¢ IP: Displays the IP address of the current switch.
* MAC: Displays the MAC address of the current switch.

* Port: Displays the switch port number.

Note: Click “Save” to save the configuration settings

7.1.1.2 Activate ARP Spoofing

In the ARP Spoofing configuration panel, select one or multiple ports to configure.

2T | MW

———————

Edit

First Previous [1] Ned Last1

T T

B systemHome

® quick Configuration
~ Port Management

* BasicSetings

* Storm Control

* Flow Control

* Portisolation

* PortAgoregation

* Port Mirraring

* Port Speed Limit
~ VLAN Management

* VLAN Management
~ Fault Safety

* Attack Prevention

* Path Detection

* Loop Detection

* Access Conirol

* IGMP Snooping

¥ System Management

ARP Spoofing Port Security DHCP Snooping

I ARP Spoofing

lescription: To protect network resources, the ARP Spoofing function will block illegal ARP messages and prevent ARP flood aftacks.
ARP Spoofing: This feature can be used o protect equipment from ARP attacks

Select a port to configure:

1 3 5 7 9 M 13 15 17 19 21 23
3 See el e iw el e s e

Hﬁquuﬁugﬁﬂuuﬂj
2 6 B8 10 12 14 16 18 20 22 24 25 26

§ 7 optional port 5B Fixed port P Selected port § 1] Aggregation port Selectall Selectall others Cance

Save Cancel Refresh
State of the ARP table

VLANID » MAC Port Status

Figure 7-2 ARP Spoofing Configuration
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7 Fault/Safety

FRpR e

Current User:admin

_— Lii
il !. ®) Logout

Ll

VLAN Management
Fault / Safety

+ Attack Prevention
+ Path Detection
* Loop Detection
+ Access Control
+ IGMP Snooping
System Management

PSE System Management

Description: To protect network resources, the ARP Spoofing function will DIOCK ilegal ARP messages and prevent ARP 00d altacks.
ARP Spoofing: This feature can be used to protect equipment from ARP attacks.

Selecta port to configure:

1 3 5 7 9 11 13 15 17 19 21 23
el iwietw et i winjwi e
U?BGBUBBUB oo

6 8 10 12 14 16 18 20 22 24 25 26

7
§3 Optional port i Fved port @ Selected port §73 Aggregation port Select il Select allothers Cancel

Save | | Cancel | | Refresh

[ State of the ARP Table

VLANID » MAC port Status Edit
1 1030.125.104 0006 6724 810E 4 VALIDATED %
1 1010062 0006 6723.0032 4 VALIDATED b'3
1 1028.99.43 00066724 8324 VALIDATED x
1 102899.42 0006 6724 80E7 4 VALIDATED x
1 1022072 00066724 F515 4 VALIDATED x
1 1022073 1000.7FBA 3026 4 VALIDATED b3
1 1018093 0006 6726 E151 4 VALIDATED x
1 10.31.125.101 00066724 39F8 4 VALIDATED x
1 192.168.0.120 D4AE 52041645 4 ATTACK b3

Figure 7-3 ARP Status Table

First Previous [13) [14] [15] [16] [17] Next Lasx{ﬂ 1 17Page

Note: Each port can learn more than 200 different ARP packets. When 200 packets are exceeded, the port will enter a congestion state and will not normally

forward data.

7.1.1.3 Deactivate ARP Spoofing

In the ARP Spoofing configuration page, click one or more port that you want to deactivate in the port panel, then click “Save” to complete

the configuration.

Mo 7. |
e L Current User:admin

B8 system Home

W Quick Configuration
* Port Management
* Basic Settings
* Storm Control
* Flow Control
* Portisolation
* Port Aggregation
* Port Mimoring
* Port Speed Limit
~ VLAN Management

* VLAN Management

~ Fault/ Safety

* Attack Prevention
* Path Detection

* Loop Detection

Notes:

ARP Spoofing Port Security DHCP Snooping

| ARP Spoafing

n: To prolect network resources, the ARP Spaofing funclion will block illegal ARP messages and prevent ARP flood altacks.

ing: This fealure can be used o protect equipment from ARP aftacks.

Select a port to configure:

135 7 9 N 135D
RSP S S S ==
a8

8 10 12 14 16 18 20 22 24 25 26

§—Joptional port 8 Fixed port 8 Selected port [77 Agaregation port Selectall Selectall others Cancel
Save Cancel Refresh

State of the ARP table

VLAN ID P MAC Port

Figure 7-4 Deactivate ARP Spoofing Function

Status Edit

First Previous [1] Next Last1

* When an interface receives 200 ARP requests, it will consider that the PC connected to the switch contains a virus and the switch will enable ARP Spoofing.
* After you enable ARP Spoofing, it is recommended you also enable storm control.

7.1.1.4 Delete Misjudged ARPs

ARP Spoofing may misjudge some ARP packets to be ARP attacks, or regard attack packets as legal packets messages. If you encounter a
misjudgment, it can be deleted by clicking the ¥ icon.

State of the ARP Table

VLANID P MAC Port Status Edit
1 10.30.125.104 0006.6724.810E 4 VALIDATED X
1 10.10.0.62 0006.6723.0D32 4 VALIDATED X
1 10.28.99.43 0006.6724.832A 4 VALIDATED X
1 10.28.99.42 0006.6724.80E7 4 VALIDATED X
1 10.22.0.72 0006.6724.F515 4 VALIDATED X
1 10.220.73 100D.7FBA.3026 4 VALIDATED X
1 10.18.0.93 0006.6726.E151 4 VALIDATED X
1 10.31.125.101 0006.6724.39FB 4 VALIDATED X
1 192.168.0.120 D4AE 52D4.1645 4 ATTACK E

Figure 7-5 Delete Misjudged ARP

Note: After you enable ARP Spoofing, it is recommended you also enable storm control.
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7 Fault/Safety

7.1.2 Port Security

7.1.2.1 Port Security Configuration

Select “Fault/Safety—>Attack Prevention—->Port Security” to configure the switch’s port security. Port Security can be used to lock one or more

ports on the system. When a port is secured, only packets with an allowable source MAC address can be forwarded. All other packets are
discarded.

2T AR T — T

il Current Useradmin

System Home ARP Spoofing Port Security DHCP Snooping

W Quick Configuration I Port Security

~ Port Management

ption: Enabling port security allows the switch to leam legitimate MAC addresses from a known source. To manually configure 3 port, you must select and save the ports you would like to configure
The system uses port security configuration for traffic validation and to improve system security

* Basic Settings
* Storm Control

Select a port to configure:
* Flow Control

bl 1 3 5 7 9 11 13 15 17 19 21 23
* Portisolation ~ ) C r ~
ORI NRN
misteiststststutstetstsimim
- PertMioring 2 4 6 & 10 12 14 16 18 20 22 24 25 26
*+ PomSpeed Limit 77 optional port T Fixed port §if Selected port [1{ Aggragation port Selectall Selectall others Cance
~ VLAN Management save | Refresh | | mManual

* VLAN Managsment
~ Fault/ Safety
* Attack Prevention
* Path Detection

+ LoopDetection
Figure 7-6 Port Security Configuration

Notes:

* Select the desired port(s) to modify port security configuration.

* Click “Save” to enable port security for the selected port(s).

* Click “Refresh” to refresh the binding information of the switch.

* Click “Manual” to manually set port binding information.

7.1.2.2 Manual Configuration

Select the binding mode “Join visitors”. Type in corresponding IP Address, MAC Address, select port number and the access time. Click
“Apply” to complete the configuration.

WRePLE T .. " T P ——— T

Current User:admin

B 5ystem Home | ARP spoofing || PortSecurity || DHCP Snooping |

B Quick Configuration I Port Security

v Port Management Manually set the port security
* Basic Setlings

Notice: Select the port number to configure when setting port security, IP address and MAC address.
* Storm Control

Binding mode: Join Visitors ~ IPAddress MAC Address Port NotSelected [+] Description
> (Flow.Cenkol Access Time: Range G-1440 nin) e
* Portisolation Tl e Gion

* PortAggregation
* PortMirroring
* Port Speed Limit

~ VLAN Management

* VLAN Management

i

~ Fault/ Safety
* Attack Prevention

* Path Detection
* Loop Detection
* Access Control

* IGMP Snooping
Figure 7-7 Port Security Configuration (Join Visitors)
Notes:

* Select the “Join visitors” binding mode then type in the corresponding IP Address and MAC Address. Select the port number and type in the amount of time
allotted for the visitor.

* The range of visit time is between 5-1440 minutes.
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7 Fault/Safety

Select the “Add bind” binding mode. Type in corresponding IP Address, MAC Address, select port number and type in the amount of time
allotted for the visitor. Click “Apply” to complete the configuration.

Current User:admin

B system Home ARP Spoofing Port Security DHCP Snooping

B Quickc.
% Quick Configuration I Port Security

v Port Management Manually set the port security

* BasicSettings

o: Selectthe port number to configure when setting port security, IP address and MAC address.
* Storm Control

Binding mode: Add Bind - IPAddress MAC Address: Port: Not Selected [~) Description
* Flow Control lot Selected
SEel encs Gi oA
* Portisolation Gion

* PortAggregation

* Port Mirroring

* PortSpeed Limit
~ VLAN Management

* VLAN Management =
~ Fault/ Safety

* Attack Prevention

* Path Detection

Figure 7-8 Port Security Manual Configuration (Add bind)

I Port Security is Bound List

IP Address MAC Address Port Status Description Edit
10.20.0.234 1414.4B78.202D 1 Bound PORT x
First Previous [1] MNext Lasil i 1Page

Figure 7-9 Results of Port Security Manual Configuration

7.1.2.3 Cancel Port Security Configuration

In the binding list, select the desired IP address, MAC address and Port. Click the 3 icon to cancel a configuration for an individual port.

I Port Security is Bound List

IP Address MAC Address Port Status Description Edit
10.20.0.234 1414.4B78.202D 1 Bound PORT E
First Previous [1] MNext Lasil i 1Page

Figure 7-10 Cancel Port Security Configuration
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7 Fault/Safety

7.1.3 DHCP Snooping

7.1.3.1 View DHCP Snooping Configuration

Select “Fault/Safety—>Attack Prevention>DHCP Snooping” to view the current switch DHCP Snooping configuration of the switch. This
feature provides security by filtering untrusted DHCP messages. An untrusted interface is an interface that is configured to receive messages
from outside the network or firewall. A trusted interface is an interface that is configured to receive only messages from within the network.
DHCP snooping acts like a firewall between untrusted hosts and DHCP servers. It also provides a way to differentiate between untrusted
interfaces connected to the end user and trusted interfaces connected to the DHCP server or another switch.

——————

2 system Home ARP Spoofing Port Security DHCP Snooping

W Guick Configuration I DHCP Snooping

~ Port Management i
Description: DHCP snooping will fiter untrusted DHCP messages.
* Basic Settings

; B Conay [oN ) After enabling DHGP $nooping, you ¢an Select rusted ports,

* Flow Control

+ Portisolation Select 2 port 1o configure:

* Port Aggregation 1 3 5 7 9 11 13 15 17 19 21 23

P aisjalalsfslalslalalals

i BEESEEEHEEESEEEE
0 Spocd DS 2 4 6 8 10 12 124 16 18 20 22 23 25 26

¥ VLAN Management [} optional port 5B Fixed port 58 Selected port 1] Aggregation port Sele
* VLAN Management

~ Fault/ Safety

* Attack Prevention iy [Eeen

* Palh Detection Trust port Edit

* Loop Detection First Previous [1] Mext Lasti

Figure 7-11 View DHCP Snooping Configuration
Notes:
* Click “Refresh” to refresh the configuration list.
* Click “Save” to save the configuration.

7.1.3.2 Activate DHCP Snooping
Select “Fault/Safety—>Attack PreventlonéDHCP Snooping”, then click “ON/OFF” to enable DHCP snooping for the switch.

by /27 e
s Current User:admin

8 system Home | ARP spoofing || Port security DHCP Snooping
8 quick Configuration

..v Loq Out

I DHCP Snooping
» Port Management

Description: DHCP snooping wilfilter untrusted DHCP messages
» VLAN Management
v Fault/ Safety “@)  Afer enabling DHCP snooping, you can select trusted ports.
* Attack Prevention

* Path Detection

Figure 7-12 Activate DHCP Snooping

7.1.3.3 Set DHCP Trusted Port

Select the ports for which you want to enable DHCP Snooping in the port panel. Click “Save” to complete configuration. A trusted port will
forward DHCP server messages without validation.

R Current User:admin

8 555tem Home ARP Spoofing Port Security DHCP Snooping

B quick Configuration I DHCP Snooping

¥ Port Management

Description: DHCP snooping will filter untrusted DHCP messages.
* Basic Setings

* Storm Control [“on ] After enabling DHCP snoaping, you can seled trusted ports
* Flow Control

* Portisolation Selecta port to confiqure:

Port Aggregation 5 7 9 1113 156 17 18 21 23
7B vir Jofe 3 98r§ v e ot B o8 3 e J i ot
;?:EBL_JBBDB’_{BDD

10 12 14 16 18 20 22 24 25 26

* PortMiroring

il ':‘;)
{10

* PortSpeed Limit

~ VLAH Management § 1 0ptional port T Fixed port §P Selected port {17 Aggregation port Selectall Selectall others Cancel
* VLAN Management

~ Fault/ Safety

* Attack Prevention S| | Roftech

* Path Detection Trust port Edit
12 x

First Previous [1] Next Lasti

* Loop Detection
* Access Control

Figure 7-13 Steps to Activate DHCP Snooping
Trust port Edit

1-2 x

First Previous [1] Next Lastt

Figure 7-14 Results of Activating DHCP Snooping
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7 Fault/Safety

7.1.3.4 Set the Port to Be a DHCP Trusted Port

From the trusted port list, select the ports you want to set as DHCP trusted ports and click the % icon to disable the function for that port.
Trusted ports will have DHCP snooping enforced by following security rules to ensure DHCP packets from an untrusted DHCP server are
dropped. DHCP packets will also be dropped when the source MAC address does not match the client hardware address.

B system Home I ARP Spoofing J[ Port Security } DHCP Snooping |
B cuick Configuration :

I DHCP Snooping
~ Port Management

Description: DHCP snooping will filter untrusted DHCP messages.
* Basic Settings

* Storm Control @E )  nerenabiing DHCP snooping, you can select trusted ports.
* Flow Control

* Portlsolation Select a port to configure:
* Port Aggregation 1 3 5§ 7 9 1 13 15 17 19 21 23
+ Pori Mo BODDODODR0O0R
2 BUOOSUSISI3uguggg
o S09at L 2 4 6 8 10 12 14 16 18 20 2 24 25 2%
¥ VLAN Manegement {3 0ptional port T Fixed port T Selectea port {17 Agaregation port Select all Selectall others Cancel
+ VLANManagement
~ Fault/ Safety
* Atack Praventon [Tsme | [nafesn |
* Path Detection Trust port Edit
* Loop Detection 12 ®

Accass Control First Previous [1] Next Lastt
* IGMP Snooping

Figure 7-15 Disable the DHCP Server Snooping Function
Note: Activate DHCP Snooping to set the port to be a DHCP trusted port

7.1.3.5 Disable DHCP Snooping
Click the “ON/OFF” button to disable DHCP snooping.

Are you sure you wantto disable DHCP Snooping?

[T T

Figure 7-16 Disable DHCP Snooping
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7.2 Path Detection

Select “Fault/Safety->Path Detection” to check the network connectivity of the switch with another device. Enter the IP address you would
like to ping in the “Destination IP” field and select “Start Test”. The results of the ping will appear below the “Start Test” button.

; ?" S r q“ “r‘ - : y B Jﬂw e
A 3 i b I ¥ LogOut
Current User:admin

B sysiem Home

Path Detection

B cuick configuration
pion: Use the ping function to datarmine whether the network connection is functional and whether the hostis reachable.
~ Port Management

* Basic Seffings Destination IP

+ Storm Control Start Test
* Flow Control Test Results
* Portisolation
* PortAggregation
+ PortMiroring
* PortSpeed Limit
~ VLAN Management
* VLANManagement
~ Fault/ Safety
* Aftack Prevention
* Path Detection

* Loop Detection

Figure 7-17 Path Detection Configuration

7.3 Loop Detection

7.3.1 View Loop Detection Configuration
Select “Fault/Safety—>Loop Detection” to view the switch’s Loop Detection configuration.

; <$w S—— g“ “F 3 v B Z’I“ T—
! T ' B Logou
g Current User:admin e

8 syst0m Home
B quick Configuration

~ Port Management
* Basic Sefiings

Loop Detection

Description: 1. Use loop detection to avoid broadcast storm problems caused by 10ops. Itis bestto use loop detection on all switch ports
2 There are two different Ioop detection modes, alar and ‘disconnect. ‘Alar will alert you of a loop but will keep the port connected, ‘disconnect will lurm the link 1o the port off untl the loop is eliminated.

3. Afterthe loop is eliminated, wait for the automatic recovery 1o complete
* Storm Control
* Flow Control -

* Portisolation

Enable or disable loop detection, after enabling the feature, setiings can be customized for each porl.

Select a port to configure:
* PortAggregati

5 7 M 13 15 17 19 21 23

103
Pl YJUDDUBQJUUDD
* PortSpeedLimit B B E_ Lj L\_] E_,J __j _“j u u u I’.\__ El EI
< 2 4 6 B 10 12 14 16 18 20 22 24 25
- VLAN
+ VLAN Management "7 Optional port G Fixed port P Selected port {19 Aggregation port Selectall Select all others Cancel

~ Fault/ Safety

* Attack Prevention

Port Control Mode: Disconnect -
- Path Detection Detection Time Interval (2 o 15 seconds, the default 3 seconds) B
Automatic Recovery time (30-85400 seconds, the default 60 seconds): 60 Save
* Loop Detection
Access Control | Loon detection st
* IGMP Snooping Port Control mode Status Edit
™ System Management 1 Disconnect Not connected z
* System Settings
2 Disconnedt Mot connected iz
* System Upgrade

Figure 7-18 View Loop Detection Configuration
The Loop Detection List shows the Loop configuration settings of the current switch.
* “ON/OFF” Button: Displays whether loop detection is on or off.
* Port Control Mode: Two options are available, disconnect and alarm.
* Detection Time Interval: Display the current loop detection time interval, the default is 3 seconds.
* Automatic Recovery Time: Displays the automatic recovery time settings for the switch, the default time is 60 seconds.

* Loop Detection List: Displays the port number, the control mode and status of each port.
Notes:
* [oop detection defaults to off and the detection time defaults to 3 seconds. By default, when a loop is detected, the port will be disabled.
* When detecting a loop, the port will be disabled. When the loop is eliminated, the port will automatically be restored.
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7.3.2 Enable Loop Detection
Click “ON/OFF” to enable Loop detection.

7 T wer I
P T 1 i 1 B | v Logout
Iy &Ik Current Useradmin =

B 5ystem Home

Loop Detection

W ouick Configuration
De

on: 1. Use loop detection to avoid broadcast storm problems caused by loops. Itis bestto use loop detection on all switch ports.
¥ Port Management 2 There are two different loop detection modes, ‘alarm’ and ‘disconnect. ‘Alarm’ will alert you of a loop but will keep the port connected, ‘disconnect will turn the link to the port off until the loop is eliminated.

* Basic Settings 3. After the loop is eliminated, wait for the automatic recavery to complete.

* Storm Control

T @EID ) enavle or disable loop detection, after enabling the feature, Settings can be customized for each port
Figure 7-19 Enable Loop Detection

7.3.3 Loop Detection Configuration

Select the port that you want to enable Loop detection in the port panel, select port control mode by selecting “Alarm” from the “Port Control
Mode” drop down menu then click “Save”.

__v_qu i Current User:admin 1 " :

B system Home Loop Detection

8 Quick Configuration

Description: 1. Use loop detection to avoid broadcast storm problems caused by loops. Itis bestto use loop detection on all switch ports
v Port Management 2. There are two different loop detection modes, ‘alarm' and disconnect.‘Alarm’ will alert you of a loop but will keep the port connected, ‘disconnect will tur the link to the port off until the loop is eliminated
¢ BasicSefiings 3. After the loop is eliminated, wait for the automatic recovery to complete.

* Storm Control

o Fiow Contiet @D ) Enavle or disable loop detection, after enabling the feature, settings can be customized for each port.

* Portisolation
Select a port to configure:

* Port
13 5 7 9 1 13 15 17 19 21 23 L
* PortMimoring Yo o o oo v v v vy Ty v Fven v =
* Port Speed Limit o o o o o (o o o o o e
2 4 6 8 10 12 14 16 18 20 22 24 25 26
~ VLAN
+ VLAN Management § 2 optional port 5 Fixed port i Selected port {13 Aggregation port  Selectall Selectall others Cancel

~ Fault/ Safety

* Aliack Breveriiop Port Control Mode: Disconnect -
+ Path Detection Detection Time Interva (2 to (S1EEY 3seconds): 3
Automatic Recovery Time (303 TTeTefault 60 seconds): 60 Save

* Loop Detection

+ Access Control I Loop Detection List
* IGMP Snooping Port Control mode Status Edit
¥ System Management 1 Disconnect Not connected 2
* System Settings
2 Disconnect Normal 2
* System Upgrade

Figure 7-20 Loop Detection Configuration
Note: Loop detection supports detection for link aggregation groups (LAGS).

7.3.4 Detection Time Interval

In the “Detection Time Interval” field, type the time interval that you would like the switch to detect loops. The time interval range is 2-15
seconds and the default setting is 3 seconds.

@B ) Enable or disable loop detection, afer enabling the feature, settings can be customized for each port

Select a port to configure:

7 9 11 13 15 17 19 21 23
ISR S Sy W W S )
?UUDBEEEEDD

6 10 12 14 16 18 20 22 24 25 26
§Joptional port §5 Fixed port G Selected port {17 Aggregation port ll others Cancel
Port Control Mode: Disconnect -
Detection Time Interval (2 to 15 seconds, the default 3 seconds): 3
Automatic Recovery time (30-86400 seconds, the default 60 seconds): 60 Save

Figure 7-21 Detection Time Interval Configuration
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7.3.5 Automatic Recovery Time
In the “Automatic Recovery Time” field, type the desired time interval for the switch to recover after a loop is removed.

@CEI ) Enable or disable loap detection, after enabling the feature, settings can be customized for each port

Select a port to configure:

13 5 7 9 1 13 15 17 19 21 23
OO RERoon

[ N N R O A A0 A0
2 4 6 & 10 12 14 16 18 20 2 24 B

{2 optional port §F Fixed port G Selected port {17 Aggregation port Selectall Selectall others Cancel

Port Control Mode:

Disconnect -

Detection Time Interval (2 to 15 seconds, the default 3 seconds) : 3

Automatic Recovery time (30-86400 seconds, the default 60 seconds): 60

oo

Figure 7-22 Automatic Recovery Time Configuration

7.3.6 Disable Loop Detection
Click the “ON/OFF” button to disable loop detection.

Are you sure youwantto turm off Loop Detection ?

Figure 7-23 Disable Loop Detection

7.4 Access Control Lists (ACLs)

7.4.1 ACL

7.4.1.1 View ACL

Select “Fault/Safety->Access Control” to view the Access Control List (ACL) configuration of the switch. ACLs ensure only authorized users
have access to specific resources while blocking off any unwarranted attempts to reach network resources. ACLs are used to provide traffic
flow control, restrict contents of routing updates, decide which types of traffic are forwarded or blocked and provide security for the network.

T

~ CurrentUseradmin

o

VW — T

B gystem Home

B quick Configuration
* Port Management
* Basic Sefings
* Storm Control
* Flow Control
* Portisolation
* PortAggregation
* Port Miroring
* Port Speed Limit
~ VLAN Management
¢ VLANManagement

~ Fault/ Safety
* Attack Prevention
¢ Path Detection
* Loop Detection
* Access Control
* IGMP Snooping

~ System Management

[ A ” Apply ACL |

Description: Access control lists (ACLs) ensure that only resources.

Motice: The ACL rule priority will ollow the order of the list(Le., 1 is first 2 is sacond, etc ). Creating many rules can cause operational delays

cific resources: g off

Wildcard: Awild card mask is a matching rule. The rule for a wildcard mask is: 0 means that the equivalent bit must match, 1 means that the equivalent bit does not matter. For more details, see the manual.

| Hew ACL Rules
I Displaying ACL Configuration -
No. Action Protocol Source IPMAC Source Wildeard Source Port
Delete

Figure 7-24 Access Control List Settings

35

Destination Port

Edit
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7.4.1.2 Add ACL Rules

1. To add a Standard IP ACL:

Click “New ACL Rules” button. Select “Configure Standard IP ACL’ from the Select Configuration Type dropdown menu. Select the List ID
“Standard IP ACL 0” and the ACE ID “ACE 0”. Set Rules to “Permit”. Click the “Any Source IP Address” radio button, then click “Save” to
complete the configuration.

= Current User:admin

B syctem Home

W Quick Configuration
» Port Management
» VLAN Management
~ Fault/ Safety

* Attack Prevention

* Path Defection

* Loop Detection

« Access Control

* IGMP Snooping
» System Management

» PSE System Management

ACL Apply ACL
New ACL Rules

Select
Configuration
Type

ListID;
ACE 1D:

Rules:

IP Agdress:

Figure 7-25 Standard IP ACL Configuration

2. To a Configuration Expand IP ACL

[Standara IF ACLT v

o

@any source IP address

JSpectty the IP address range

1P Address: [ | wikdcaras (optional)

Click “New ACL Rules” button. Select “Configuration Expand IP ACL’ from the Select Configuration Type dropdown menu. Select
the List ID “Expand IP ACL 10” and the ACE ID “ACE 0”. Set Rules to “Permit” and select the “TCP” Protocol. Select the Source IP
Address by clicking the “Any source IP Address” radio button. Do the same for the Destination IP Address. Click “Save” to complete the

configuration.

b S

————

e

Current User:admin

e

. . : w e
g _ “ | Logou

B system Home

W Cuick Configuration
» Port Management
» VLAN Management

~ Fault/ Safety

* Access Control
* IGMP Snoaping
b System Management

» PSE System Management

ACL Apply ACL
New ACL Rules

Select
Configuration
Type:
List I
ACE ID:
Rules:

Protocol

Source IP
Address

Destination IP
Address

Figure 7-26 Expand IP ACL Configuration

[Coniiguration Expan 1P ACL £

Expand IP ACL 10 ~

Pemi v

[1GmP ~

®any source IP address

Ospecity the IP aadress range

)0.0.0.0) Wikdcard: [

Joptional)0.0.0.0)

®any destination IP address

Ospecity the IP address range

¥0.0.0.0) Wikdcard:
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7 Fault/Safety

3. To add an Expand MAC ACL

Click “New ACL rules” button. Select “Configuration Expand MAC ACL’ from the Select Configuration Type dropdown menu. Select the
List ID “Expand MAC ACL 20” and the ACE ID “ACE 0”. Set Rules to “Permit”. Select the Source MAC Address by clicking the “Any source
MAC Address” radio button. Do the same for the Destination MAC Address. Type “Ox0086” in the MAC Protocol Type field. Click “Save”
to complete configuration.

2T ' W T T,

Cument User:admin

R
B system Home ACL Apply ACL
W Quick Configuration New ACL Rules
» Port Management
» VLAN Management Select
Configurati [Configuration Expand MAC ACL |
~ Fault/ Safety Tf;:“ iz ok
* Attack Prevention
* Path Detection List ID: Expand MAC ACL 20 v
* Loop Detection ACE ID: [ACED %
* Access Control f
Rules: [Permit ~]
* IGMP Snooping
Sourte MAC
®Am MAC ad
» System Management Address y source MAC address
¥ PSE System Management OSpecity the MAC address range: [ ]

Destination MAC
®)any destination MAC address

Address:
Specify the MAC address range:
MAC Protocol
i [ }~0x0000-0xYoptional)

Figure 7-27 Expand MAC ACL Configuration
Notes:
* In the “ACL Rules” configuration page, the ACE ID is optional. If an ACE ID is not selected, the default is O.
* In the “Expand IP Access Control List” page, the protocol types are TCR UDR IP and IGMR

7.4.1.3 Modify ACL Configuration

To modify your ACL rules, select the rules you want to modify and click the .~ icon to visit the ACL rules modification page. Change Rules to

“Permit”.
WproE Y ... | PV N ] T,

E————

B system Home ACL Apply ACL
T Quick Configuration Modify the ACL rules
» Port Management

» VLAN Management Select

~ Fault/ Safety Configuration  [Configuration Expand MAG AGL
+ Attack Prevention Type:
* Path Detection
List 1D v
* Loop Detection
ACE ID: AC v
* Access Control
Rules Fermit v
* IGMP Snooping =
Source MAC P
» System Management Finls ®any source MAC address

» PSE System Management ISpecity the MAC address range.

Destination MAC

®any tion M n
Pt ‘Any destination MAC address

Specily the MAC address range: [ ]

MAC Protocol

Type J<0x0000-0xTT>optional)

Save

Figure 7-28 Modify ACL Configuration
Note: The steps to modify “Expand MAC ACL” and “Expand IP ACL’ are the same as that of the standard IP ACL.
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7 Fault/Safety

7.4.1.4 Delete ACL Rules

Select the desired ACL Rules, click the .~ icon to go to the ACL rules modification page, then select “Deny” and click “Save” to complete the
deletion.

W e T T W —— (] T,

B system Home ACL Apply ACL
= o
Modify the ACL rules
+ Port Management
» VLAN Management Select
~ Fault/ Safety Configuration [Coniguration Expand MAG AGL. &
+ Altack Prevention s
+ Path Detection
List ID: Expand MAC ACL 20 v
+ Loop Detection
ACEID:
+ Access Control
R
+ IGMP Snooping ules:
Souce MAC g 2
b System Management s @ny source MAC address

b PSE System Management

Ospecity the MAC address range:

Destination MAC o,
< ®lany destination MAC address

Address
‘Spectly the MAG address range
MAG Pre
,":i Froucol (<0x0000-Dxftt> Jioptiona)

Figure 7-29 Delete ACL Rules
To delete all the ACL Rules, click the 3 icon then click “OK” to confirm the deletion.

5 . " U T 1 TO—_—
oo S ki | .

B system Home ACL

Apply ACL
W Cuick Configuration
Description: Access control lists (ACLs) ensure that only authorized users have access to specific resources while blocking off any unwarranted atiempts 1o reach network resources.

» Port Management Notice: The ACL rule priority will follow the order of the list (Le., 1 is first, 2 is second, etc ). Creating many rules can cause operational delays

» VLAN Management Wikicard: A wid card mask is a matching rule. The rule for a wikicard mask is: 0 means that the equivalent bit must match, 1 means that the equivalent bit does not matter. For more details, see the manual
~ Fault/ Safety New ACL Rules

+ Attack Prevention

I Displaying ACL C i Expand MAC ACL20 v
* Path Detection
No. Action Protocol Source IPMAC Source Wildcard Source Port jon 1P | MAC Wildcard ion Port Edit
* Loop Detection
* Access Control 0 permit 2 any / x
Message from webpage b
* IGMP Snooping
» System Management -
| As want t ve the ACL rule?
- TS s A e re you sure you want 1o remove the ACL rle
L)
Delete

Figure 7-30 Delete All ACL Rules
Note: After a successful deletion, all of the rules on the port will removed at the same time

7.4.2 Apply ACL

7.4.2.1 Apply ACL Rule
Select “Fault/Safety=>Access Control-=>Apply ACL” to view the access control lists and to Apply ACL Configuration.

WD W
e Current User:admin .

B s5pctemHome ACL.

|[ appiy acL

I quick configuration

Description: The table below shows the ACLs that are applied to the swilch ports.
¥ Port Management Notice: ACLe cannot be applied to ports on the panel that are gray
» VLAN Management

~ Fault/ Safety

I ACL Rulss Application
* Aftack Prevention

Please select the ACL list: Expand MAC ACL20
* Path Detection

* Loop Detection Selecta port to configure:

* Access Control 9 11 13 15 17 19 21 23

3 5 7
BP— EoonOnnoon
sisisisisistisisistsis]m]m)

8 10 12 14 16 18 20 22 24 25 26

NMalel

» System Management

» PSE System Management || =) ooyon) pon G Fixed port S Selected port {17 Aggregation port S

Cancel

Save

I ACL

ACL

Port Edit

x

First Previous [1) Next Lastt  /1Page

Expand MAC ACL20

o

Figure 7-31 View Applied ACL Rules
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7 Fault/Safety

7.4.2.2 Apply an ACL Rule
Select the ACL rule you would like to apply, then select the port to which you would like to apply the ACL rule on the port panel. Click “Save”

to complete the configuration.
; e A _ ‘ :
I -~ w T T ——T—

B 5500m Home [ ACL H Apply ACL ]
® Quick Configuration
Description: The table below shows the ACLs that are applied o the switch ports
* Port Management Hotice: ACLS cannot be applied to ports on the panel that are gray.

* VLA Management

ACL Rules Application
~ Fault/ Safety I *

* Aftack Prevention
Please select the ACL list: Expand MAC ACL20 -
* Path Detection
* Loop Detection Select a port to configure:
* Access Control 13 5 7 9 1 1315 17 19 21 23
—— alel Jafalalslatnlstals)
I It Ih Tef Bl I B Bl B Bl U] e e I
* System Management 2 4 6 8 10 12 14 16 18 20 22 24 25 26

»
PSE System Management || ¢™) ooyong port §2 Fixed port G Selected port {13 Agoregation port Select il Selectall others Cancel

I ACL
| ACL

Port Edit
s x

First Previous (1] Nex Lastt 11Page

Expand MAC ACL20

Figure 7-32 Apply ACL Rule

7.4.2.3 Delete ACL Rule
Select the ACL you would like to delete, click the 3 icon to the right of the ACL rule and click “OK” to cancel the application of the ACL rule

for the selected port.

Are you sure you want o remave the ACL rule?

(0] [camcn)

Figure 7-33 Delete an ACL Rule
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7.5 IGMP Snooping

7.5.1 IGMP Snooping Configuration

Select “Fault/Safety=>1GMP Snooping” to view the IGMP Snooping Configuration of the switch. IGMP (Internet Group Management Protocol)
snooping is a feature that allows a switch to forward multicast traffic intelligently on the switch. Multicast IP traffic is traffic that is destined to
a host group. Based on the IGMP query and report messages, the switch forwards traffic only to the ports that request the multicast traffic.
This prevents the switch from broadcasting the traffic to all ports and possibly affecting network performance. The use of IGMP snooping is a
creative way to solve this problem. The switch uses the information in the IGMP packets as they are being forwarded throughout the network
to determine which segments should receive packets directed to the group address.

2 A *‘ W — T

Current User:admin

e Home IGMP Snooping
L « Canfiguration

Description: Internet Group Managament Protocol (IGMP) snooping is a feature that allows 3 switch to forward multicast traffic intelligently on the switch
¥ Port Management Notice: 1. The default multicast monitor is not a static routing port, if required, a static routing port can be set
¥ VLAN Management 2. Dynamic routing ports can not be removed manually, only static routing ports can Dynamic rou will be aging

~ Fault/ Salety

+ Aftack Prevention @GP ) Enavie or disable the multicast listener, when enabled, the SIBNiC routing port can be sel

* Path Detection
I IGMP Version Selection

* Loop Detection

s Control 1GMP Version IGHP_VZ =
* IGMP Snooping
Save
» System Management
b PSE Systun Mepaniant | Multicast Routing Port Settings

Select a port to configure:

47811131‘17192123

ﬂ IS S EBEEE

453101214191320122-!2525

Bopuana\ port 5 Fixed port 0 Selected port 717 Aggregation port

VLAN wan 1 - »

Add Routing Port
VLAN Port [ Status Edit

First Previous [1] Next Last /1Page
Figure 7-34 View IGMP Snooping Configuration

7.5.2 Activate the IGMP Snooping Function
Click “Fault/Safety>I1GMP Snoopmg” then click the “ON/OFF” button to activate the IGMP Snooping Function.

2T J TN —_———

Current User:admin

.l' Log Out

em Home IGMP Snooping
. X Configuration
Description: Intemet Group Management Protocol (IGMP) snooping is 3 feature that allows 3 switch to forward multicast traffic intelligantly on the switch,

¥ Port Management Hotice: 1. The default multicast monitor is not a static routing port, f required, a static routing port can be set.
» VLAN Management 2. Dynamicrouting ports can not be removed manually, only static routing ports can be removed manually. Dynamic routing ports will be remaoved through aging.
~ Fault/ Safety

+ Aftack Prevention @G ) Enavie or disable he multicast listener, when enabled, the Stalic routing port can be set

* Path Detection
| IGMP Version Selection
* Loop Detection

* Access Control IGMP Version IGMP_V2 -

* IGMP Snooping
Save

-

System Management
PSE System Management | | Mulicast Routing Port Setings

-

Select a port to configure:

1 3 1M 13 15 17 19 21 23

1= Eg A QBDDB;_;DDD

2-!58@1214161320‘21.]252‘

{7 optional port Y8 Fired port B Selected port 17 Aggregation port

VLAN vian 1 - [

‘Add Routing Port
VLAN Port ® status Edit

First Previous[1] Next Lastt 11Page

Figure 7-35 Activate the IGMP Snooping Function
Notes:
* By default, IGMP Snooping is disabled.
* After enabling IGMP Snooping, all VLANs are enabled by default.
* The default IGMP version is V2.
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7.5.3 Disable the IGMP Snooping Function
Click menu “Fault/Safety=>IGMP Snooping”, then click the “ON/OFF” button to disable the IGMP Snooping Function.

WD T " T W —— T,
—————

Current Useradmin

B 5ystem Home IGMP Snooping

I Quick Configuration
on: Intenet Group Management Prolocol (IGMP) snooping is a fealure that allows a swilch to forward multicast traffic intelligently on the switch.

1. The default multicast menitor is not a stalic routing port, if reguired, a static routing port can be sel

» Port Management

* VLAN Management 2. Dynamic routing ports can not be remaved manually, only stafic routing ports can be removed manually. Dynamic routing ports will be removed through aging.
~ Fault/ Safety
* Anack Prevention @) Enabie or disatle the multicast listener, when enabled, the static routing port can be set

* Path Delection

* Loop Detection

Figure 7-36 Disable the IGMP Snooping Function

7.5.4 Multicast Routing Port Settings

Select a port from the port panel, select the VLAN from the drop down menu, then click “Add Routing Port” to complete the routing port
configuration.
I Multicast Routing Port Settings

Select a port to configure:

5§ 7 9 1 13 15 17 19 21 23
§oud §d 50 fend §d 59 §d §d 53 Bl
??UUUUHUDUDD

10 12 14 16 18 20 22 24 25 26

~C] M-
& ][O

DOplmna\ port @ Fixed port E Selected port mi\ggregalmn port

VLAN van 1 - P

Add Routing Port
VLAN Port P Status Edit

First Previous [1] Next Last1 /1Page

Figure 7-37 Multicast Routing Port Settings

7.5.5 IGMP Version
Select “Fault/Safety=>I1GMP Snooping” to change the IGMP Version. Select the desired IGMP version and click “Save”. The default IGMP

version is V2.
i TV W 1 ] T

Current User:admin

i

B system Home IGMP Snooping

B Quick Configuration
Description: Interet Group Management Protocol (IGMP) snooping is a feature that allows a switch to forward multicast traffic intelligently on the switch.

v Port Management Notice: 1. The default multicast monitor is not a static routing port, if required, a static routing port can be set
* Basic Settings 2. Dynamic routing ports can not be removed manually, only static routing ports can be removed manually. Dynamic routing ports will be removed through aging.

* Storm Control

oo @G ) Enable or disable the multicast listener, when enabled, the static routing port can be set
* Portisolation I IGMP Version Selection

* PortAggregation
IGMP Version IGMP_V2 =

IGMP_V1

| muticast Routing Port setings

* Port Mirroring
* Port Speed Limit e

~ VLAN Management

i

* VLAN Management

~ Fault/ Safety Select a port to configure:

* Aftack Prevention 9 1 13 15 17 19 21 23

afelalelalalayapatalal
sisisistsisisisiststul=|=

10 12 14 16 18 20 22 24 25 26

* Path Detection

* Loop Detection

* Access Control
§3Optional port 48 Fixed port §f Selected port 17 Aggregation port
* IGMP Snooping

~ System Management

VLAN Vian 1 - P
* System Settings
* System Upgrade Add Routing Port
* System Information VLAN Port P Status Edit

* Configuration Management
First Previous [1] Next Lasti 11Page
* SNMP

Figure 7-38 Set the IGMP Version
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8.1 System Settings
8.1.1 Management VLAN

8.1.1.1 View Management VLAN
Select “System Management->System Settings>VLAN Management” to view the VLAN management configuration of the switch.

g Current Userzadmin

£ system Home | VLAN Management ‘ System Restart | | Change Password System Log | | Log Export | ARP Table | MAC Management
!. Quick Configuration )
Description: Management VLAN parameters: IP, MAC, gateway and the user's contact details. ™" denotes required field.
* Port Management

+ Basic Settings I The basic information of the system settings

* Storm Control VLAN [Meni _ ~]* MAC: [24 =7 ¢
* Flow Control IP: [[32.16.L.100 | * Device Name: ¥
* Port Isolation Subnet Mask: 5 Device Location: | |
* Port Aggregation Default Gateway: ¥ ContactMame: [ |
*  Port Mirmoring LoginTimeout: [ «] Contact ion: ]
* Port Speed Limit Mar Port: |50

* VLAN Management Save

> VLAN Mamagcert I System time synchronization

~ Fault/ Safety

e - Motice: The switch time can be synchronized with the intemet time by setting the time synchronization server IP address to the NTP server from your selected fime zone.
* Aftack Prevention

Tip: The system will select a default time syncronization server if no IP address is entered
*+ Path Detection

The Current System Time: [Fetruary 16, 2016 17-05-08 NTP Server IP Address:
* Loop Detection
Time Zone (T): | (UTC-D6:00)Central time (US Daylight Saving Time: () Enabled (#) Disabled
* Access Control m: [ L L yhigl g O ®
* IGMP Snooping TEETDE

Figure 8-1 View Management VLAN
The VLAN Management page shows the settings of the switch.
* Management VLAN: The default is VLANL.
* Management IP: The IP address of the switch’s management VLAN.

* Subnet Mask: The subnet mask of the switch’s management VLAN.

Default Gateway: The default gateway of the switch’s management VLAN.

Timeout Login: When the web interface page is idle for more than five minutes, the browser will return to the login interface by default.
* Management Port: The management port default is 80.
* MAC: The switch’s MAC address.
* Device Name: The name of the switch.
* Device Location: The location of the switch.
* Contact Name: The name of the administrator.
* Contact Information: Contact number of the administrator.
Note: The management VLAN ID of the switch defaults to 1 and cannot be deleted.
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8.1.1.2 Set Management IP Address

By modifying parameters in the box below, you can set the management IP address.

22

e

| f%[n ki oo
3 " I 4 B Log Out
e Current Useradmin
& systemHome VLAN Management System Restart Change Password system Log Log Export ARP Table MAG Management
W quick Configuration
Description: Management VLAN parameters: IP, MAC, gateway and the users contact details. =~ denoles required ield
» Port Management
» VLAN Management l The basic information of the system settings
~ Fault/ Safety VLAN Management: vian 1 MAC: fl414:46:75:20:34 | *
* AMtack Prevention Management IP; 10.20.0. 186 Device Name: Switch
* Path Detaction Subnet Mask: 255.0.0.0 Device Location:
* Loop Detection

* Access Control
* IGMP Snooping

~ System Management
* System Settings

* System Upgrade

Default Gateway: 10.0.0.1
Login Timeout: 30
Management Port: 50
Save

l System time synchronization

Contact Name:

Contact information:

Figure 8-2 Modify the Management IP Address of the Switch
8.1.1.3 System Time Synchronization

The switch can be synchronized with the Internet time by setting the time synchronization server IP address in the “NTP Server IP Address” field.

I System Time Synchronization

Notice: The switch time can be synchronized with the internet time by setting the fime synchronization server IP address to the NTP server from your selected time zone
Tip: The system will select a default time syncronization server if no IP address is entered.

The Current System Time: March 10, 2016 19:57:26 NTP Server IP Address: 216.229.0.179
Time Zone (T): (UTC-06:00)Central time (US - Daylight Saving Time: @ Enabled & Disabled

Daylight Saving Time: Daylight Savings Mode: repeafmg -

Date Mode: date

From: 03/10 13:54

To: 0310 13:54
Time Set Offset: 01:00

Synchronize

Figure 8-3 System Time Synchronization
Daylight Savings Time: Enables support for local daylight savings time (Default mode is disabled).
Note: The system will select a default time synchronization server if no IP address is entered.

8.1.2 System Restart

Select “System Management->System Settings-> System Restart” to reboot the switch.

.

T

Current User:admin

B 5yst0m Home

VLAN Management System Restart

e

- e
-. & | Logout

B quick Configuration
* Port Management
» VLAN Management
* Fault/ Safety

* Atack Prevention

* Path Detection

* Loop Datection

* Access Control

* IGMP Snooping

Notes:

Description: To restartthe switch, dlick on the restart the device immediately’ bution. Please do nol close the browser until the process is completed. The browser will automatically refresh when the restart is completed.

Restart the device immediately

Change Password

System Log

Log Export ARP Table

Figure 8-4 System Restart

* During the reboot process the Web page cannot be accessed.
* When the device reboots, you need to login to the switch’s web interface page.

MAC Management

* After you select “Restart the device immediately”, you will have an option to save the current configuration before the system restarts.
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8.1.3 Modify the Password

8.1.3.1 Modify the Super User Password

Select “System Management->System Settings->Change Password”. Enter the default password admin in the “Old Password” field, then
enter the new password in both the “New Password” and “Confirm New Password” fields (case sensitive)*.

3 a iR mE T“i‘: T gy me Y i
e Current Useradmin

B systemHome Change Password System Log Log Export ARP Table

VLAN Management System Restart MAC Management

B Quick Configuration I Modity the super user password
» Port Management
» VLAN Management
* Fault/ Safety

* Aftack Prevention

Notice: After setting a new password, you mustlogout and login again. The password can only contain letters, numbers and underscores.

Old Password: 99908
New Password: @998
* Path Detection Confirm New Password: @488

* Loop Deteclion Save Cancel

Figure 8-5 Modify the Super User Password
* The case sensitive password can only contain letters, numbers, and underscores.

8.1.3.2 Telnet Login Password

Select “System Management->System Settings->Change password”, in the telnet login password area, enter your desired password in both
the “New Password” field and the “Confirm New Password” field. Click “Save”.

WmpeOE 7

‘Current User:admin
8 system Home

v

| vLAN Management H System Restart H Change Password H System Log

‘ LogExport || ARP Table H MAC Management |
W uick Configuration I Modify the Super User Password
* Port Management

Notice: After sefting a new password, you must logout and login again. The password can anly contain letters, numbers and underscores
* Basic Seftings

* Storm Control Old Password:
* Flow Control New Password:
* Portisolation Confirm New Password:
* PortAggregation Save Cancel

* PortMirrring

I Modify Teinet Login Password

* Port Speed Limit
New Passwaord: @

» VLAN Management

‘Confirm New Password: @@ @9®
¥ Fault/ Safety

Save Cancel
~ System Management

Figure 8-6 Telnet Login Password
8.1.4 System Log

Select “System Management—> System Settings—-> System Log” to visit the system log management page. On this page you can review,

search and clear the system log.

Current User:admin

em Home VLAN Management System Restart Change Password System Log Log Export ARP Table MAC Management
W quick Configuration
Description: The system log displays system operating information
¥ Port Management
¥ VLA Management | svetem oo
~ Fault/ Saf
ult/ Safety Keyword: Search Clear

* Attack Prevention
* Path Datection
* Loop Detection
+ Access Control
* IGMP Snooping
~ System Management
* System Settings
* System Upgrade
* System Information
* Configuration Management
+ SHMP
* System Diagnostics

¥ PSE System Management

SysLog function ® enabled

Console logging : level debugging

Wonitor Iogging : level debugging

Traplogging - enable

Flash logging :level wamings, max size 102400
Bufler logging : level user, max size 51200

The Context of logging file:

Jan 100:00:03 1970: %%SYSTEM-5-INIT: Start L2 module

Jan 100:00:03 1970: %%MSTP-3-INIT: MSTP Init OK!

Jan 100:00:04 1870: %%SYSTEM-5-INIT Start heartbeat server

Jan 100:00:04 1870 %%SYSTEM-5-INIT: Start telnet server

Jan 100:00:04 1870: %%SYSTEM-5-INIT Start hitp server

Jan 100:00:04 1970 %%SYSTEM-5-INIT. Start snmp server

Jan 100:00:09 1970 %S6SYSTEM-5-INIT: Syster init OK

Jan 100:15:47 1970; %%LINEPRQTO-3-UPDOWN: Line protocol on Gi 072, changed state to up
Jan 100:15:48 1970: %%LINEPROTO-3-UPDOWN: Line protocol on Gi 0/4 , changed state to up
Jan 100:15.48 1970. %%LINEPROTO-3-UPDOWN: Line protocol on Gi 046 , changed state to up
Jan 100:15:49 1970: %%LINEPROTO-3-UPDOWN: Line protocol on Gi 0/8 , changed slate to up
Jan 100:15:50 1970: %%LINEPROTO-3-UPDOWN: Line protocol on Gi 0/3 , changed slate to up
Jan 100:15:50 1970; %%LINEPROTO-3-UPDOWN: Line protocol on Gi 0i5 , changed state to up
Jan 100:15:51 1970; %%LINEPROTO-3-UPDOWN: Line protocol on Gi 077 , changed state to up
Jan 100:15:52 1970: %%LINEPROTO-3-UPDOWN: Line protocol on Gi 0/1 , changed state to up
Jan 100:15:53 1970: %%LINEPROTO-3-UPDOWN: Line protocol on Gi 012, changed state to up
Jan 100:15:54 1970: %%LINEPROTO-3-UPDOWN: Line protocol on Gi 0/14, changed state to up
Jan 100:15:54 1870 %%LINEPROTO-3-UPDOWN: Line protocol on Gi 0116, changed state to up
Jan 100:15:55 1870: %%LINEPROTO-3-UPDOWN: Line protocol on Gi 0110, changed state to up

Jan 100:15:57 1970: %%LINEPROTO-3-UPDOWN: Line protocol on Gi 019, changed state to up -
Jan 100:15:57 1970: %%LINEPROTO-3-UPDOWN: Line protocol on Gi 0/11, changed state to up.

Figure 8-7 System Log Management
Notes:

* The contents of the System Log in the web interface page are the same as the results from executing the command “show logging” in the prompt command window.
* To clear the log information, click “Clear”.
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8 System Management

8.1.5 LOG Export

Select “System Management—> System Settings—>LOG Export” to visit the system log export page. Here, you can export the system log via
TFTP server.

TR W —— .

8 system Home VLAN Management System Restart Change Password System Log Log Export ARP Table MAC Management

e Current User:admin

& Guick Configuration
scription: This is  log upload to an extemal TFTP server
¥ Port Management

» VLAN Management | oo expore

~ Fault/ Safety TFTP Server (IP):
* Atack Prevention File Name:
* Path Detection Export

* Loop Detection
* Access Control
* IGMP Snooping
~ System Management
* System Settings

* System Upgrade

System Information

Figure 8-8 LOG Export

8.1.6 ARP Table

Select “System Management—> System Settings>ARP Table” to visit the ARP Table configuration page. This view displays the ARP Table
contents.

R Current Useradmin

B system Home VLAN Management System Restart Change Password System Log Log Export ARP Table MAC Management
® quick Configuration

Description: The table below contains the ARP eniries. To clear the table, click the ‘Clear ARP Table Entries’ icon.
* Port Management

» VLAN Management l LoD
~ Fault/ Safety P MAC Vian 1D
* Afack Preventi
ack FTeVBIL 10.0.0.1 00:10:17.00:02:12 1
* Path Detection
1022033 943065267870 1

* Loop Detection
© Clear ARP Table Entries

* Access Control First Previous [1] Next Lash 11Page
* IGMP Snooping
~ System Management
* System Settings
¢ System Upgrade
* System Information
Figure 8-9 ARP Information
Note: Click “Clear ARP Table Entries” to clear the ARP information.
8.1.7 MAC Address Management
8.1.7.1 Query MAC Address
Select “System Management System->Settings>MAC Management” to query MAC address information.
Management VLAN ‘ System Restart | change password . ‘ System Log | Log Export ARP Table I MAC Management |
Protection Status
nstruction: Enable the function of protection MAC attack,To prevent malicious attacks take up a lot of MAC table, ensure the normal communication of network
Protection Settings
Static MAC: In order to ensure the sacurity of important data recommended that put the sarver and the important equipment’s MAC added to the static MAC table
MAC list: all - Manual binding MAC
User MAC Port Port type VLAN Operation
0025.5689.1345 1 dynamic 1 o0
C860.00E0.2BCC 1 dynamic 1 o0
4016 TEB3.4063 1 dynamic 1 o0
3883 45EE.7332 1 dynamic 1 o0
C860.00E0.2B80 1 dynamic 1 o0
4016 TEB3 40B7 1 dynamic 1 oo
7427 EA36.DD67 1 dynamic 1 oo
0088.9987.8163 1 dynamic 1 o0
BCEE 789A D132 1 dynamic 1 oo
4016.7EB3.43F1 1 dynamic 1 o0
Dynamic>>Static MAC & Delete Static MAC M1 [2] 3] [4] [5] Mext Last! 1 5Page

Figure 8-10 Query Results of MAC Address

45



8 System Management

The MAC address list shows the MAC address that the current switch learned.
¢ Port: Displays the port number of the MAC address.
* Port Type: One of two types will be displayed: dynamic or static.
* VLAN: Displays the VLAN ID.
* Operation: Clicking T3+ allows you to bind the MAC address as a static MAC.

8.1.7.2 Add a Static MAC Address
Click “Configure MAC Binding”. From here you can configure static MAC addresses.

DTN T T TR O —

B system Home J VLAN Management H System Restart “ Change Password M System Log || Log Export H ARP Table || MAC Management }
W quick Configuration " o ey
¥ Port Management B S S S e
» VLAN Management  Configure MAC Binding =)
¥ Fault/ Safety MAC list: Al - nfigure MAC Bir User MAC: * (format0000.0000.0000)
A ser MAC Select a port bind o the MAC:
+ Path Detection .
i 13 5 7 9 11 13 15 17 19 21 23
* Loop Detection e e W I e S
+ Access Control EI L LA RS L LA RS LI LRI LA L3I
2 4 6 8 10 12 14 16 18 20 22 24 25 2

+ IGMP Snooping
Optional port Fixed port Selected port Aggregation port Trunk Port
~ System Management =2 = = m =
* System Settings
+ System Upgrade

+ System Information £ “

* Configuration Management

¢ SNMP
+ System Diagnostics

¥ PSE System Management

Figure 8-11 Static MAC Address Configuration
To perform a static MAC address configuration, do the following:
1. Click “Configure MAC Binding” to visit the manual configuration page.
2. Type a MAC address such as 0001.7A4F.74D2 in the “User MAC” field.
3. Select the port(s) to configure from the port panel.
4. Click “Save” to complete the configuration.

1. Set static MAC address with ()
In the MAC address list, select the MAC address you want to bind, then click 3} to complete binding.

Sure you wantto bind as static MAC?

T

Figure 8-12 Conduct Static MAC Address Configuration
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8 System Management

T A
Current Useradmin

To select the ports to configure, click the check box [ next to the ports you want to bind in the MAC address list, then click the “Dynamic
MAC to Static MAC” button to complete the configuration.

B 5ystem Home

B quick configuration
¥ Port Management
» VLAN Management
~ Fault/ Safety

* Aftack Prevention

Path Detection
* Loop Detection
* Access Control
+ IGMP Snooping

~ System Management
* System Settings
* System Upgrade
* System Information
* Configuration Management
+ SHMP
+ System Diagnostics

¥ PSE System Management

—————

VLAN Management System Restart

I Protection Settings

Change Password system Log

Log Export

ARP Table

Static MAC: To enhance the safety of important data, add the MAC addresses of the server and other important equipment to the static MAC address table.

MAC list: All - Configure MAC Binding
User MAC
Ei ECAB.68D8.C16D
il 0006.6722F7D8
il DOSF.B880 6968
& 00256497 2724
DBEBS7D2 AE83

2405.0F68.033F

O0DE.7FF0.6251

0006.6723.0032

0018.1700.012

0006.6725.3810

& Dynamic MAC to Static MAC @ Delete Static MAC

Port Type
Dynamic
Dynamic
Dynamic
Dynamic
Dynamic
Dynamic
Dynamic
Dynamic
Dynanic

Dynamic

MAC Management

VLAN

8832388823238 ¢

First Previous [1]12] 3] [4][5] Mext Lasti

Figure 8-13 Static MAC Address Configuration for Multiple Ports

8.1.7.3 Delete Static MAC Address(es)
To select the MAC address(es) you want to delete, click the check box [ next to the MAC address(es). Click the “Delete Static MAC” button

W T—

to delete the selected MAC(s).

_ L

112Page

B system Home

B quick Configuration
» Port Management
» VLAN Management

- Fa

1 Safety

* AMtack Prevention

* Path Detection
* Loop Detection
* Access Control
* IGMP Snaoping

= System Management
* System Settings

System Upgrade

System Information

Configuration Management

* SNMP

System Diagnostics

» PSE System Management

Current User:admin
VLAN Management System Restart Change Password System Log Log Export ARP Table
l Protection Settings
Static MAC: To snhance e safety of mportant data, addthe MAC addrssses of e sener and other important squipmentto the static MAC address table
MACIst Staic  « Configure MAC Binding
User MAC Port Port Type
v DEER 97028332 2 static
¥ 3415.9E18.1A3E 26 Static
7 28C6.8634.1CD3 2 Static
D039.720€ AE0B 2 Static
100D .7FCO 21FD 26 Static
FaF1.B605.C575 2 static
0006.6705.0697 26 Static

© Dynamic MAC to Static MAC @ Delete Static MAC

Figure 8-14 Delete MAC Address(es)
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8 System Management

8.2 System Upgrade

Select “System Management->System Upgrade” to upgrade switch software.

“pPLE T

Current User:admin

B 5ystem Home System Upgrade

W quick configuration
Notice: 1. Please confirm the name and version of the upgrade file is appropriate for your switch model.

¥ Port Management 2. Do not rekesh 1N page or ci0se e LPQrade process untl LNas complelad o e ¥pgrade wilfall

» VLAN Management
* Fault/ Safety

* Aftack Prevention

File Name: [ Browse... | ¥o file selected Upgrade

* Path Detection
* Loop Detection
* Access Control
* IGMP Snooping
~ System Management
* System Seftings
* System Upgrade
* System Information
* Configuration Management
* SNWP

* System Diagnostics

3. During the upgrade process the page may be lemporarily unavailable, do not remove power of reboot the device until the upgrade process completes.

Figure 8-15 System Upgrade

Notes:

* Do not turn off the switch during the upgrade process.

* Ensure the upgrade files are correct before starting the upgrade process.
» Save your configuration before upgrading the switch.

* After the upgrade process is completed, the switch will automatically reboot and will require you to login.

8.3 System Information

8.3.1 Memory Information

Select “System Management—> System Information—=>Memory Information” to visit the Memory Information page. This page displays the

current system memory information.

WipPLE T ...

Current User:admin

TR T—

.

Memory Information CPU Information

W Quick Configuration

. Display system memory information
* Port Management
» VLAN Management I ame e ot

~ Fault/ Safety Clear Refresh
* Atack Prevention

* Palh Delection :
bytes

blecks avg block max bleck
* Loop Detection pm
cu
* Access Control free 79574656 62 1170215 74758688
allec 35205048 11132 3182
* IGMP Snooping cumlacive
allee 1386191052 352721 3929

¥ System Management

* System Seftings Statiatics:

* System Upgrade

* System Information

* Configuration Wanagement
* SNMP

* System Diagnostics

» PSE System Management

Figure 8-16 Memory Information

Notes:
e Click “Clear” to clear the memory information from the window.
* Click “Refresh” to refresh the memory information displayed for the switch.
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8 System Management

8.3.2 CPU Information
Select “System Management—> System Information—->CPU Information” to visit CPU Information page. Here, you can view the system tasks of

the switch.

]

=

Current Useradmin

iR

Ll

i IR rqn e
’ . { T B B | Logou

8

& 55010 Home
W Quick Configuration
» Port Management
» VLAN Management
= Fault/ Safety
* Aftack Prevention
* Patn Detection
* Loop Detection
* Access Control
IGMP Snooping
* System Management
System Seftings
* System Upgrade
* System Information
* Configuration Management
* SNWP
* System Diagnostics

» PSE System Management

Notes:

Memory Information

I CPU Information

Clear

tExcTask

tLogTask

tSDEvent

tSysTask
_tRxPacket
TMINLED
HSTR
tigepanoop
tsecureR
tArpAttack
tSysTimerL
HOEE
SymMag
Goshead
tTelnesd
TPoekpp

Refresh

excTask Tr5a684
LogTask Tr57d0e
highDogTas Sa1821¢
sa9e
5211240
636804
netTask 79c£190
6165058
Sbabdce
Sbi4dzc
5624058
nwept_rx T Sad70cd
task_main Said
meTp Job m  Sa7963:
S824c94
5420018
5220040
Sb2esa0
prvDebugCa  79cd82d
systesMngT  5b26a30
websvamain Sa3cOce
Sadef0d
Sa1a550

on: Display system CPU information.

CPU Information

(
(
{
(
(i
{
{
(
(
(
(
0% (
{
{
(
{
(
{
{
{
{
{
(

* Click “Clear” to clear the system task log from the window.
¢ Click “Refresh” to refresh the system task log.

8.4 Configuration Management

8.4.1 Configuration Management

0% ( a)
os ( a)
o ( )
0% ( )
ot ( 0)
0% ( 0) £
o0 | 0)
o | 0)
ot a)
ot 0)
ot 0)
or [ é60)
0% )
0% )
0% ( 4)
0% ( o)
0% { a)
ot | a)
o% ( )
ot ( 0)
0% ( 12867)
0% { 0) -
o {48

Figure 8-17 CPU Information

Select “System Management-> Configuration Management—>Configuration Management”. Click “View the current configuration” to view the

switch’s configuration.

Current Useradmin

‘““Fl i

m f B LogOut

ystem Home

™ ouick Configuration
» Port Management
» VLAN Management
~ Fault/ Safety

* Altack Prevention

= Path Detection

* Loop Dataction

* Access Control

= IGMP Snooping

~ System Management

* System Settings
* System Upgrade

* System Information

* Configuration Managemen
* SNMP

* System Diagnostics

» PSE System Management

Configuration Management

Restore the Factory Settings.

Description: View, save or export the current running configuration. Import a previously saved configuration.

I Configuration Management

View The Current Configuration

& Impon Configuration

Save

Export Configuration

Hotice: 1. Do not close the page or refresh the page during the import process or the import will fail

2. After importing 3 configuration, the switch must be restarted in order for seflings to take effect

File Name: [_Browse... | ¥o fils selected

Import Configuration

Figure 8-18 View the Current Configuration
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Save Configuration
Select “System Management->Configuration Management-> Configuration Management”. Click “Save” to save the running configuration.

Figure 8-19 Save the Current Configuration

Import Configuration

Select “System Management-> Configuration Management->Configuration Management”. Click “Import Configuration” radio button, then
click “Browse” to select the file to import. Click “Import Configuration” button.

L 7w"‘ w YW= F 4 L
- T T —

B system Home | Configuration Management ] { Restore the Factory Settings l
W quick Configuration [ : B

View, save o running Import a previously saved configuration.

» Port Management
» VLAN Management

~ Fault/ Safety | View The Current Configuration | | Save

* Aftack Prevention

I Configuration Management

® impont Configuration  © Export Configuration

* Path Detection
Notice: 1. Do not close the page or refresh the page during the import process or the import will fail.
* Loop Detection RS 5 . B
2. After the swiltch must order for seftings to take effect.
* Access Control

¢ IGMP i
IGH? Snocpig File Mame Ho file talected Import Configuration
~ System Management

+ System Settings

* System Upgrade

* System Information

* Configuration Managemen
+ SHMP

* System Diagnostics

» PSE System Management

Figure 8-20 Import Configuration

Export Configuration

Select “System Management-> Configuration Management—> Configuration Management”. Click the “Export Configuration” radio button, then
click the “Export configuration” button to export the current running configuration.

B 5ystem Home | Configuration Management H Restore the Factory Settings ‘
I ouick Configuration |

Description: View, save of export the current running configuration. Import a previously saved configuration.
¥ Port Management

> van le
~ Fault/ Safety | View The Current Configuration. | | Save
* Aftack Prevention & &
© Import C @ ExportC
* Path Detection ey
Export Configuration

* Loop Detection
* Access Control
* IGMP Snooping

¥ System Management
* System Settings

* System Upgrade

* System Information

* Configuration Managemen
* SNMP

* System Diagnostics

» PSE System Management

Figure 8-21 Export Configuration
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8.4.2 Restore the Factory Settings

Select “System Management-> Configuration Management—>Restore the Factory Settings”. Click “Restore” to restore the factory
configuration.

Figure 8-22 Restore the Factory Configuration

8.5 SNMP

8.5.1 View SNMP
Select “System Management->SNMP” to view the existing SNMP settings for the switch.

y TR T a .
il W T N T —— T

Description: SNUP is used for remote monitoring and switch control. This feature can be enabled by toggling the ‘SNMP Service' switch.

B sy5t0m Home SNMP
W quick Configuration [

* Port Management Notice: The SNMP monitor software SMMP version, will cause i failure
» VLAN g
SNMP Service:
= Foult] Sofoy -l
e paack e ToAp sorvice: QI )
+ Path Detection Community Settings: Community Name permissions @R ORw | ok | | cancel |
+ Laop Detection SNMP Trap Host:  HostIP Trap Community Name SNMP Version V1 = ok || cancel |

* Access Control
* IGMP Snooping
~ System Management
* System Settings
* System Upgrade
* System Information

* Configuration Management

Figure 8-23 View the SNMP Configuration
Notes:
* By default, the SNMP is disabled.
* The SNMP monitor software must match the selected SNMP version; mismatched versions will cause communication failure.
8.5.2 Enable or Disable SNMP Service
Select “System Management->SNMP”. Click the ON/OFF button next to SNMP Service to enable or disable this feature.
SNMP

Description: SNMP is used for remote monitoring and switch control. This feature can be enabled by toggling the "'SNMP Service’ switch.
Notice: The SNMP monitor software must match the selected SNMP version, mismatched versions will cause communication failure.

SHMP service: (@00 )

SNMP TRAP Service:
Community Settings: Community Name Permissions @ RO O RW @
SNMP Trap Host: HostIP Trap Community Name SNMP Version V1 0K Cancel

Figure 8-24 Enable or Disable SNMP Service
Note: SNMP version supports V1 and V2C.

51
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8.5.3 Enable or Disable SNMP TRAP Service
Select “System Management->SNMP”. Click the ON/OFF button next to SNMP TRAP Service to enable or disable this feature.

SNMP TRAP Service: (SLUD
Community Settings: Community Name Permissions @ RO RW OK Cancel

SNMP Trap Host: HostIP Trap Community Name SNMP Version V1 « oK Cancel

Figure 8-25 Activate SNMP TRAP Service

Note: After the TRAP function is enabled, you can send real-time TRAP messages with the use of a service host.

8.5.4 Add Community Name

Select “System Management->SNMP”. Type the community name, (e.g. public) in the corresponding field, then select the appropriate
permission (RO or RW). Click “OK” to complete the configuration.

WweeLE T T T

SNMP

& quick Configuration
Description: SNMP is used for femote monitoring and switch control, This feature can be enabled by togaling the ‘SNMP Senice’ switch,
* Port Management

» VLAN

Notice: The SNMP monitor software must match SMMP version, mismat will cause tailure

SNMP Service:

~ Fault/ Safety

* Aftack Prevention SHUIP, TRAP: Servcs:
+ PaihDatsction Community Settings: Community Name Permissions @ RO RW | OK | | Cancel
* Loop Delection SNMP Trap Host:  HostIP Trap Community Name SNMP Version V1 0K | | Cancel
+ Access Control

: I Community Name List
* IGMP Snooping
Community Name

Permissions Remove
= System Management
* System Seftings test e v
* System Upgrade First Previous [1] Next Lastt 11Page

* System Information

* Configuration Management

Figure 8-26 Add Community Name

Notes:

* Communities have two permissions options: RO (Read Only) or RW (Read/Write).

* When the SNMP Service is disabled, the community name is hidden and the SNMP TRAP service is disabled.
8.5.5 Delete Community Name

Select “System Management->SNMP”. Click the 3 icon next to the community name you would like to delete.

Current Useradmin " . a

B 555t0m Home SNMP

W Quick Configuration
tion: SNMP is used for remate monitoring and switch control. This feature can be enabled by toggling the ‘SNMP Senvice' switch

» Port Management

: The SNMP monitor software 5t match thy SNMP version, mismat versi will cause communication failure.
» VLAN =
SNMP Service: (el
~ Fault/ Safety e
- A e SHMP TRAP Service: LI
* Path Detection ‘Community Settings: Community Name Permissions @ RO RW oK Cancel
+ Loop Detection SHMP Trap Host: HostIP Trap Community Name SNMP Version V1 Ok | | Cancel
Access Control I Community Name List
* IGMP Snooping
Community Hame Permissions Remove
~ System Managsment
* System Settings test RO x
+ System Upgrade First Previous [1] Next Lasti 1Page

* System Information

* Configuration Managemenl

* SNMP

Figure 8-27 Delete Community Name

52



8 System Management

8.5.6 Add SNMP TRAP Service Host

Select “System Management>SNMP”. Enter an IP address in the “Host IP” field, input a TRAP community name, then select an SNMP
version. Click “OK” to complete the configuration.

: Aw“ AT . ,,“ “F' T I v 3 imw e T
Current User:admin v

88 5ystem Home SNMP

:

8 quick Configuration
Description: SNMP is used for remote monitoring and switch control. This feature can be enabled by toggling the ‘SNMP Service' switch.

Notice: The SNMP monitor Software must match the selected SNMP version, ersions will cause failure.
* Basic Settings

SNMP Service:

~ Port Management

* Storm Control
SNMP TRAP Service:
* Flow Control

Community Settings: Community Name Permissions ® RO RW oK Cancel
* Portisolation

SNMP Trap Host: HostIP Trap Community Name SNMP Version VA [+) oK | | Cancel
* Port Aggregation

* PortMirroring v2c

* Port Speed Limit

~ VLAN Management
* VLAN Management

~ Fault/ Safety
* Attack Prevention
* Path Detection

Figure 8-28 Add SNMP TRAP Service Host
I SNMP Trap service host list

Trap Community Name P

Version Remove
test 192.168.100.126 SNMP Ver 1 x
First Previous [1] Next Last1 1 1Page

Figure 8-29 Results of Adding SNMP TRAP Service Host
Note: When SNMP Service is disabled, the SNMP TRAP service host list is hidden.

8.5.7 Delete SNMP TRAP Service Host

Select “System Management->SNMP”. Select the SNMP TRAP service host you want to delete, then click the 3 icon to complete the
configuration.

I SNMP Trap service host list

Trap Community Name P Version Remove

test 192.168.100.126 SNMP Ver 1 x
First Previous [1] Next Lasti 11Page

Figure 8-30 Delete SNMP TRAP Service Host
8.6 System Diagnostics
Select “System Management—> System Diagnostics” to view the system diagnostic information for the switch.

e . po R
Current Useradmin

Log Out

B 555tem Home

System Diagnostics
I Quick configuration

Description: System diagnostics can be used lo export current system status.
* Port Management

» VLAN Management
* Fault/ Safety

System Diagnostics

* Aftack Prevention
* Path Detedtion
* Loop Detection
* Access Control
* IGMP Snooping

¥ System Management
* System Seftings

* System Upgrade

* System Information

* Configuration Management
* SNUP

* System Diagnostics

» PSE System Management

Figure 8-31 System Diagnostics
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9 Power Sourcing Equipment (PSE) System (Select models only)

9.1 PSE System Configuration

9.1.1 View PSE System Configuration
Select “PSE System->PSE System Configuration” to view the switch’s PSE configuration.

Current User:admin

L
S U | Logout

8 system Home PSE System Configuration

8 Quick Configuration

Notice: 1.Changing the Uninterrupted PoE Power setting will only take effect after saving the configuration. 2.The abnormal recovery time settings will only take effect when the power supply is set to automatic mode.
» Port Management

» VLAN Management Uninterrupted Po Power: Disabled -
Non-standard PD compatible: Disabled >
~ Fault/ Safety
Poweer Supply Mode: Energy saving mode v
* Aftack Prevention
POE Guard Band: 0 9%[0-10%)
* Path Detection
Abnormal Recovery Time Interval: 10 15(5-36005)

* Loop Detection
Apply Settings | | Refresh
* Access Control

+ IGMP Snooping I PSE System Information
» System Management T
~ PSE System Management
+ PSE System Configuration Power management mode: Energy saving mode
* POE Port Configuration Uninterrupted PoE Power. Disabled
Non-standard PD compatible: Disabled
Abnormal Recovery Time Interval 10s
System total power: 240W
System power consumption: ow
System available power: 240 W[100%]
POE Guard and: 0%

Figure 9-1 View PSE System Configuration

9.1.2 Enable or Disable Uninterrupted PoE Power

Select “PSE System—->PSE System Configuration”. From the “Uninterrupted PoE Power”, drop down menu select “Enabled” or “Disabled”.

Click “Apply Settings” to save the configuration.

Current User:admin

B system Home PSE System Configuration
8 quick Configuration

Notice: 1.Changing the Uninterrupted PoE Power setting will only take effect after saving the configuration. 2.The abnormal recovery time settings will only take effect when the power supply is set to automatic mode.
» Port Management

» VLAN Management Uninterrupted PoE Power: Disabled [+
Non-Standard PD Compatible: D0 NotModify
» Fault/ Safety Disabled
Power Supply Mode: [Enabled
» System Management
POE Guard Band: 10 9%[0-10%]
~ PSE System Management
. 5-
YT — Abnormal Recovery Time Interval: 10 15(5-36005)
* POE Port Configuration DeeySetiy) Reh

l PSE System Information

Power Supply Port

Power Management Mode: Energy Saving Mode
Uninterrupted PoE Power. Disabled
Non-Standard PD Compatible: Disabled

Abnormal Recovery Time Interval: 108

System Total Power: 240w

System Power Consumption: ow

System Available Power: 216 W[90%)

POE Guard Band 10%

Figure 9-2 Enable Uninterrupted PoE Power

Note: The “Uninterrupted PoE Power” option defaults to disabled.
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9 Power Sourcing Equipment (PSE) System (Select models only)

9.1.3 Non-standard PD Compatibility

Select “PSE System—>PSE System Configuration”. From the “Non-standard PD compatible” drop down menu, select “Enabled” or

“Disabled”. Click “Apply Settings” to save the configuration.

WproE T . Ll L

P Current User:admin

8 system Home PSE System Configuration

W quick Configuration
Notice: 1.Changing the Uninterrupted PoE Power setting will only take effect after saving the configuration. 2.The abnormal recovery time settings will only take effect when the power supply is setto automatic mode
» Port Management
» VLAN Management Uninterrupted PoE Power: Disabled -
Non-Standard PD Compatible: Disabled

. Do Not Modify
Power Suj Mode:
o8y Enabled
PoE Guard Band: Disabled %[0-10%)]

» Fault/ Safety

» System Management

~ PSE System Management
s Dot Syatim Conffguralion Abnormal Recovery Time Interval: 10 15(5-36005)

* POE Port Configuration Sl [ERere

I PSE System Information

Power Supply Port

Power Management Mode: Energy Saving Mode
Uninterrupted PoE Power: Disabled
Non-Standard PD Compatible: Disabled

Abnormal Recovery Time Interval: 10

System Total Power. 240w

System Power Consumption: ow

System Available Power. 216 W [90%]

POE Guard Band 10%

Figure 9-3 Non-standard PD Compatibility

9.1.4 Modify Power Supply Mode

Select “PSE System->PSE System Configuration”. From the “Power Supply Mode” drop down menu, select “Automatic Mode”, “Energy
Saving Mode” or “Static Mode”. Click “Apply Settings” to complete the configuration.
(T,

. T LA L

Current User:admin
8 system Home PSE System Configuration

8 quick Configuration

Notice: 1.Changing the Uninterrupted PoE Power setting will only take effect after saving the configuration. 2.The abnormal recovery time settings will only take effect when the power supply is set to automatic mode.
» Port Management
» VLAN Management Uninterrupted PoE Power: Disabled -
Non-Standard PD Compatible: Disabled -
» Fault/ Safety &

Power Supply Mode: Energy Saving Mode [+
» System Management

PoE Guard Band: oot ety %6(0-10%]
T PSE Syssem Managoment Abnormal Recovery Time Interval: E"’Sa"'“g Mode  i5(5-36005)
* PSE System Configuration " |static Mode
+ POE Port Configuration prelycetnosl) MESiedy
| pse systemntormation

Power Supply Port

Power Management Mode: Energy Saving Mode

Uninterrupted POE Power. Disabled

Non-Standard PD Compatible Disabled

Abnormal Recovery Time Interval 10s

System Total Power: 260w

System Power Consumption: ow

System Available Power: 216 W[90%)

POE Guard Band: 10%

Figure 9-4 Modify Power Supply Mode
Note: The default “Power Supply Mode” is ‘Automatic Mode”.
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9.1.5 PoE Guard Band Configuration

Select “PSE System—>PSE System Configuration” to view the “PoE Guard Band” settings for the switch. The PoE Guard Band protects the
switch from an overload. To modify the setting, enter the desired value (between 0-10%) in the “PoE Guard Band” field and click “Apply

Settings” to complete the configuration.
WmePLE T L. MEWET T

e Current User:admin

8 system Home PSE System Configuration

B quick Configuration
Notice: 1.Changing the Uninterrupted PoE Power setting will only take effect after saving the configuration. 2.The abnormal recovery time settings will only take effect when the power supply is set to automatic mode.
» Port Management

» VLAN Management
~ Fault/ Safety
* Attack Prevention

Uninterrupted PoE Power:
Non-standard PD compatible:
Power Supply Mode:

Disabled -
Enabled -
Energy saving mode v
PoE Guard Band: 0 %([0-10%]
* Path Detection
Abnormal Recovery Time Interval: 10 15(5-3600s)

* Loop Detection

Apply Settings | | Refresh
* Access Control

+ IGHP Snooping | PSE System Information

» System Management
~ PSE System Management
* PSE System Configuration

Power supply port

Power management mode:

Energy saving mode

* POE Port Configuration Uninterrupted PoE Power. Disabled
Non-standard PD compatible: Disabled
Abnormal Recovery Time Interval: 10s
System total power. 240w
System power consumption: ow
System available power. 240 W[100%]
POE Guard and: 0%

Figure 9-5 PoE Guard Band Configuration
Notes:
* PoE Guard Band is settable when Power Management Mode is in Energy Saving Mode.
¢ The range of the PoE Guard Band is 0-10%.
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9 Power Sourcing Equipment (PSE) System (Select models only)

9.1.6 Abnormal Recovery Time Interval Configuration

Select “PSE System—->PSE System Configuration”. Enter a value between 5-3600 seconds in the “Abnormal recovery time interval” field.
Click “Apply Settings” to complete the configuration.

™o T MW T,

Current User:admin

8 system Home PSE System Configuration
8 Quick Configuration
Notice: 1.Changing the Uninterrupted PoE Power seting wil only take effect after saving the configuration. 2.The abnormal recovery time settings will only take effect when the power supply is setto automatic mode.
» Port Management
» VLAN Management Uninterrupted PoE Power: Disabled -
Non-standard PD compatible: Enabled -

~ Fault/ Safety

Power Supply Mode: Energy savingmode
* Attack Prevention
PoE Guard Band: 0 %[0-10%]
* Path Detection
Abnormal Recovery Time Interval: 10 Is(5-3600s)
* Loop Detection
Apply Settings | | Refresh
* Access Control

+ IGHP Snooping I PSE System Information

» System Management oo B ho

~ PSE System Management

% SE Satem Coulipiration Power management mode Energy saving mode
* POE Port Configuration Uninterrupted PoE Power Disabled

Non-standard PD compatible: Disabled

Abnormal Recovery Time Interval 10s

System total power. 240W

System power consumption: ow

System available power. 240 W[100%]

POE Guard and 0%

Figure 9-6 Abnormal Recovery Time Interval Configuration

Note: The abnormal recovery time interval defaults to 10 seconds.
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9 Power Sourcing Equipment (PSE) System (Select models only)

9.2 PoE Port Configuration

9.2.1 View the PoE Port Configuration

« . Ly . . , . .
Select “PSE System->PoE Port Configuration” to view the switch’s PoE Port Configuration.
B3 ey " = “’F' 7 x B an
e 1 Log Out
Current User:admin
8 system Home POE Port Settings
B Quick Configuration
Description: 1. When port description is empty, there is no description for that port. 2. When max power and distribution of power fields are empty, the portis set to default settings.
» Port Management
» VLAN Management Selecta port to configure:
¥ Fault/ Safety 1 3 5 7 9 11 13 15 17 19 21 23
+ Attack Prevention iy Sy g i F g i S S
+ Path Detection [SEISIa SNSRI ey EE] | |
2 4 6 8 10 12 14 16 18 20 22 24 25 26
* Loop Detection =
{2 0ptional port R Fixed port § Selected port §17 Aggregation port others Cancel
* Access Control
* IGMP Snooping H
» Port:
Systom Manageinent Description: Poweer Supply Enable: Do NotModify  +
¥ PSE System Management Priority: Do Not Modify - Max Power: W[0-30W]
+ PSE System Configuration Recovery Mode: Do Not Modify Distribution of Power: WI0-30W]
* POE Port Configuration Apply Refresh
| Poe portintormation
Port Description Status Power Status Current Power Average Power Peak Power Voltage Max Power Distribution of Power Priority Recovery Mode Device Type Edit
1 Normal Detecting ow ow ow ov 30w 30w Low auto NoPd z

9.2.2 Enable Power Supply

Figure 9-7 View the PoE Port Configuration

Select “PSE System->PoE Port Configuration”. Select the port you want to configure from the panel. From the “Power supply enable”
dropdown menu, select “Enabled” or “Disabled”. Click “Apply” to complete the configuration.

WPPUE

|

Current User:admin

‘gg “

System Home

B quick Configuration
» Port Management
» VLAN Management

~ Fault/ Safety
* Aftack Prevention

* Path Detection

* Loop Detection

* Access Control

* IGHP Snooping

~ System Management

* System Setings

* System Upgrade

* System Information

s

POE Port Settings

Description: 1. When port description is emply, there is no description for that port. 2. When max power and distribution of power fields are empty, the port is setto default setiings

Select a port to configure:

43 5 7 9 M 13 15 17 19 21 23
Ve T e T e i e T T T 5
R N N N F A )
2 4 B 8 10 12 14 16 18 20 22 24 25 26

§ ] Optional port 553 Fixed port i Selected port {97 Aggregation port Selectall Selectall others Cancel

* SNMP
* System Diagnostics

~ PSE System Management
* PSE System Configuration

* POE Port Configuration

Notes:

Port:
Description:
Priority: Do Not Modify -
Recovery Mode: Do Not Modiy +
Apply Refresh
I POE Port
Port | Description | Status  Power Status
1 test Normal Detecting
2 Normal Detecting
3 Normal Detecting
4 Normal Detecting
5 Normal Detecting
6 Normal Detecting
7 MNormal Detecting

* Power supply enable defaults to “Enabled”.
* Multiple ports can be modified at the same time.

Power Supply Enable: Do NotHodiy  []

Max Power: 10-30W)

Distribution of Power: E‘”::;‘e: s [0-30W]

CurrentPower | AveragePower | PeakPower | Voltage  MaxPower
ow ow ow ov oW
ow ow ow ov 0w
ow ow ow ov ow
ow ow ow ov aow
ow ow ow ov g
ow ow ow ov 0w
nw nw. nw oV W

Figure 9-8 Enable or Disable Power Supply
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9 Power Sourcing Equipment (PS

9.2.3 Modify Port Description

Select “PSE System->PoE Port Configuration”. Select the desired port from the panel and then enter a description in the “Description” field.

Click “Apply” to complete the configuration.

B

& system Home

Current User:admin

POE Port Settings

MEWET T

B quick Configuration
» Port Management
» VLAN Management
» Fault/ Safety
» System Management

¥ PSE System Management
* PSE System C

Description: 1.

Selecta port to configure:

When port description is empty, there is no description for that port. 2. When max power and distribution of power fields are empty, the portis setto default settings.

7 9 11 13 15 17 19 21 23
£=2 50 5 52 d 2 8 B2 5
8

SO D=
o] D
o0l Do

(SESISEEISEENEEEEY | |

10 12 14 16 18 20 22 24 25 26

* POE Port Configuration

Notes:

{2 optional port R Fixed port § Selected port {17 Aggregation port  Select

Port:
Description:

Priority: Do Not Modify
Recovery Mode: (21 d
High
Apply Refresh | ntermediate
Low.
| Poe portinormation

Port  Description | Status

1 test Normal Detecting

e Each port’s default power supply status is “Enabled”.
* Multiple ports can be modified at the same time.

Power Status Current Power

Power Supply Enable: Do Not Modify
Max Power:
Distribution of Power:

Average Power Peak Power  Voltage = Max Power Distribution of Power Priority ~ Recovery Mode
ow ow ow ov oW oW Low auto

Figure 9-9 Modify Port Description
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9 Power Sourcing Equipment (PSE)

9.2.4 Modify Priority

Select “PSE System->PoE Port Configuration”. Select the desired port from the panel and then select “High”, “Intermediate” or “Low” from

the “Priority” dropdown menu. Click “Apply” to complete the configuration.

Notes:

R

o

Current Useradmin

hdddh

T

8 5ystem Home
8 quick Configuration

¥ Port Management

» VLAN Management

P Fault/ Safety

» System Management

~ PSE System Management
* PSE System C

POE Port Settings

Description: 1. When port description is empty, there is no description for that port 2. When max power and distribution of power fields are empty, the port s setto default settings.

Selecta port to configure:

128 7 113 15 17 19 21 23

9
el el il iwiw i e

2 4

UU?UUUUUUUUUEE

8 10 12 14 16 18 20 22 24 25 26

* POE Port Configuration

* The default priority is Low.

* There are three selectable priorities: High, Intermediate and Low.

§"Joptional port 5 Fixed port P Selected port § 1] Aggregation port  Select

Port:
Description:

Priority: Do Not Modify [~]
Recovery Mode: [EETNIIIT]
High
Refresh | intermediate
Low

| Pok port intormation

Apply

Port Description Status Power Status Current Power
1 test Normal Detecting ow
2 Normal Detecting ow
3 Normal Detecting ow
4 Normal Detecting ow
5 Normal Detecting ow
6 Normal Detecting ow
7 Normal Detecting ow

* Multiple ports can be modified at the same time.

9.2.5 Modify Port Max Power

Select “PSE System->PoE Port Configuration”. Select the desired port from the panel and then enter a value between 0-30W in the “Max

Power” field. Click “Apply” to complete the configuration.

Notes:

tall Selectall others Cancel

Power Supply Enable: Do Not Modiy

Max Power:
Distribution of Power:

Average Power Peak Power | Voltage
ow ow ov
ow ow ov
ow ow ov
ow ow ov
[ ow ov
ow ow ov
ow ow ov

Figure 9-10 Modify Priority

Max Power Distribution of Power Priority = Recovery Mode
0w 30w Low auto
0w 30w Low auto
W W Low auto
W W Low auto
3w 0w Low auto
£ 30W Low auto
W W Low auto

Device Type

NoPd

NoPd

NoPd

NoPd

NoPd

NoPd

NoPd

Edit

N KKK

- ~ — = - ——
i i il TR I —
. " e ' e " B LogOut
A Current User:admin " L
B system Home POE Port Settings
8 quick Configuration
Description: 1. When port description is empty, there is no description for that port. 2. When max power and distribution of power fields are empty, the port is set to default settings.
» Port Management
» VLAN Management Selecta port to configure:
~ Fault/ Safety 1.3 5 7 9 1 13 15 17 19 21 23
* Aftack Prevention W e sy
RTIIIT
+ Path Detection (BRSNS SIS SRS EE] ||
2 4 6 8 10 12 14 16 18 20 22 24 25 26
* Loop Detection
§3 Optional port §B Fixed port B Selected port §T7Aggregation port_Selectall Selectall others Cancel
* Access Control
* IGMP Snooping
> s M Port:1
ystem Management Description: Power Supply Enable: Enabled -
~ PSE System Management Priority: Low - Max Power: 30 W(0-30W]
+ PSE System Configuration Recovery Mode: Auto - Distribution of Poweer: 30 WI0-30W]
* POE Port Configuration Apply Refresh
| POE Port Information
Port. Description Status Power Status Current Power Average Power Peak Power Voltage Max Power Distribution of Power Priority Recovery Mode Device Type Edit

Figure 9-11 Modify Max Power of a Port

* The default Max Power value is 30W.

¢ The available range is 0-30W.

* Multiple ports can be modified at the same time.
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9 Power Sourcing Equipment (PS

9.2.6 Modify Recovery Mode

Select “PSE System->PoE Port Configuration”. Select the desired port in the panel and then select “Manual” or “Auto” from the drop down
menu in “Recovery Mode”. Click “Apply” to complete the configuration.

™wpoE " TN P 17— T

Current User:admin

POE Port Settings

B quick Configuration

Description: 1. When port description is empty, there is no description for that port 2. When max pawer and distribution of power fields are empty the portis set to default settings
» Port Management

» VLAN Management Selecta port to configure:

~ Fault/ Safety 9 11 13 15 17 19 21 23

TaTaT e e T tatate
Slsiatsistatstatal—1

8 10 12 14 16 18 20 22 24 25 26

P
* Aftack Prevention I~
sy

* Path Detection

5
iy
P

6

3
i
[

4

2

* Loop Detection
" J0ptional port 5 Fixed port i Selected port [TAggregation port Selectall Selectall others Cancel
* Access Control

* IGWP Snooping

Port:1
~ System Management Description: test Power Supply Enable: Enabled -
* System Seftings Priority: Low - Max Powrer: 30 WIo-30W]

System Upgrads Recovery Mode: Auto [ Distribution of Power: 30 WI0-30W]

Do Not Modify
* System Information Apply Refresh | |janual

* Configuration Management IPQE Port Information

s
7 Port Descripon | Status | PowerStatus | CurrentPower | AveragePower | PeakPower | \Voltage =~ MaxPower | DistributionofPower  Priority = RecoveryMode | DeviceType | Edit
* System Diagnostics

1 test Normal Detecting ow ow ow ov 30w ow Low auto MNoPd Z

~ PSE System Management
* PSE System Configuration 2 Normal Detecting ow ow ow ov 30w ow Low auto NoPd j
* POE Port Configuration 3 Normal Detecting ow ow ow ov 0w 0w Low auto NePd B
4 Normal Detecting ow ow ow ov 30w 3w Low. auto MNoPd Z
5 Normal Detecting ow ow ow ov 30w ow Low auto MoPd Z
6 Normal Detecting ow ow ow ov 30w ow Low auto NoPd _Z
7 Normal Detecting nw ow nw v nw RIS Low. auta MNoPd 2

Figure 9-12 Modify Recovery Mode

Notes:

* Auto is the default Recovery Mode.

e There are two Recovery Modes: Auto and Manual.
* Multiple ports can be modified at the same time.

9.2.7 Modify Distribution of Power

Select “PSE System->PoE Port Configuration”. Select the desired port from the panel and then enter a value between 0-30W in the
“Distribution of Power” field. Click “Apply” to complete the configuration.

¥ > i e ¥ Logout
Current User:admin

——~—————

8 system Home POE Port Settings

® quick Configuration
Des:

ption: 1. When port description is empty, there is no description for that port. 2. When max power and distribution of power fields are empty, the portis setto default settings
» Port Management

» VLAN Management Select a port to configure:
~ Fault/ Safety 13 5 7 9 1 13 15 17 19 21 23
* Attack Prevention Wy
* Path Detection ISESENINIS SN PNy ]
2 4 6 8 10 12 14 16 18 20 22 24 25 26

* Loop Detection

§”7optional port 5 Fixed port i Selected port 1] Aggregation port  Select allothers Cancel

* Access Control

* IGMP Snooping

Port:1
»
System Management Description: Power Supply Enable: Enabled -
~ PSE System Management Priority: Low - Max Power: 30 WI0-30W]
* PSE System Configuration Recovery Mode: Auto - Distribution of Power: 30 W[0-30W]
* POE Port Configuration Apply Refresh

I POE Port Information

Port | Descripion | Status = Power Status Current Power Average Power Peak Power | Voltage = Max Power Distribution of Power Priority | Recovery Mode DeviceType  Edit
1 Normal ~ Detecting ow ow ow ov 30w 0w Low auto NoPd 2
2 Normal  Detecting ow ow ow ov 30w 0w Low auto NoPd 2
3 Normal  Detecting ow ow ow ov 30w 0w Low auto NoPd z

Figure 9-13 Modify Distribution of Power

Notes:

¢ The default Distribution of Power setting of ports 1-8 is 30W.

* Distribution of Power is only enabled when the “Power Supply Mode” is set to “Static Mode”.
¢ The available range for the Distribution of Power field is O-30W.

* Multiple ports can be modified at the same time.
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Appendix I: Default Switch Configurations

The table below lists important default settings used in the switch.

Configuration Category

Default Setting

System User name/password admin/admin
IP address IP address: 192.168.1.200
Subnet mask: 255.255.255.0
Serial baud rate 9600
MAC address aging time 300s
Device host name TrippLite
Port Port status Active
Port speed Auto-Negotiation
Port duplex mode Auto-Negotiation
Link aggregation Unconfigured
Broadcast storm suppression | Disable
Port VLAN mode Access
NATIVE VLAN 1
VLAN Management VLAN VLAN 1
VLAN function pattern 802.1Q
IGMP Snooping Global IGMP snooping Disabled

Technical Support

You can reach Tripp Lite Technical Support here:

E-mail

techsupport@tripplite.com

Web

The latest switch software updates are available at www.tripplite.com/software/

Technical Support Assistance
www.tripplite.com/support

TRIPPLITE

1111 W. 35th Street, Chicago, IL 60609 USA  www.tripplite.com/support
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