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1. FCC Information

This is an FCC Class A product. This device complies with part 15 of the FCC Rules. Operation is subject to the following
two conditions: (1) This device may not cause harmful interference, and (2) this device must accept any interference
received, including interference that may cause undesired operation.

Note: This equipment has been tested and found to comply with the limits for a Class A digital device, pursuant to part 15 of the FCC
Rules. These limits are designed to provide reasonable protection against harmful interference when the equipment is operated in a
commercial environment. This equipment generates, uses, and can radiate radio frequency energy and, if not installed and used in
accordance with the instruction manual, may cause harmful interference to radio communications. Operation of this equipment in a
residential area is likely to cause harmful interference in which case the user will be required to correct the interference at his own
expense. The user must use shielded cables and connectors with this equipment. Any changes or modifications to this equipment not
expressly approved by Eaton could void the user’s authority to operate this equipment.

2. User Notice

All information, documentation, and specifications contained in this manual are subject to change without prior
notification by the manufacturer. The manufacturer makes no representations or warranties, either expressed or
implied, with respect to the contents hereof and specifically disclaims any warranties as to merchantability or fitness for
any particular purpose. Any of the manufacturer’s software described in this manual is sold or licensed “as is.” Should
the programs prove defective following their purchase, the buyer (and not the manufacturer, its distributor, or its
dealer), assumes the entire cost of all necessary servicing, repair and any incidental or consequential damages resulting
from any defect in the software.

The manufacturer of this system is not responsible for any radio and/or TV interference caused by unauthorized
modifications to this device. It is the responsibility of the user to correct such interference.

The manufacturer is not responsible for any damage incurred in the operation of this system if the correct operational
voltage setting was not selected prior to operation. PLEASE VERIFY THAT THE VOLTAGE SETTING IS CORRECT BEFORE
USE.

3. Package Contents

This package consists of:

- B064C-16-1X1-IP Console KVM Switch with Built-in IP
+ Rack-Mount Hardware (Preinstalled)

- C13 to C14 Power Cord

+ User Documentation

Check to make sure that all of the components are present and in good order. If anything is missing, or was damaged
in shipping, contact your dealer.

Read this manual thoroughly and follow the installation and operation procedures carefully to prevent any damage to
the switch or to any other devices on the installation.

IN



4. Introduction

4.1 Overview

The NetDirector Console KVM Switch IP-based KVM control units allow both a local and remote operator to monitor
and access multiple servers from a single KVM (keyboard, video, mouse) console. The BO64C-16-1X1-IP can control up
to 16 servers in a single-stage setup.

The BO64C-16-1X1-IP features IP-based connectivity that allows one local and one remote operator to concurrently
monitor and access the computers on your installation. Through TCP/IP, the BO64C-16-1X1-IP can be accessed from
anywhere via LAN, WAN or Internet — whether it is down the hall, down the street or halfway around the world.

Compact, high-density, RJ45 connectors and CAT 5e/6 cables make for a simple wiring configuration, with the flexibility
to use PS/2 and USB KVM adapter cables in any combination to link various types of computers, including PCs, Macs,
Sun computers and serial devices.

—_—

Internet

%

Remote ——
Computer

e
Local Console
(DVI-D or VGA)

For added convenience, ports for an external keyboard, monitor (DVI-D or VGA), and mouse are provided on the rear
panel, allowing you to manage the switch from a local console.

System administrators can handle a multitude of tasks smoothly and efficiently remotely — from installing and running
GUI applications, to BIOS-level troubleshooting, routine monitoring, concurrent maintenance, system administration,
rebooting and even pre-booting functions.

4.2 Features

Hardware
+ Monitor and control up to 16 computers on a single level.

+ High video resolution — up to 1920 x 1200 @ 60 Hz with 24-bit color depth at the local console for a distance of up
to 164 ft. (50 m) from the computers and up to 1920 x 1200 @ 60 Hz with 24-bit color depth for remote sessions and
on the external local console.

- One bus for remote KVM over IP access.
+ Space-saving RJ45 connectors and Cat 5e/6 cabling.
- KVM adapter cables to allow flexible interface combinations (PS/2, USB, Sun and serial).

+ Extra console port — manage computers with the LCD KVM switch from an external console (DVI-D or VGA monitor,
USB keyboard and mouse).
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+ Multiplatform support: PC, Mac, Sun and serial.

+ Supports an external USB mouse.

+ Dual-rail housing is slightly less than 1U with top and bottom clearance for smooth operation in a 1U rack space.
+ Dual rail — LCD monitor slides independent of the keyboard / touchpad.

Management
+ Supports 64 user accounts and up to 32 users can be logged in at the same time for control and management.
*+ End session feature — administrators can terminate any running session.

- Adapter ID stores port information allowing administrators to relocate servers to different ports without having to
reconfigure the adapters and switch.

+ Critical system event notification via SMTP email, SNMP trap and Syslog support.
- Port Share Mode allows multiple users to gain access to a server simultaneously
+ Customizable event notification.

- Out-of-Band Access-Modem dial-in/dial out/dial back support.

+ Event logging and Windows-based Log Server support.

- Manage browser access (Browser, http, https).

- Local Log Event.

* Firmware upgradeable.

- IPv6 capable.

Easy-to-Use Interface
+ Easy computer selection via pushbuttons, Hotkey Mode, OSD (On-Screen Display) and Browser-based GUI.

+ Local Console, Browser and AP GUIs offer a unified multi language interface to minimize user training time and
increase productivity

+ Multiplatform client support (Windows, Mac OS X, Linux, Sun).

+ Multi-browser support: Internet Explorer, Chrome, Firefox, Safari, Opera, Netscape.

+ Launch multiple Virtual Remote Desktops to control multiple servers from the same login session Magic Panel.
+ Full-screen or sizable and scalable Virtual Remote Desktop.

- Browser-based Ul in pure Web technology allows administrators to perform administrative tasks without the need for
Java to be pre-installed.

+ Panel Array Mode available to both local console and remote access users.

+ Video syncing with the local console — local console monitor's EDID information is stored on the KVM adapter cables
for display resolution optimization.

+ Keyboard/Mouse Broadcast — keyboard and mouse inputs can be duplicated on all the attached servers.

- Keyboard Language support: English (US); English (UK); German; German (Swiss); French; Spanish; Traditional Chinese;
Japanese; Korean; Swedish; Italian; Russian; Hungarian and Greek.
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Advanced Security
+ Remote authentication support: RADIUS, LDAP, LDAPS and MS Active Directory.
+ Supports TLS 1.2 encryption and RSA 2048-bit certificates to secure user logins from browsers.

+ Flexible encryption design allows users to choose any combination of 56-bit DES, 168-bit 3DES, 256-bit AES, 128-bit
RC4 or Random for independent KB/Mouse, video and virtual media data encryption.

- IP/MAC Filter support for enhanced security.
- Configurable user and group permissions for server access and control.
+ Automated CSR creation utility and third-party CA certificate authentication.

Virtual Media

+ Virtual media enables remote file transfers, OS patching software installations and diagnostic testing.
+ Works with USB enabled servers at the operating system and BIOS level.

+ Supports DVD/CD drives, USB mass storage devices, PC hard drives and ISO images.

+ Supports smart card readers on connected computers.

Virtual Remote Desktop

- Video quality can be adjusted to optimize data transfer speed. Monochrome color depth setting, threshold and noise
settings for compression of the data bandwidth in low bandwidth situations.

- High-performance graphics for optimum image quality.

+ Full-screen or sizable and scalable Virtual Remote Desktop.

+ Message board feature allows logged in users to communicate.

* Mouse DynaSync automatically synchronizes local and remote mouse movements.
- Exit Macros support.

+ On-screen keyboard with multilanguage support.

* BIOS-level access.

V-Series Exclusive

+ Advanced FPGA graphics processor for improved video quality.
+ Faster transmission speed (2x) for virtual media devices.

* A separate bus for remote KVM over IP access.

+ Supports FIPS 140-2 level 1 security standards.
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4.3 Requirements

4.3.1 General
- Computers with at least a Pentium 4 2+ GHz processor and 1 GB RAM.

+ Browsers must support TLS 1.2 encryption.
+ Network transfer speed of at least 512 kbps is recommended.
+ For the Log Server, Microsoft Jet OLEDB 4.0 or higher driver installed.

4.3.2 External Console

+ DVI-D, VGA, SVGA, or Multisync monitor capable of the highest resolution that you will be using on any computer in
the installation.

+ USB mouse.
+ USB keyboard.

4.3.3 Computers
+ VGA, SVGA or Multisync port.
+ USB-A port and USB host controller.

+ For the browser-based WinClient ActiveX Viewer, DirectX 8 must be present, and at least 150 MB of memory must be
available after installation.

- For the browser-based Java Client Viewer, the latest version of the Java Runtime Environment (JRE) must be installed
and at least 205 MB of memory must be available after installation.

+ For the Windows Client AP, DirectX 8 must be present and at least 90 MB of memory must be available after
installation.

- For the Java Client AP, the latest version of the Java Runtime Environment (JRE) must be installed and at least 145 MB
of memory must be available after installation.

+ For the Log Server, you must have Microsoft Jet OLEDB 4.0 or later.

Note: The integrated LCD monitor's maximum screen resolution is 1280 x 1024 @ 75 Hz. If you want to use a higher setting for the screen
resolutions of the attached computers, see 8.2.11 Screen Resolutions Higher than 1280 x 1024.
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4.3.4 KVM Adapter Cables

- Cat 5e/6 cable is required to connect the B064C-16-1X1-IP to one of the KVM adapters.

+ The following KVM adapters are required for use with the BO64C-16-1X1-IP:

Function

Model

Connect to devices with PS/2 ports

B055-001-PS2

Connect to devices with USB ports (All platforms - PC, Mac, Sun)

B055-001-USB

Connect to serial-based devices

BO55-001-SER

For USB computers - DVI output, Virtual Media and Smart Card Reader support

B055-001-UDV

For USB computers - HDMI output, Virtual Media and Smart Card Reader support

B055-001-UHD

For USB computers - DisplayPort output, Virtual Media and Smart Card Reader support

B055-001-UDP

For USB computers - VGA output, Virtual Media support

B055-001-USB-V2

For USB computers - VGA output, Virtual Media and audio support

B055-001-USB-VA

For USB computers - VGA output, Virtual Media and Smart Card Reader support

B055-001-UV2CAC

Connect to devices with USB-C port, with virtual media support

B055-001-C

Note: If you use KVM adapters purchased prior to your switch purchase, you may need to upgrade the adapter’s firmware.

4.3.5 Operating Systems

- Supported operating systems for remote user computers include Windows 2000 or later and those capable of

running the Java Runtime Environment (JRE) 6, Update 3 or higher (Linux, Mac, Sun, etc.).

+ Supported operating systems for the servers connected to the switch’'s ports are shown in the table below:

(0} Version
Windows XP or later
Linux RedHat 7.1 or later
Fedora Core 2 or later
SUSE 9.0 or later
Mandriva (Mandrake) 9.0 or later
UNIX AIX 4.3 or later
FreeBSD 4.2 or later
sun Solaris 8 or later
Novell Netware 5.0 or later
Mac OS 9 or later
DOS 6.2 or later
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4.4 Components
4.4.1 Front View

Pull to slide the LCD module out; push to slide the module in. See 6.1.1
Opening the Console for more information.

LCD Module Refer to 4.4.3 LCD Module, for a detailed description.
Keyboard Module Refer to 4.4.2 Keyboard Module, for a detailed description.

Pull to slide the keyboard module out. See 6.1.1 Opening the Console for
more information.

Upper Handle

Lower Handle

Power LED llluminates (blue) to indicate the unit is receiving power.
Keyboard Release Catch These (one on each side) release the keyboard module to slide it out.
LCD Release Catch These (one on each side) release the LCD module to slide it out.

The rack mount brackets located at each corner of the unit secure the chassis to
a system rack. See 5.2 Standard Rack Mounting for more information.

© Q000 600 ©

Rack-Mount Brackets

10
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4.4.2 Keyboard Module

Keyboard

Standard 105-key QWERTY keyboard.

Touchpad

Standard mouse touchpad.

External Mouse Port

A USB Type-A mouse port is provided for users who prefer to use an external
mouse.

© o000

Lock LEDs and Reset Button

The Num Lock, Caps Lock, Scroll Lock LEDs are located here.
A reset button is located just to the right of the Lock LEDs. Press this button
using a thin object to perform a system reset.

®

Port Selection Buttons and
LEDs

To access a port on the currently selected station, press its corresponding port

selection button. Indicator LEDs are built into the switches:

- An On-Line LED illuminates to indicate the computer attached to its corre-
sponding port is up and running.

- A Selected LED illuminates to indicate which port has the KVM focus.

11
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4.4.3 LCD Module

: To access the LCD monitor, slide the LCD module out and flip up the cover. See

QLo Display 6.1.1 Opening the Console for more information.

These buttons control the position and picture settings of the LCD display. See
@ | LCD Controls 6.2 LCD OSD Configuration for more information.

Push this button to turn the LCD monitor on and off. The button illuminates
© | L.cD on/ Off Button when the LCD monitor is off to indicate that only the monitor is off and not the

y
KVM switch itself.

12
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4.4.4 Rear View

Grounding Terminal

The grounding wire used to ground the switch attaches here.

Power Socket

This is a standard C14 AC power socket. The power cord from an AC source
plugs in here.

Power Switch

This is a standard rocker switch that powers the unit on and off.

The cable that connects the unit to the backup network interface (10/100/1000

LAN 2 Port Mbps) plugs in here.

Modem Port For a dial-in connection in the event the unit is unavailable over the network
(see 6.4 Single-Stage Installation for details).

LAN 1 Port The cable that connects the unit to the primary network interface (10/100/1000

Mbps) plugs in here.

Local Console Port Section

If this is a single-station installation or you would like to connect an external con-
sole, the keyboard, monitor and mouse for the local console plug in here.

Q0 0 6 000600

KVM Port Section

The Cat 5e/6 cables that link to the KVM adapter cables plug in here.

13



5. Installation

5.1 General Safety Instructions
+ Read all of these instructions. Save them for future reference.
+ Follow all warnings and instructions marked on the device.
+ This product is for indoor use only.
- Do not place the device on any unstable surface (cart, stand, table, etc.). If the device falls, serious damage will result.
- Do not use the device near water.
+ Do not place the device near or over radiators or heat registers.

+ The device cabinet is provided with slots and openings to allow for adequate ventilation. To ensure reliable operation
and to protect against overheating, these openings must never be blocked or covered.

* The device should never be placed on a soft surface (bed, sofa, rug, etc.) as this will block its ventilation openings.
Likewise, the device should not be placed in a built-in enclosure unless adequate ventilation has been provided.

+ Never spill liquid of any kind on the device.

+ Unplug the device from the wall outlet before cleaning. Do not use liquid or aerosol cleaners. Use a damp cloth for
cleaning.

+ The device should be operated from the type of power source indicated on the marking label. If you are not sure of
the type of power available, consult your dealer or local power utility.

- The device is designed for IT power distribution systems with 230V phase-to-phase voltage.
+ To prevent damage to your installation, it is important that all devices are properly grounded.

+ The device is equipped with a 3-wire grounding type plug. This is a safety feature. If you are unable to insert the plug
into the outlet, contact your electrician to replace your obsolete outlet. Always follow your local/national wiring codes.

- Do not allow anything to rest on the power cord or cables. Route the power cord and cables so that they cannot be
stepped on or tripped over.

- Avoid circuit overloads. Before connecting equipment to a circuit, know the power supply’s limit and never exceed it.
Always review the electrical specifications of a circuit to ensure that you are not creating a dangerous condition or
that one does not already exist. Circuit overloads can cause a fire and destroy equipment.

« If an extension cord is used with this device make sure that the total of the ampere ratings of all products used on
this cord does not exceed the extension cord ampere rating. Make sure that the total of all products plugged into the
wall outlet does not exceed 15 amperes.

+ To help protect your system from sudden, transient increases and decreases in electrical power, use a surge
suppressor, line conditioner or uninterruptible power supply (UPS).

- Position system cables and power cables carefully; be sure nothing rests on any cables.

+ Never push objects of any kind into or through cabinet slots. They may touch dangerous voltage points or short out
parts, resulting in a risk of fire or electrical shock.

-+ Do not attempt to service the device yourself. Refer all servicing to qualified service personnel.

+ If the following conditions occur, unplug the device from the wall outlet and bring it to qualified service personnel for
repair:

o The power cord or plug has become damaged or frayed.

o Liquid has been spilled into the device.

0 The device has been exposed to rain or water.

o The device has been dropped, or the cabinet has been damaged.

o The device exhibits a distinct change in performance, indicating a need for service.
+ The device does not operate normally when the operating instructions are followed.
+ Only adjust those controls that are covered in the operating instructions.

« Improper adjustment of other controls may result in damage that will require extensive work by a qualified technician
to repair.

+ Do not connect the RJ11 connector marked "UPGRADE" to a public telecommunications network.

14
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Rack Mounting Safety Instructions
+ Prior to installation, ensure KVM is powered OFF and de-energized.

- Before working on the rack, make sure the stabilizers are secured to the rack, extended to the floor and that the full
weight of the rack rests on the floor. Install front and side stabilizers on a single rack or front stabilizers for joined
multiple racks before working on the rack.

- Always load the rack from the bottom to top; load the heaviest item in the rack first.
- Make sure the rack is level and stable before extending a device from the rack.

- Use caution when pressing the device rail release latches and sliding a device into or out of a rack; the slide rails can
pinch your fingers.

- After a device is inserted into the rack, carefully extend the rail into a locking position, then slide the device into the
rack.

+ Do not overload the AC supply branch circuit that provides power to the rack. The total rack load should not exceed
80 percent of the branch circuit rating.

+ Make sure that all equipment used on the rack - including power strips and other electrical connectors - are properly
grounded.

+ Ensure that proper airflow is provided to devices in the rack.

+ Ensure that the operating ambient temperature of the rack environment does not exceed the maximum ambient
temperature specified for the equipment by the manufacturer.

+ Do not step on or stand on any device when servicing other devices in a rack.
- Caution: Slide/rail (LCD KVM) mounted equipment is not to be used as a shelf or a workspace.

15



5. Installation

5.2 Standard Rack Mounting

A standard rack mount kit is provided with your BO64C-16-1X1-IP. The kit enables the switch to be mounted in a rack
with a depth of 15.5-30 in. (40-77 cm).

N

Left and Right L-Brackets

Side Mount Bracket

Notes:

- Two people are required to mount the console.

+ The standard rack-mount kit does not include screws or cage nuts.
-If you need additional screws or cage nuts, contact your rack dealer.

16



5. Installation

To rack mount the switch:

1. Have one person position the unit in the rack and hold it steady, then the second person attaches the front brackets
to the rack.

2. While the first person continues to hold the unit in place, the second person slides the left and right L-brackets into
the unit's side mount brackets from the rear. Secure the brackets in place using the four screws.

3. Once the L-brackets are secured, tighten all the screws.

Allow at least 2 in. (5.1 cm) on each side for proper ventilation, and at least 5 in. (12.7 cm) at the back for power cord
and cable clearance.

17



5. Installation

5.3 Front-L Brackets Mounting
To better enable the tilt function of the LCD screen, install the front L-brackets at the front of the rack.

1. To attach the left and right front L-brackets to the front of the rack, first place screws in the tabs to secure them in
place.

Note: Rack screws are not provided to mount the unit. We recommend using M5 x P0.8 screws.

2. Have one person position the unit in the rack and hold it steady. Then have the second person screw the front
brackets to the front L-bracket.

18
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3. While the first person continues to hold the unit in place, the second person slides the left and right L-Brackets into
the unit's side mount brackets from the rear. Secure the bracket using four screws.

4. Once the L-brackets are secured, tighten all screws.

Allow at least 2 in. (5.1 cm) on each side for proper ventilation, and at least 5 in. (12.7 cm) at the back for power cord
and cable clearance.

19



5. Installation

5.4 Single-Stage Installation

In a single-stage installation, there are no additional switches daisy-chained down from the first unit. To set up your
console KVM switch, refer to the following steps and installation diagram.

D-----! o

| (LD

20



5. Installation

o O

0006 O

Ground the unit by connecting one end of a grounding wire to the grounding terminal and the other end of the
wire to a suitable grounded object.

Note: Do not omit this step. Proper grounding helps to prevent damage to the unit from power surges or static electricity.

(Optional) If you choose to install an external console, plug your keyboard, monitor and mouse into the console
ports located on the switch's rear panel. The ports are color coded and marked with an icon for easy identification.

For each computer you are installing, use Cat5e cable to connect any available KVM port to a KVM adapter cable
that is appropriate for the computer you are installing (see 4.3.4 KVM Adapter Cables for details).

Note: The maximum supported distance to the adapter cable is 164 ft. (50 m).

Connect the KVM Adapter cable to the computer. Refer to the KVM Adapter Cable Installation Diagram to plug the
adapter cable connectors into their respective ports on the computers you are installing.

Plug the LAN or WAN cable into the B064C-16-1X1-IP's LAN port.

(Optional) Plug another cable from the LAN into the BO64C-16-1X1-IP's LAN 2 port.

(Optional) Use Cat 5e cable to connect the modem port to an RJ45 to DB9 adapter for dial-in modem functionality.
Connect the power cord to the switch and to an AC power source.

Once the B0O64C-16-1X1-IP is connected properly, you can turn on the power. After the switch is powered on, then turn
on the servers.

21



5. Installation

5.5 KVM Adapter Cable Installation

22
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5. Installation

5.6 Hot Plugging

Dual-Rail LCD Over-IP KVM Switches support hot plugging in which components can be removed and added back into
the installation by unplugging and replugging cables from the ports without needing to shut the unit down.

Note: If the server’s operating system does not support hot plugging, this function may not work properly.

The Adapter ID Function

Adapter cable information (the adapter ID, port name, OS, keyboard language, and access mode) is stored on the
adapter. The switch's Adapter ID function takes this information and stores it along with the adapter cable’s
configuration information (access rights, etc.) in its database so when you move a server together with its adapter cable
from one port to another, you do not have to reconfigure its settings as the Adapter ID function restores them at the
new location. The only change is in the port number.

When moving the server and adapter cable to another switch, however, only the information that is stored on the
adapter is retained. For the other settings, you must either reconfigure them or use the Backup/Restore function to
restore them.

Since port settings are stored with the adapter, if you move a server to a new port without its original adapter or if you
connect a different server to the adapter, you must manually reconfigure the port settings for the new server.

5.7 Powering Off and Restarting

If it becomes necessary to power off the switch or if the switch loses power and needs to be restarted, wait 30 seconds
before powering it back on. The servers should not be affected by this, but if any of them should fail simply restart
them.

5.8 Port ID Numbering

Each server on the installation is assigned a unique Port ID. Its Port ID is a one or two segment number that is
determined as:

+ A server attached to a First Stage unit has a one segment Port ID (from 1-16) that corresponds to the KVM Port
number that it is connected to.

For example, a Port ID of 5 - 3 refers to a server that is connected to KVM Port 3 of a Second Stage unit that links back
to KVM Port 5 of the First Stage unit:

@ EE

@

DO [0 (23 o
D000 Q000 §58

Port 05

5.9 Port Selection

Port selection is accomplished by means of the GUI. Port selection details are discussed in 7.5 Port Access.
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6. KVM Operation

6.1 Basic Operation

6.1.1 Opening the Console

The BO64C-16-1X1-IP consists of two modules: an LCD display module located under the top cover and a keyboard /
touchpad module below the LCD module.

The modules can slide together or independently. This allows you to have the LCD display available for viewing while
the keyboard / touchpad module is conveniently out of the way when not in use.

Opening Separately

1. Pull the release catch to disengage the console and pull the top panel slightly toward you. Once the console has
been released, let go of the release catch.

Release catch
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2. Pull out the top panel completely until it clicks into place.

3. Rotate the top panel backward to expose the LCD screen.
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4. Reach underneath and pull out the keyboard module completely until it clicks into place.

Opening Together

Refer to the diagrams in the Opening Separately section as you do the following:

1. While holding the release catch, pull the top and bottom panels out until the keyboard module clicks into place.
Note: Once the console has been released, release the release catch.

2. Pull out the top panel the rest of the way out until it clicks into place.

3. Rotate the top panel backward to expose the LCD screen.
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6. KVM Operation

Operating Precautions

The maximum load bearing capacity of the keyboard module is 44 Ib. (20 kg). Failure to heed the following
information may result in damage to the keyboard module:

Correct
Rest your hands and arms lightly on the keyboard module as you work.

Incorrect
+ DO NOT lean your body weight on the keyboard module.
- DO NOT place heavy objects on the keyboard module.

6.1.2 Closing the Console

1. Pull the release catches located on each side of the keyboard toward you to release the keyboard module, then slide
in the module slightly.
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2. Release the release catches. Using the front handle, push in the keyboard module completely.
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4. Using the front handle, push in the module completely.

6.2 LCD OSD Configuration

6.2.1 LCD Buttons

The LCD OSD allows you to set up and configure the LCD display. Four buttons are used to perform the configuration,

as described in the table below:

Button Function

MENU When you have not entered the LCD OSD Menu function, pressing this button invokes
the Menu function and opens the Main Menu.

PL‘ When navigating through the menus, this button moves you right or up. When making
an adjustment, it increases the value.

ii‘ When navigating through the menus, this button moves you left or down. When mak-
ing an adjustment, it decreases the value.

EXIT + When you have not entered the LCD OSD Menu function, pressing this button per-

forms an auto adjustment. An auto adjustment automatically configures all settings
for the LCD panel to what the OSD considers their optimum values to be.

+ When you have entered the LCD OSD Menu function, pressing this button exits the
current menu and returns you to the previous menu. Use it to leave an adjustment
menu when you are satisfied with the adjustment you have made.

+ When you are at the Main Menu, pressing this button exits the LCD OSD.

29



6. KVM Operation

6.2.2 Adjustment Settings
An explanation of the LCD OSD adjustment settings is provided in the table below:

Setting Explanation

Auto Adjust Auto adjust screen image and resolution

OsD Adjust OSD Positions and OSD Display Time

Luminance Adjusts brightness and contrast level of the screen image.

Language Selects the language that the OSD displays its menus in.

Geometry Positions the display area on the LCD panel. Adjust Pixel Clock and Phase.

Recall Color Recall and Recall All Settings (factory defaults)

Color Adjusts the color quality of the display between three pre-configured settings; 5800k,
6500k, 9300k. This menu also allows you to customize the individual RGB settings to
your preference.

Miscellaneous Adjust Sharpness and Display Information.

Exit

6.3 Port Selection

The BO64C-16-1X1-IP provides three methods to obtain instant access to any computer in your installation: Manual, GU!
and Hotkeys.

Manual
For manual port selection, simply press the Port Switch that corresponds to the device you wish to access.

GUI

The B064C-16-1X1-IP provides menu-driven interfaces to the computer switching procedure. A graphical user interface
(GUI) is used when you log in locally and remotely over the Internet.

Hotkeys

Hotkeys allow you to conveniently provide KVM focus to a particular computer from the local console keyboard instead
of having to manually select them by pressing Port Selection switches.
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7.1 IP Address Determination

If you are an administrator logging in for the first time, you need to access the B064C-16-1X1-IP in order to give it an IP
address that users can connect to. There are three methods to choose from. In each case, your client computer must
be on the same network segment as the BO64C-16-1X1-IP. After you have connected and logged in you can give the
B064C-16-1X1-IP its fixed network address.

The Local Console
The easiest way to assign an IP address is from the local console.

IP Installer

For client computers running Windows, an IP address can be assigned with the [P Installer utility. The [P Installer utility
can be obtained from Eaton’s technical support or website. Look under Driver/SW, and the model of your switch. After
downloading the utility to your client computer, do the following:

1. Unzip the contents of /PInstaller.zip to a directory on your hard drive.

2. Go to the directory that you unzipped the IPInstaller program to and run /PInstaller.exe. A dialog box similar to the
one below will appear:

AT

:I-'\.'.:! Lt )
| Model Name | MAC Sidem | IF Addres

il & TiFiE] ' Ry

Netwook Adsgier:  [WAC 58-91--J5-20-=s, T 0000
i an 7 sl prm st alle (TEHCT
' Epuody an [P aidprm

IF Addmm

et et

ey

3. Select BO64C-16-1X1-IP in the Device List.

Notes:

- If the list is empty, or your device does not appear, click Enumerate to refresh the Device List.
-If there is more than one device in the list, use the MAC address to pick the one you want.

4. Select Obtain an IP address automatically (DHCP) or Specify an IP address. If you chose the latter, fill the IP Address,
Subnet Mask and Gateway fields with the information appropriate to your network.

5. Click Set IP.
6. After the IP address shows up in the Device List, click Exit.

31



7. Administration

Browser
1. Set your client computer’s IP address to 192.168.0.XXX

Where XXX represents any number or numbers except 60 (192.168.0.60 is the default address of the B064C-16-1X1-
IP).

2. Specify the switch's default IP address (192.168.0.60) in your browser to connect.
3. Assign a fixed IP address for the BO64C-16-1X1-IP that is suitable for the network segment that it resides on.
After you log out, reset your client computer’s IP address to its original value.

7.1.1 1Pv6

The BO64C-16-1X1-IP supports three IPv6 address protocols: Link Local IPv6 Address, IPv6 Stateless Autoconfiguration
and Stateful Autoconfiguration (DHCPV6).

Link Local IPv6e Address

At power on, the B064C-16-1X1-IP is automatically configured with a Link Local IPv6 Address (for example,
fe80::210:74ff:fe61:1ef). To determine what the Link Local IPv6 Address is, log in with the BO64C-16-1X1-IP IPv4 address
and open the Device Management = Device Information page. The address is displayed in the General list box.

Once you have determined the IPv6 address, you can use it when logging in from a browser or the Win and Java Client
AP programs.

For example:
If you are logging in from a browser, you would key:
http://[fe80::2001:74ff:fe6e:59%5]
for the URL bar.
If you are logging in with the AP program, you would key:
fe80::2001:74ff:febe:59%5
for the /P field of the Server panel (see 7.3.3 Windows Client AP Login).
Notes:
- To log in with the Link Local IPv6 Address, the client computer must be on the same local network segment as the B064C-16-1X1-IP.

< The %5 is the %interface used by the client computer. To see your client computer’s IPv6 address: from the command line issue the
following command.: ipconfig /all. The % value appears at the end of the IPv6 address.

IPv6 Stateless Autoconfiguration

If the BO64C-16-1X1-IP network environment contains a device (such as a router) that supports the IPv6 Stateless
Autoconfiguration function, the B064C-16-1X1-IP can obtain its prefix information from that device to generate its IPv6
address. For example: 2001::74ff.fe6e:59.

As above, the address is displayed in the General list box of the Device Management = Device Information page.

Once you have determined the IPv6 address, you can use it when logging in from a browser or the Win and Java Client
AP programs.

For example:

If you are logging in from a browser, you would key:
http://[2001::74ff:fe6e:59]

for the URL bar.

If you are logging in with the AP program, you would key:
2001::74ff:fe6e:59

for the /P field of the Server panel (see 7.3.3 Windows Client AP Login).
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7.1.2 Trusted Certificates

When you try to log in to the B064C-16-1X1-IP from your Web browser, a Security Alert message will appear to inform
you the device's certificate is not trusted and ask if you want to proceed.

A

Your connection is not private

Attackers might be trying to steal your information from 172.17.18.189 (for example,
passwords, messages, or credit cards). Learn more

NET::ERR_CERT_AUTHORITY_INVALID

Q 1 get Chrome's highest level of security, turn on enhanced protection

Hide advanced Back to safety

This server could not prove that it is 172.17.18.189; its security certificate is not trusted by
your computer's operating system. This may be caused by a misconfiguration or an
attacker intercepting your connection.

Proceed to 172.17.18.189 (unsafe)

The certificate can be trusted, but the alert is triggered because the certificate’s name is not found on Microsoft's list of
Trusted Authorities. You have two options: 1) Ignore the warning and click Proceed; or 2) Install the certificate and have
it be recognized as trusted.

+ If you are working on a computer at another location, accept the certificate for just this session by clicking Yes.

- If you are working at your own computer, install the certificate on your computer (see below for details). After the
certificate is installed, it will be recognized as trusted.
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Installing the Certificate
To install the certificate:
1. Go to Browser's security setting and look for HTTPS/SSL certificate section. Start the Certificate Import Wizard.

X

“* Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation lists
from your disk to a certificate store.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network connections.
A certificate store is the system area where certificates are kept.

To continue, click Next.

Next Cancel

2. Follow the steps and import the trusted certificate into the Trusted Root Certification Authorities Section, then click
Finish.

3. Follow the Installation Wizard instructions to complete the installation. Unless you have a specific reason to choose
otherwise, accept the default options.
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4. The Wizard will present a caution screen. Click Yes.

Security Warning

You are about to install a certificate from a certification
! authority (CA) claiming to represent:

Eaton Tripp Lite

Windows cannot validate that the certificate is actually from
“Eaton Tripp Lite". You should confirm its origin by contacting
“Eaton Tripp Lite". The following number will assist you in this
process:

Thumbprint (sha1): F85210E3 S5E8DOD1 0277D6CA 82FB4BB6
44DCE223

Warning:

If you install this root certificate, Windows will automatically
trust any certificate issued by this CA. Installing a certificate
with an unconfirmed thumbprint is a security risk. If you click
"Yes" you acknowledge this risk.

Do you want to install this certificate?

5. Click Finish to complete the installation.
6. Click OK to close the dialog box.

7.1.3 Self-Signed Private Certificates

If you wish to create your own self-signed encryption key and certificate, a free utility (openssl.exe) is available for
download at www.openssl.org. To create your private key and certificate:

1. Go to the directory where you downloaded and extracted openssl.exe.
2. Run openssl.exe with the following parameters:

openssl req -new -newkey rsa:1024 -days 3653 -nodes -x509
-keyout CA.key -out CA.cer -config openssl.cnf

Notes:
- The command should be entered all on one line ( do not press [Enter] until all parameters have been keyed in).
«If there are spaces in the input, surround the entry in quotes (e.g., “Eaton Corporation”).

To avoid inputting information during key generation. the following additional parameters can be used: /C /ST /L /O /
OU /CN /emailAddress.

Example

openssl req -new -newkey rsa:1024 -days 3653 -nodes -x509

-keyout CA.key -out CA.cer -config openssl.cnf -subj
/C=yourcountry/ST=yourstateorprovince/L=yourlocationor city/O=yourorganiztion/
OU=yourorganizationalunit/ CN=yourcommonname/emailAddress=name@yourcompany .com

Importing Files

Once the openssl.exe program completes, two files - CA key (the private key) and CA.cer (the self-signed SSL certificate)
- are created in the directory that you ran the program from. These are the files that you upload in the Private Certificate
panel of the Security page.
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7.2 Super Administrator Setup
7.2.1 First-Time Setup

Once the KVM over IP switch has been connected, the Super Administrator will need to set up the unit for user
operation. This involves setting the network parameters and changing the default Super Administrator login. The most
convenient way to do this for the first time is from the local console.

Note: For remote methods of setting up the network, see 7.1 IP Address Determination.
At the local console, a login prompt appears on the console monitor:

® a = B # * E-T-N ©-

Port Access User Management  Device Management Log Maintenance Download

Log Information |
B3 B064C-16-1X1-1P
& [01]PC1 Time Severity User Log Information
= [02]PC2 2000/02/08 00:01:01  Least administrator DM: User administrator modified ANMS setting.
=« [03]PC3 2000/02/07 23:49:24  Least administrator UM: User administrator create new group Group 01
2000/02/07 23:48:30  Least administrator UM: User administrator create account for user John User 01
OP: User administrator from 10.3.32.109 (00-0C-29-E8-77-B3) attempting
to login via browser.
2000/02/07 23:39:22  Less System OP: User Administrator login via browser failed.
OP: User Administrator from 10.3.32.109 (00-0C-29-E8-77-B3) attempting

2000/02/07 23:39:34  Least System

2000/02/07 23:39:22  Least System

+ [10]PC10 to login via browser.
s [11]PC11 2000/02/07 23:39:12  Less System OP: User Administrator login via browser failed.
s [12]PC12 . OP: User Administrator from 10.3.32.109 (00-0C-29-E8-77-B3) attempting
 [37pci3 2000/02/07 23:39:12  Least System t0 login via brovser
] H‘%Eg 2000/02/07 21:07:50  Least System OP: Session of user administrator (10.3.62.111 00-0C-29-E8-77-B3) has
e e expired.
« [16]PC16 OP: User administrator from 10.3.62.111 (00-0C-20-E8-77-83) attem
.05 : ] pting
# BladeServer 2000/02/07 21:05:58  Least System to login via browser.
2000/02/07 21:05:47  Most System SYS: FIPS Disabled.
2000/02/07 21:05:47  Most System SYS: Accept new IP address 192.168.0.61 for network interface 2
2000/02/07 21:05:47  Most System SYS: Accept new IP address 172.17.18.189 for network interface 1
2000/02/07 21:05:42  Least System SYS: Loading system setting. Firmware Version=V1.0.061 build20230921

y Mode Y Filter 11 Pause M Clear Log Export Log Y Filter
(c) 2023 Eaton. All Rights Reserved.

Since this is the first time you are logging in, use the default Username: administrator and the default Password:
password.

Note: for security purposes, the system will prompt you to change the login password. The password must be different from your login
password.

Once you successfully log in, the Local Console Main Page will appear:

n
a - # e F.T-N ©-
User Management Device Management Log Maintenance Download
Connections | | | |
85 BO64C-16-1X1-1P
Status
Port Status: Offline

Connect v

Associated Link

Link Port:

Port Number Port Name Connect

@ BladeServer

== Array Mode Y Filter

(c) 2023 Eaton. All Rights Reserved.
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Network Setup

To set up the network, do the following;
1. Click the Device Management tab.
2. Select the Network tab.

L 2 - B # 3 E-T-N ©-

Port Access User Management  [EEVERE EUETEIE Log Maintenance Download
| Network | | | | |
£ B064C-16-1X1-IP.
{8 BladeServer IP Installer

@® Enabled O View Only O Disabled ‘

Service Ports
Program:
HTTPS:

e

Telnet:

[ Redundant NIC

[1000M Network Adapter 1 ~
IPv4 Settings
1P Address:

O Obtain IP address automatically [DHCP]
@ Set IP address manually [Fixed IP]

1P Address: 172.17.18.189

Subnet Mask: 255.255.255.0

Default Gateway: 172.17.18.254
DNS Server:

Obtain DNS server address automatically
@ Set DNS server address manually

Preferred DNS server: 10.0.1.6
Alternate DNS server: 0.0.0.0

Save € Close

(c) 2023 Eaton. All Rights Reserved

3. Fillin the fields according to the information provided under XX Network.

Changing the Super Administrator Login
1. At the top of the screen, click the User Management tab.

The User Management page has a list of Users and Groups in the Sidebar at the left and a more detailed list of users

(and user information) in the large central panel. Since this is the first time the page is being accessed, only the Super
Administrator will appear:

= 2 = B # +  EJIN O

Port Access [NEE VB ELEW Nl Device Management Log Maintenance Download
Accounts |

&8 Users

& Administrator Name Description Status
2 User01 Administrator Super Administrator Active
User01 User Active
Add ‘ ‘ Modify ‘ ‘ Delete ‘ | Close

(c) 2023 Eaton. All Rights Reserved.
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2. Click Administrator in the left panel.

or

Select administrator in the central panel, then click Modify at the bottom of the page.
The User Information page will appear:

User Information

Username: | Administrator

Password:

Confirm Password:

Description: | Super Administrator
Role
® Super Administrator ) Administrator O User
Permissions:
Device Management Port Configuration User Management
Maintenance System Log View only
Windows Client Java Client SSH Client
Telnet Client Force to Grayscale Power Management
Status

Disable account
Account never expires
Account expires on

[JUser must change password at next logon
User cannot change password
@® Password never expires
' Password expires after 0 days

Change the Username and Password to something unique.

Enter the password again in the Confirm Password field to confirm it is correct.

Click Save.

When the dialog box informing you that the change completed successfully appears, click OK.
Click on another item on the Local Console Main Page to close this page.

N o vk W

7.2.2 Moving On

After setting up the network and changing the default Super Administrator password, you can proceed to other
administration activities. These include User Management, Device Management and Firmware Upgrade Maintenance.

These activities can be accomplished using any of the KVM over IP switch's GUI utilities. These include the Local
Console, the browser-based Windows GUI, the browser-based Java Client Viewer, the stand-alone Windows Client AP
and the stand-alone Java Client AP. Choose the approach that suits you best.

Note: Firmware Upgrade Maintenance cannot be performed from the local console. You must log in remotely with one of the KVM over IP
switch’s other GUI utilities for this operation.
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7.3 Logging In
KVM over IP switches can be accessed from a local console, an Internet browser, a Windows application (AP) program
and a Java application (AP) program.

No matter which access method you choose, the KVM over IP switch's authentication procedure requires you to submit
a valid username and password. If you supply invalid login information, the authentication routine will return an /nvalid
Username or Password or Login Failed message. If you see this type of message, log in again with a correct username
and password.

Note: If the number of invalid login attempts exceeds a specified amount, a time out period is invoked. You must wait until the time out
period expires before you can attempt to log in again.

7.3.1 Local Console Login
When the local console is attached and there is no user logged in, the KVM over IP switch's login screen appears:

B064C-16-1X1-IP Login
Username

Password

E.T-N

Key in your username and password, then click Login to open the Local Console Main Page. The Local Console Main
Page is similar to the Web Browser, WinClient and Java Client Main Pages.

Note: If you are the administrator and are logging in for the first time, use the default username (administrator) and the default
password (password). For security purposes, the system will prompt you to change the login password. The password must be different
from your login password.
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7.3.2 Browser Login
KVM over IP switches can be accessed via an Internet browser running on any platform. To access the switch:
1. Open the browser and specify the IP address of the switch you want to access in the browser's location bar.

Note: For security purposes, a login string may have been set by the administrator. By default, there is no login string. If so, you must
include a forward slash and the login string along with the IP address when you log in. For example:

192.168.0.100/B064C161X1IP

2. When a Security Alert dialog box appears, accept the certificate (see 7.1.2 Trusted Certificates for details). If a
second certificate appears, accept it as well.

Once you accept the certificate(s), the login page will appear:

B064C-16-1X1-1IP Login
Username

Password

EF.T-N

3. Provide your username and password (set by the administrator), then click Login to open the Web Main Page.

Note: If you are the administrator and are logging in for the first time, use the default username (administrator) and the default
password (password). For security purposes, the system will prompt you to change the login password. The password must be different
from your login password.

7.3.3 Windows Client AP Login

The Windows AP Client allows direct remote access to Windows systems users without having to go through a browser
(although you initially download the Windows AP Client program from the browser page, see 7.10 Download for more
information). To connect to the B064C-16-1X1-IP, go to the location on your hard disk that you downloaded the
Windows AP Client program and double-click its icon (WinClient.exe).
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To connect to the BO64C-16-1X1-IP, click the WinClient.exe program icon (on your desktop) to access the Windows
Client Connection screen:

ER Winclient V1.0.071 = x

Server List:

Name IP Status

Server

| g

Part: |snun \

Connect Switch to remote view

Windows Client AP Connection Screen

Item Description

Menu Bar The Menu Bar contains two items: File and Help.
- The File Menu allows the operator to Create, Save and Open user created Work files).
+ The Help Menu displays the WinClient AP version.

Server List Each time the WinClient.exe file is run, it searches the user’s local LAN segment for
KVM over IP switches and lists whichever ones it finds in this box. If you want to
connect to one of these units, double-click it.

Notes:

The switch will not appear in the list unless its Enable Device List configuration parameter has been
enabled.

Only units whose Access Port settings for Program match the number specified for Port in the Server
area of this dialog box appear in the Server List window.

Server This area is used when you want to connect to a KVM over IP switch at a remote

location. You can drop down the IP list box and select an address from the list. If the

address you want is not listed, you can key in the target IP address in the IP field and

its port number in the Port field (if you do not know the port number, contact your

Administrator).

+ When the IP address and Port number have been specified, click Connect.

+ When you have finished with your session and come back to this dialog box, click
Disconnect to end the connection.

Message Panel Located just to the right of the Server panel, the Message panel lists status messages
regarding the connection to the KVM over IP switch.

Switch to Remote View Once you have been authenticated, this button becomes active. Click it to switch to the
GUI' Main Page.
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Connecting - Windows Client AP
1. From the Server List box, double-click the device that you wish to connect to.
-Or -
Specify its IP address and port number in the Server [P and Port input boxes.
2. Click Connect.
The Login dialog box appears:

Login:172.17.18.189 X ‘

Username: l| ‘

Password | ‘

Cancel

3. Key in a valid Username and Password, then click OK.

4. Once you have been authenticated, the Switch to Remote View button becomes active. Click it to connect to the
switch and open its GUI Main Page.

File Menu

The File Menu allows the operator to Create, Save and Open user created Work files. A Work File consists of all the
information specified in a Client session. This includes the Server List and Server IP list items, as well as the Hotkey

settings.
Whenever a user runs the Client program, it opens with the values contained in the current work file. The current work
file consists of the values that were in effect the last time the program was closed.

The File menu consists of the following items:

Item Description

New Allows the user to create a named work file so its values will not be lost and it will be
available for future recall.

Open Allows the user to open a previously saved work file and use the values contained in it.

Save Allows the user to save the values presently in effect as the current work file.

Exit Exits the WinClient.
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7.3.4 Java Client AP Login

In those cases in which the Administrator does not want the KVM over IP switch to be available via browser access, but
the local client users aren't running Windows, the Java AP Client provides direct remote access to non-Windows systems
users (although you initially download the Java AP Client program from the browser page, see 7.10 Download).

To connect to the BO64C-16-1X1-IP, go to the location on your hard disk that you downloaded the Java AP Client
program to, and double-click its icon (JavaClient.jar) to open the Java Client Connection Screen:

|£ | JavaClient

Server List:

Name | IP

X

Status |

Server

IP: | |v|

Port: [a000 |

Connect I | Switch to

Java Client AP Connection Screen
A description of the Connection Screen is provided in the following table:

Item Description
Server List Each time the JavaClient jar file is run, it searches the User's local LAN segment for KVM
over IP switches and lists whichever ones it finds in this box. If you want to connect to
one of these units, double-click it.
Notes:
- The switch will not appear in the list unless its Enable Device List configuration parameter has been
enabled.
- Only units whose Access Port settings for Program match the number specified for Port in the
Server area of this dialog box appear in the Server List window.
Server This area is used when you want to connect to a KVM over IP switch at a remote

location. You can drop down the IP list box and select an address from the list. If the
address you want is not listed, you can key in the target IP address in the IP field and
its port number in the Port field (if you do not know the port number, contact your
Administrator.)

+ When the IP address and Port number have been specified, click Connect.

+ When you have finished with your session and come back to this dialog box, click
Disconnect to end the connection.

Message Panel

Located just to the right of the Server panel, the Message panel lists status messages
regarding the connection to the KVM over IP switch.

Switch to Remote View

Once you have been authenticated, this button becomes active. Click it to switch to the
GUI Main Page.
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Connecting - Java Client AP
To connect to a KVM switch, do the following:
1. From the Server List box, double-click the device that you wish to connect to.

-Or -
Specify its IP address and port number in the Server [P and Port input boxes.
2. Click Login.
The Login dialog box appears:
Login X
Username: || |
Password: | |
| OK | | Cancel |

3. Key in a valid username and password, then click OK.
4. Once you have been authenticated, the Remote View button becomes active:
5. Click it to connect to the switch and access its GUI Main Page.

7.4 User Interface

Once you have successfully logged in, the BO64C-16-1X1-IP user interface Main Page will appear. The appearance of the
page may vary slightly, depending on which method was used to log in.
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7.4.1 Web Browser Main Page

To ensure multi-platform operability, access to the BO64C-16-1X1-IP can be accomplished with most standard web
browsers. Once users log in and are authenticated, the Web Browser Main Page will appear with the Port Access page

displayed:

Tonnections |

[ B B064C-16-1X1-IP

. [01]PCl

s [02]PC2

4 [03]PC3

4 [04]PC4

» [05]PCS

» [06]PCE

5 [07]pC7

4 [08]PCB

. [09]PCO

» [10]PC10

4 [11]Pc11
 [12]PCi2

s [13]PC13

« [14]PC14

3 [15]pC15

» [16]PC16

[ BladeServer

5 Array Mode Y Filter

= B s s E-T'N 6—0

Maintenance Download

Port Name Device Name

01 PC1 BO64C-16-1X1-IP Offline
02 PC2 B064C-16-1X1-IP Offline
03 PC3 BO64C-16-1X1-IP Offline
04 PC4 B064C-16-1X1-IP Offline
a5 PC5 BO64C-16-1X1-IP Offline
06 PC6 B0G4C-16-1X1-IP Offline
07 PC7 BO64C-16-1X1-IP Offline
08 PC8 BO64C-16-1X1-IP Offline _0
a9 PC3 BO64C-16-1X1-IP Offline
10 PC10 B064C-16-1X1-IP Offline
11 PC11 BO64C-16-1X1-IP Offline
12 PC12 B0G4C-16-1X1-IP Offline
13 PC13 B064C-16-1X1-IP Offline
14 PC14 B0G4C-16-1X1-IP Offline
15 PC15 BO64C-16-1X1-IP Offline
16 PC16 B064C-16-1X1-IP Offline

> Connect

(c) 2023 Eaton. All Rights Reserved.

Note: The above screen shows an administrator’s page. Depending on a user’s type and permissions, not all of these elements may

appear.

The tab bar contains the BO64C-16-1X1-IP main operation categories. The items that
Q | TabBar appear in the tab bar are determined by the user's type and the authorization options

that were selected when the user's account was created.

The menu bar contains operational sub-categories that pertain to the item selected
© | Vienu Bar in the tab bar. The items that appear in the menu bar are determined by the user's

type and the authorization options that were selected when the user's account was
created.

The Sidebar provides a tree view listing of ports that relate to the various tab bar and
menu bar selections. Clicking a node in the Sidebar will open a page with the details

Sidebar that are relevant to it.
There is a Filter button at the bottom of the Sidebar that lets you expand or
narrow the scope of the ports that appear in the tree.

Eaton Logo Eaton Logo directs user to the official Eaton website https://tripplite.eaton.com/.

User Settings

Click this button for user information, configure user preferences settings, change
password, logout and online help.

© 00 o

Interactive Display Panel

This is your main work area. The screens that appear reflect your menu choices and
Sidebar node selection.
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User Settings

User:administrator

- (1

User Preferences —0
Change Password —0

Logout —O0

Access Online Help —G
@ | User Information Displays the user information and description.
© | User Preferences Configures the user preference settings.
(3] Change Password Change the login password.
(4] Logout Log out and end the session.
@ | Access Online Help Click to visit the Eaton Website.

User Preferences

The User Preferences page allows users to set up their own individual working environments. The switch stores a
separate configuration record for each user profile and sets up the working configuration according to the Username
that was keyed into the Login dialog box:

User Preferences x

Language: [English v|
0SD Hotkey: [Ctrl] [Ctrl] v|
1D Display: [ Port Number + Port Name v
ID Duration: (3 | sec
Scan Duration: 5 | sec
Screen Blanker: 0 | min
Logout Timeout: 0 | min
Toolbar: @® Enable O Disable
Viewer: #1 Web Client ~
#2 Win Client
#3 Java Client b

[ save || cancel |
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Setting Function
Language Selects the language the interface displays in.
OSD Hotkey Selects which Hotkey controls the GUI function: [Scroll Lock]. [Scroll Lock] is the

default. To select a different combination, click the arrow at the right of the box to
drop down the list of choices.

ID Display Selects how the Port ID is displayed: the Port Number alone (PORT NUMBER), the Port
Name alone (PORT NAME); or the Port Number plus the Port Name (PORT NUMBER +
PORT NAME). The default is PORT NUMBER + PORT NAME.

ID Duration Determines how long a Port ID displays on the monitor after a port change has taken
place. You can choose an amount from 1—255 seconds. The default is 3 Seconds. A
setting of O (zero) means the Port ID is always on.

Scan Duration Determines how long the focus dwells on each port as it cycles through the selected
ports in Auto Scan Mode. Key in a value from 1—255 seconds. The default is 5
seconds; a setting of 0 disables the Scan function.

Screen Blanker If there is no input from the console for the amount of time set with this function,
the screen is blanked. Key in a value from 1—30 minutes. A setting of 0 disables this
function. The default is O (disabled).

Note: Although this function can be set from either the local console or a remote login, it only
affects the local console monitor.

Logout Timeout If there is no user input for the amount of time set with this function, the user is
automatically logged out. A login is necessary before the KVM over IP switch can be
accessed again.

Toolbar Selects whether the Port Toolbar is enabled when a port is accessed.

Viewer* In the browser version of this page, a Viewer section is available. You can choose which
viewer method is preferred when connecting to a port by clicking the up or down
arrow to shift viewer method position around.

Usable viewers are automatically determined by the status of the system at the time of
the login and by the type of browser.

When you try to connect to a port (double-click the port or select a port and click
Connect), the system will use the viewer according to the viewer list.

Viewer: #1 Web Client P
#2 Java Client 3
#3 Win Client

+ The top-most method is the most preferred method and is listed as #1 (Web Client
by default).

+ If the preferred method is supported when connecting to a port, the system will try
connecting using the preferred method.

+ If the method is not supported, the system will try connecting using the next
method, and try the last method last.

Save Click Save to save any changes made to the User Preferences settings.

Notes:
* *This item is only available with the Browser version.

- The local console’s User Preferences page additionally (and exclusively) provides the beeper setting for users to turn the device's beeper
on (default) or off.
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Tab Bar

The number and type of icons that appear on the Tab Bar at the top of the page are determined by the user’s type
(Super Administrator, Administrator, User) and the permissions assigned when the user's account was created. The
functions associated with each of the icons are explained in the table below:

Icon Function

Port Access: The Port Access page is used to access and control the devices on the
KVM over IP switch installation. This page is available to all users.

User Management: The User Management page is used to create and manage Users
and Groups. It can also be used to assign devices to them. This tab is available to the
Super Administrator as well as administrators and users who have been given User
Management permission. The tab does not appear for other administrators and users.

Device Management: The Device Management page is used to configure and
control the overall operation of the KVM over IP switch. This page is available to the
Devios Management Super Administrator, as well as administrators and users who have been given Device
Management permission. The tab does not appear for other administrators and users.

Log: The Log page displays the contents of the log file.

Log

Maintenance: The Maintenance page is used to install new firmware; backup and
Ve restore configuration and account information; ping network devices; and restore
Maintenance default values. This page is available to the Super Administrator (and Administrators
and Users with Maintenance permission). The icon does not display on the page of

ordinary administrators and users.

Download: Users can click this icon to download AP versions of the Windows Client;
the Java Client; and the Log Server. This page is available to all users. The programs
that can be downloaded depend on the user's permissions.
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7.4.2 AP GUI Main Page
With WinClient AP and Java Client AP access, once users log in (see 7.3 Logging In), the GUI Main Page will open:

s & B g + E:T-N ©-
Port Access User Management Device Management Log Maintenance Download
Connections | | | |
B3 B0GAC-16-1X1-IP

« [01JPCT Port Number | Port Name \ Device Name \Status
01 PC1 BOG4C-16-1X1-1P Offline
02 PC2 B0G4C-16-1X1-1P Offline
03 PC3 BOG4C-16-1X1-1P Offline
04 PC4 B0G4C-16-1X1-1P Offline
05 PCS BOG4C-16-1X1-1P Offline
06 PCH B064C-16-1X1-1P Offline
07 PC7 BOG4C-16-1X1-1P Offline
08 PCE B064C-16-1X1-1P Offline
09 PCY BO64C-16-1X1-1P Offline
10 PC10 B0G64C-16-1X1-1P Offline
11 PC11 BO64C-16-1X1-1P Offline
12 PC12 BO64C-16-1X1-1P Online
13 PC13 BO64C-16-1X1-1P Offline

& BladeServer 14 PC14 BO64C-16-1X1-1P Offline
15 PC15 BOG4C-16-1X1-1P Offline
16 PC16 BOG4C-16-1X1-1P Offline

>' Connect

(c) 2023 Eaton. All Rights Reserved.

The GUI Main Page is similar to the Web Browser. The differences between them are as follows:

1. The AP GUI version does not have a menu bar below the tab bar; it instead has a series of tabs like a notebook. Like

the Web Browser interface, the makeup of the tabbed notebook changes depend on the items selected on the main
Tab Bar and in the Sidebar.

2. In addition to Filter, there are also buttons for Scan and Array Mode at the bottom of the Sidebar. These functions
are discussed in 7.5 Port Access.

3. There is a hidden Control Panel at the upper or lower center of the screen that becomes visible when you hover
your cursor over it (the default is at the upper center of the screen).

4. The GUI can be navigated via the keyboard as shown in the table below:

Keys Action

Ctrl +P Opens the Port Access page.

Ctrl+U Opens the User Management page.
Ctrl+D Opens the Device Management page.
Ctrl +L Opens the Log page.

Ctrl + M Opens the Maintenance page.

Ctrl + A Opens the Download page.

F1 To see About information

F2 To edit the port name of the selected port.
F4 Selects the Sidebar (left) panel.

F5 Selects the main (right) panel

F7 Closes the GUI.

F8 To log out.
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7.4.3 Local Console GUI Main Page
The Local Console GUI Main Page is similar to the Java and Windows AP GUI Main Page:

B B064C-16-1X1-IP(172.17.18.189) - o x
[ ] A 5 ®
User Management. Device Management Log Maintenance
ﬁm— Connections | H\stolyl Favonles' Sess\onsl Accessl PurtEoanguranon'

S miFo
& [021PC2 Port Number [PattName | DevieaName [ Gtatus
i [03PC3 0 P Offine,
= [oqpce [ PC2 EBOBAC-1E-11-IF Dffline
& [5IPCS 03 PC3 BOBAC-1E111P Ofne
kel [DEIPCE 04 FC4 BOEAC-1611 P Dffine
& p7per 05 PCS BOBAC-1E111P Ofine
& [p3)PCE 06 FCE BORACE1%1-IP Qe
& [p3PCs o FC? BOBAC1E-1%1-F Ofine
& parcio 08 P8 BOBAC-1E111P Ofne
el P i FCY BOBAC-1E-1%1IF Offine
& papei2 10 PC10 BOBAC-1E111P Ofne
& [13)PET3 1 FC11 BORAC-1EAX1IP Oifine
& pagpeid 12 PC12 BOBAC1E-1%11P Ofne
& psRCis 13 PC13 BOBACE11IP Offine
L pEPCis 14 FC14 BOBAC- 1611 -F Ofine
8 Blaceserver 15 P15 BOBAC-1E111P Ofne

16 FCIE BOBAC-1E-1%1IF Offine

&)  Doublclick orpressEnter G Connet

[E Scan  EH AnapMode S Fiker
6] 2023E aton. Al Rights Ressrved V10061

The major difference is that the Local Console Main Page does not have a tab for Download.

Mounting Virtual Media Locally

Local console supports virtual media mounting. To mount a virtual media:

1. Plug the USB flash drive into the target server locally.

2. Onyour local console, right-click the server in the sidebar and click Mount.

User Management
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3. On the Virtual Media Settings dialog box that appears, click Add to select your virtual media.
Note: The mounting virtual media settings are similar to those of via Windows / Java Client Viewer.

Virtual Media Seltings E3

Device Type | Device Mame |

[ Disable Hioh Speed USB Operation Mode
[ KeepAlive

Add [ R ARG IR} l Bdlciont l Exat
| USB1:KingstonD ataTraveler 2.0

7.4.4 Control Panel

WinClient Control Panel

Since the WinClient Control Panel contains the most complete functionality, this section describes the WinClient Control
Panel. Although the Java Control Panel does not enable all the features as the WinClient Control Panel, the functions
they do share are the same and you can refer to the information described here when using it.

The Control Panel is hidden at the upper or lower center of the screen (the default is at the lower center) and will
become visible when your mouse over it. The panel consists of three rows: an icon row at the top, and text rows below
it:

ERILEYOL N » @ 0@ B 80 ®| aaa

Note: The above image shows the complete Control Panel. The icons that appear can be user selected.

+ By default, the left of the text row shows the video resolution of the remote display. As the mouse pointer moves
over the icons in the icon bar, information in the upper text row changes to describe the icon's function. In addition, if
a message from another user is entered in the message board and you have not opened the message board in your
session, the message will appear in the upper row.

+ The right of the row shows the IP address of the device you are accessing at the left of the row. The center of the row
indicates which bus the user is on (the number before the slash), and the total number of users on that bus (the
number behind the slash).

Notes:
- The bus and user information in the center of the row only displays if it has been enabled.
- See 7.11.4 Multiuser Operation for further information regarding the KVM over IP switch’s bus assignments.
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* Right-clicking in the text row area opens a menu-style version of the toolbar. In addition, it allows you to select
options for the Screen Mode, Zoom, Mouse Pointer type and Mouse Pointer.

Settings L=
Contral Panel
Transparent
[]Enable Icon Mode

Show Number of Users

Customize Control Panel

[ show Scraoll Bar for Window
[]Enable Keyboard Pass Through

Show Message in Window Title

Device Mame (IF)/Port Name w
Snapshot
Path: CRCO006 Browse
Format: (®) BMP (O IPEG
Quality 75
Cancel

+ To move the Control Panel to a different location on the screen, place the mouse pointer over the text row area, then
click and drag.

WinClient Control Panel Functions

Icon Function

This is a toggle. Click to make the Control Panel persistent (e.g., always display on top
of other screen elements). Click again to display normally.

Under an accessed port, click to recall the GUI.

Click to open the Video Options dialog box. Right-click to perform a quick AutoSync.

Toggles the display between Full Screen Mode and Windowed Mode.

Click to zoom the remote display window.
Note: This feature is only available in windowed mode (Full Screen Mode is off).

Click to toggle the remote display between color and grayscale views.

Click to perform a video and mouse autosync operation. It is the same as clicking the
AutoSync button in the Video Options dialog box.

RN - SEERFCREAN - R 2R

Under an accessed port, click to invoke Panel Array Mode (see 7.11.3 Panel Array
Mode).
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Icon Function
Under an accessed port, click to begin Auto Scan Mode. The KVM over IP switch
[ »o¥ automatically switches among the ports that were selected for Auto Scanning with the
— Filter function. This allows you to monitor their activity without having to switch among

them manually.

Click to toggle Automatic or Manual mouse sync.
- When the selection is Automatic, a green v appears on the icon.
+ When the selection is Manual, a red X appears on the icon.

Click to select the mouse pointer type.
Note: This icon changes depending on which mouse pointer type is selected.

Click to access the on-screen keyboard.

Click to select the port you wish to connect to.

Click to take a snapshot (screen capture) of the remote display.

Click to send a Ctrl+Alt+Del command to the remote system.

Click to open the Macros dialog box.

Click to display a dropdown list of User macros to access and run macros more
conveniently than using the Macros dialog box.

MmmBE S 88 > €

Click to open the Virtual Media dialog box. The icon changes depending on the status
of the virtual media function.
Note: This icon displays in gray when the function is disabled or not available.

Q Click to open the Message Board.
These icons show the Num Lock, Caps Lock and Scroll Lock status of the remote
computer.
+ When the lock state is On, the LED illuminates orange and the lock hasp is closed.
ﬁ ﬁ ﬁ + When the lock state is Off, the LED illuminates blue and the lock hasp is open.

Click on the icon to toggle the status.

Note: These icons and your local keyboard icons are in sync. Clicking an icon causes the
corresponding LED on your keyboard to change accordingly. Pressing a Lock key on your keyboard
will cause the icon’s color to change accordingly.

Click to open more control panel functions.

Macros

E The Macros icon provides access to three functions found in the Macros dialog box: Hotkeys, User Macros and
= System Macros.
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Hotkeys

Various actions related to manipulating the remote server can be accomplished with hotkeys. The Hotkey Setup utility
(accessed by clicking the icon) lets you configure which hotkeys perform the actions.

The hotkeys that invoke an action are shown to the right of its name. Use the checkbox to the left of an action's name
to enable or disable its hotkey.

Macros
@ Hotkeys ' User Macros _) System Macros
Enable Actions Hotkeys
4 Exit Remote Location F2,F3,F4.
I Adjust Video F5,F6,F7.
Toggle Control Panel F3,F4,F5.
Toggle Mouse Display F7,F8,F9.
Adjust Mouse F8,F7,F6. Delete
] Video AutoSync F6,F7,F8.
| Show Hide Local Cursor F4,F5. Reset
] Substitute Ctrl Key F1L
V] Substitute Alt Key F12. Set Hotkey
Search 3) By Name By Key
Exit

To change the hotkey for an action, do the following:

1. Highlight the Action, then click Set Hotkey.

2. Press your selected Function keys (one at a time). The key names appear in the Hotkeys field as you press them.
+ You can use the same function keys for more than one action, so long as the key sequence is not the same.
+ To cancel setting a hotkey value, click Cancel; to clear an action’s Hotkeys field, click Clear.

3. Once you have finished keying in your sequence, click Save.

To reset all the hotkeys to their default values, click Reset.

An explanation of the Hotkey actions is provided in the table below:

Action Explanation

Exit Remote Location Breaks the connection to the B064C-16-1X1-IP and returns you to local client
computer operation. This is equivalent to clicking the Exit icon on the Control Panel.
The default keys are F2, F3, F4.

Adjust Video Opens the Video Settings dialog box. This is equivalent to clicking the Video Settings
icon on the Control Panel. The default keys are F5, F6, F7.

Toggle OSD Toggles the OSD Control Panel Off and On. The default keys are F3, F4, F5.

Toggle Mouse Display If you find the display of the two mouse pointers (local and remote) to be confusing or

troublesome, you can use this function to shrink the non-functioning pointer down to
a barely noticeable tiny circle which can be ignored. Since this function is a toggle, use
the hotkeys again to bring the mouse display back to its original configuration. This

is equivalent to selecting the Single pointer type from the Mouse Pointer icon on the
Control Panel. The default keys are F7, F8, FO.

Note: The Java Control Panel does not have this feature.

Adjust Mouse This synchronizes the local and remote mouse movements. The default keys are F6,
F7, FS8.
Video Autosync This combination performs an auto-sync operation. It is equivalent to clicking the Video

Autosync icon on the Control Panel. The default keys are F8, F7, F6.

Show/Hide Local Cursor Toggles the display of your local mouse pointer off and on. This is equivalent to
selecting the Null pointer type from the Mouse Pointer icon on the Control Panel. The
default keys are F4, F5.
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Action

Explanation

Substitute Ctrl key

default key is F11.

If your local client computer captures Ctrl key combinations and prevents them from
being sent to the remote server, you can implement their effects on the remote server
by specifying a function key to substitute for the Ctrl key. If you substitute the F11 key,
for example, pressing [F11 + 5] would appear to the remote server as [Ctrl + 5]. The

Substitute Alt key

The default key is F12.

Although all other keyboard input is captured and sent to the BO64C-16-1X1-IP switch,
[Alt + Tab] and [Ctrl + Alt + Del] work on your local client computer. To implement their
effects on the remote server, another key may be substituted for the Alt key. If you
substitute the F12 key, for example, you would use [F12 + Tab] and [Ctrl + F12 + Del].

User Macros

User Macros are created to perform specific actions on the remote server. To create the macro, do the following:
1. Select User Macros, then click Add.

pe

Macros )
| Hotkeys Q@ User Macros System Macros
Name Hotkey Macro Playback ... Play E]
Set Hotkey
Search @ By Name By Key
[ seach | [ it |

2. In the dialog box that opens, replace the “New Macro” text with a name of your choice fo

Macros

© Hotkeys @ User Macros

Name Hotkey Macro

envacoll

(© System Macros

Playback ...
NoWait

Search @ By Name | By Key

X

Record

elete
Edit

Set Hotkey

Import

Search

r the macro:

Exit
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3. Click Record.
The dialog box disappears and a small panel appears at the top left of the screen:

| Pause || Donme || Cancel |[ Show |

4. Press the keys for the macro.
- To pause macro recording, click Pause. To resume, click Pause again.
+ Clicking Show opens a dialog box that lists each keystroke you make, together with the amount of time each one

takes:
Macros @
Hotkeys @) User Macros Inserting......
Key Time Interval
Press S, 0
Press D. 47
PressF. 47 —
Release S, 47
Release D. 62 elete
Release F. 47
Press S. 31 ave
Release S. 94
Search By Name By Key
Exit

Clicking Cancel cancels all keystrokes.

Once you have finished, click Stop (this is the equivalent of clicking Done in Step 5).

Notes:

- Case is not considered - typing A or @ has the same effect.

+When recording the macro, the focus must be on the remote screen. It cannot be in the macro dialog box.

- Only the default keyboard characters may be used. Alternate characters cannot be used. For example, if the keyboard is Traditional
Chinese and default character is A, the alternate Chinese character obtained via keyboard switching is not recorded.

5. If you have not opened the Show dialog, click Done when you have finished recording your macro. You return to the
Macros dialog box with your macro keystrokes displayed in the Macro column:
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6. If you want to change any of the keystrokes, select the macro and click Edit. This will open a dialog box similar to the
one for Show. You can change the content of your keystrokes, change their order, etc.

Macros

_) Hotkeys

@) User Macros

(") System Macros

)=

Name
NewMacro

Hotkey

Macro
SDFS

Playback ...
MoWait

Play

Record

Set Hotkey

rt

SR

Search

@) By Name

() By Key

t

Search

)

Exit

7. Repeat the procedure for any other macros you wish to create.

After creating your macros, you can run them in any of three ways:

1. Using the hotkey (if one was assigned).
2. Opening the Macro List on the Control Panel and clicking the one you want.
3. Opening this (Macros) dialog box and clicking Play.

m |
E Play Without Wait
Record

Play With Time Control
If you run the macro from this dialog box, you have the option of specifying how the macro runs.

+ If you choose Play Without Wait, the macro runs the keystrokes one after another with no time delay between
them.

+ If you choose Play with Time Control, the macro waits for the amount of time between keystrokes that you took
when you created it. Click on the arrow next to Play to make your choice.

- If you click Play without opening the list, the macro runs with the default choice (NoWait or TimeCtrl), which is
shown in the Playback column.

Macros

Hotkeys

@ User Macros

(") System Macros

Name

Hotkey

Macro

Playback ...

NewMacro SDFS NoWait

‘ Play

Edit
Set Hotkey

Impor

Export

Search

(@ By Name

) By Key

{

Search

)

Exit

Note: User Macros are stored on the Local Client computer of each user. Therefore, there is no limitation on the number of macros,
size of the macro names or makeup of the hotkey combinations that invoke them.
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Search

Located at the bottom of the dialog box, the Search button lets you filter the list of macros that appear in the large
upper panel for you to play or edit. Click a radio button to choose whether you want to search by name or by key, key
in a string for the search, then click Search. All instances that match your search string will appear in the upper panel.

System Macros

System Macros are used to create exit macros for when you close a session. For example, as an added measure of
security, you can create a macro that sends the Winkey-L combination which would cause the remote server’s log in
page to open the next time the device was accessed. To create the macro:

1. Select System Macros, then click Add.

Macros @
*) Hotkeys () User Macros
Name Macro
Record
Add
Delete
Search @ By Name ") By Key
[ Search ] Exit

2. In the dialog box that opens, replace the “New Macro” text with a name of your choice for the macro.

3. Click Record.

Macros

) Hotkeys @ User Maaros () System Macros

Name Hotkey Macro Playback ...

Cr ) sl

Edit
B

Search @ By Name By Key

Search

) =)

The dialog box will disappear and a small panel will appear at the top left of the screen.
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4. Press the keys for the macro.
- To pause macro recording, click Pause. To resume, click Pause again.

+ Clicking Show opens a dialog box that lists each keystroke that you make, together with the amount of time each
one takes.

Notes:
- Case is not considered - typing A or a has the same effect.
- When recording the macro, the focus must be on the remote screen. It cannot be in the macro dialog box.

- Only the default keyboard characters may be used. Alternate characters cannot be used. For example, if the keyboard is Traditional
Chinese and default character is A the alternate Chinese character obtained via keyboard switching is not recorded.

5. If you have not opened the Show dialog, click Done when you have finished recording your macro. You will return to
the Macros dialog box with your system macro key presses displayed in the Macro column:

Macros
Hotkeys () User Macros @ System Macros
Name Macro
[orera)
Add
Delete
Edit
Search @ By Name ") By Key
[ search | Exit

6. If you want to change any of the keystrokes, select the macro and click Edit. This will open a dialog box similar to the
one for Show. You can change the content of your keystrokes, change their order, etc.

7. Repeat the procedure for any other macros you wish to create.

Once the system macros have been created, they are available for use on a port-by-port basis. They get selected on a
port's Port Configuration = Port Properties page.

Notes:
- You can choose only one system macro per port.

- System macros are stored on the switch. Therefore, macro names may not exceed 64 Bytes and hotkey combinations may not exceed
256 Bytes (each key usually takes 3-5 Bytes).

« System macro names only support ASCIl characters.
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Video Settings

K23 Clicking the Video Settings icon on the Control Panel opens the Basic Video Settings dialog box with basic settings.

~ The options in the basic dialog box allow you to adjust the Screen Position, set Auto-Sync and slide the
Performance bar setting. Selecting the Advanced button opens the Advanced Video Settings dialog box to provide
more detailed options including: Video Quality, Enable Refresh, Transparency and Color Depth Control.

Basic Video Settings

I - |[=]
@ Preset O Custom
Fair <Video Quality > Excellent
Performance: '
Low 100M Ethernet High
[JEnhanced Text Mode
oK Cancel Advanced = >
Advanced Video Settings
r ——
20 Se  |[=]
@ Preset O Custom
Fair <Video Quality = Excellent
Performance: '
Low 100M Ethernet High
[[]Enhanced Text Mode
Min Max
Video Quality: '
[]Enable Refresh Refresh every 10 seconds
Transparency
Low High
Color depth control
[JEnable
Low High
OK Cancel Basic<<
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The meanings of the video adjustment options are provided in the table below:

Options

Description

Preset / Custom

Using the Preset and Custom buttons allow you to set and save custom video settings
and revert to default video settings.

Performance

Use the slide bar to select the type of Internet connection the local client computer
uses. The switch will use that selection to automatically adjust the Video Quality
settings to optimize the quality of the video display.

Since network conditions vary, if none of the presets are working to your expectations,
you can select Advanced and use the Video Quality slider bar to adjust the settings to
suit your conditions

Video Quality

Drag the slider bar to adjust the overall Video Quality. The larger the value, the clearer
the picture and the more video data goes through the network. Depending on the
network bandwidth, a high value may adversely affect response time.

Enable Refresh

The KVM over IP switch can redraw the screen every 1 to 99 seconds, eliminating

unwanted artifacts from the screen. Select Enable Refresh and enter a number from

1 through 99. The KVM over IP switch will redraw the screen at the interval you specify.

This feature is disabled by default. Click to put a check mark in the box next to Enable

Refresh to enable this feature.

Notes:

- The switch starts counting the time interval when the mouse movement stops.

- Enabling this feature increases the volume of video data transmitted over the network. The lower
the number specified, the more often the video data is transmitted. Setting too low a value may
adversely affect overall operating responsiveness.

Transparency

Adjusts the transparency of the toolbar that opens when the GUI hotkey ([Scroll Lock]
[Scroll Lock], for example) is invoked. Slide the bar until the display in the example
window is to your liking.

Color Depth Control

This setting determines the richness of the video display by adjusting the amount of
color information.

Network Bandwidth Information for KVM Sessions
For network bandwidth management, a KVM session of a full-screen video display at 1920 x 1080 @ 60 Hz will take up

approximately 64 Mbps.

However, since the network environment of each station/session varies, the aforementioned information proposes what
is ideal but does not warrant the smoothness/quality for each session.
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The Message Board

g The B064C-16-1X1-IP supports multiple user logins, which may cause access conflicts. To alleviate the problem, a
message board is provided to allow users to communicate with one other:

|® " Message Board T @
€= %

| oAl Users
adriiztratar

Send

Exit

Button Bar
The buttons on the Button Bar are toggles.

Action

Enable/Disable Chat: \When disabled, messages posted to the board are not
displayed. The button is shadowed when Chat is disabled. The icon displays next to
the user's name in the User List panel when the user has disabled Chat.

Occupy/Release Keyboard/Video/Mouse: \When you Occupy the KVM, other users
cannot see the video, nor input keyboard or mouse data. The button is shadowed
when the KVM is occupied. The icon displays next to the user's name in the User List
panel when the user has occupied the KVM.

Occupy/Release Keyboard/Mouse: When you Occupy the KM, other users can see
the video, but cannot input keyboard or mouse data. The button is shadowed when
the KM is occupied. The icon displays next to the user's name in the User List panel
when the user has occupied the KM.

Show/Hide User List: When you hide the User List, the User List panel closes. The
button is shadowed when the User List is open.

ST

Message Display Panel

Messages that users post to the board - as well as system messages - display in this panel. If you disable Chat, however,
messages that get posted to the board won't appear.

Message Display Panel

Messages that users post to the board (as well as system messages) display in this panel. If you disable Chat, messages
that get posted to the board will not appear.

Compose Panel

Key in the messages that you want to post to the board in this panel. Click Send, or press [Enter] to post the message
to the board.
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User List Panel
The names of all the logged in users are listed in this panel.
* Your name appears in blue and other users' names appear in black.

- By default, messages are posted to all users. To post a message to an individual user, select the user's name before
sending your message.

- If a user's name is selected and you want to post a message to all users, select All Users before sending your
message.

- If a user has disabled Chat, its icon displays before the user's name to indicate so.
+ If a user has occupied the KVM or the KM, its icon displays before the user's name to indicate as such.

P

# | Message Board (=3
6 = ¥ (T
administrator: the system is going to shut down in (DAl Users
5 minutes... administrator
administrator
brett
Jerry
simon
Tuke
bob
- Exit

Virtual Media

The Virtual Media feature allows a drive, folder, image file, removable disk or smart card reader on a user's system to
appear and act as if it were installed on the remote server.

The Virtual Media icon changes depending on the status of the virtual media function, as shown in the table below:

Icon Function

The icon displays in gray to indicate the virtual media function is disabled or not
available.

The icon displays in blue to indicate that the virtual media function is available. Click
the icon to open the virtual media dialog box.

The icon displays in blue with a red X to indicate a virtual media device has been
mounted on the remote server. Click the icon to unmount all redirected devices.
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Mounting Virtual Media
1. Click the Virtual Media icon to open the Virtual Media dialog box.

Virtual Media Control ;l ﬂ

‘Write Mode ] Device Type \ Device Name/Path |

1|
N

| Disable High Speed USE Operation Mode

Add | Exit |

Note: The T button at the top right opens a slider to adjust the transparency of the dialog box. After making your adjustment, click
anywhere in the dialog box to dismiss the slider.

2. Click Add; then select the media source.

Virtual Media Control |

Write Mode ] Device Type ‘ Device Name/Path I

1|
3

Drive
[SO File
Folder
Local Smart Card ®»  USB1:CCID USB Reader

[ add | 1] [ e ]

Depending on your selection, additional dialog boxes appear to select the drive, ISO file, folder, or removable disk you
desire. See 8.9 Virtual Media Support for a list of supported virtual media types and details about mounting them.

3. If your device only supports full-speed USB, put a check in the Disable High Speed USB Operation Mode checkbox.

4. To add additional media sources, click Add and select the source as many times as you require. Up to three virtual
media choices can be mounted. The top three in the list are the ones that are selected. Virtual Media and Smart
Card readers can be mounted at the same time. To rearrange the selection order, highlight the device you want to
move, then click the Up or Down arrow button to promote or demote it in the list.

I Disable Hig
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5. Read refers to the redirected device being able to send data to the remote server and Write refers to the redirected
device being able to have data from the remote server written to it. For the redirected device to be writable as well
as readable, click to put a check in the Enable Write checkbox:

Virtual Media Control v | ¥
‘Write Mode ] Device Type ‘ Device Mame/Path |
Local Smart,.. USE1:CCID USE Reader
Drive D:, ll
CEnsble write  Disk USE Mass Storage Device Gi

4

I Disable High Speed USE Operation Mode
Remave Maunk | | Exit I

Note: If a redirected device cannot be written to, it will appear in gray.
6. To remove an entry from the list, select it and click Remove.

7. Once you have made your media source selections, click Mount. The dialog box will close. The virtual media devices
you have selected are redirected to the remote server, where they will appear as drives, files, folders, etc. on the
remote server’s file system.

OErraSS— e
Fle Edt View Favorites Took Help -
d=fock - = - (3] | Qoearch [GFoders (F | 0SB (e | X X By R | EB-

Address I@ My Computer .:] @Go
e bed = (=534 Floppy (&)

Ha - (SDeSystenE (C1)

‘=, (SDesystem2KAS (Di)
My Computer EISTORAGE (E:)

‘ Select an item to view its descriptiok, =IRemovable Disk (G:)

] Control Panel
Displays the files and folders on your
computer

See also:
My Documents

MMy Network Places
Ietwork and Disl-up Connections

|7 object(s) ‘@. My Computer 4

Once mounted, you can use the virtual media as if they really existed on the remote server; drag and drop files to/from,
open files on the remote server for editing and save them to the redirected media, etc.

Files saved to the redirected media will be saved on your local client computer's storage and files you drag from the
redirected media will come from your local client computer's storage.

8. To end the redirection, open the Control Panel and click on the Virtual Media icon. All mounted devices are
automatically unmounted.
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Zoom
Q The Zoom icon controls the zoom factor for the remote view window. Settings are as follows:

-

Setting Description
100% Sizes and displays the remote view window at 100%.
75% Sizes and displays the remote view window at 75%.
50% Sizes and displays the remote view window at 50%
25% Sizes and displays the remote view window at 25%
Sizes and displays the remote view window at 100%. The difference between this
COrAaAc e setting and the 100% setting is that when the remote view window is resized its
ﬂ ﬁ T If?l Ly contents do not resize. Instead, they remain at their previous size. To see any objects

that are outside of the viewing area, move the mouse to the window edge for the
screen to scroll.

On-Screen Keyboard

B3 The KVM switch supports an on-screen keyboard available in multiple languages and with all the standard keys
for each supported language. Click this icon to pop up the on-screen keyboard:

On-screen Keyboard T |E
Crri+Alt Ctri+Esc| |Alt+Tab )

+Del |PC v| |Ej 150% v| |®Enghsh Us v‘
Esc F1 |F2 |[F3 |F4 F5 |F6 |F7 |F8 F9 |F10 [F11 |F12

-~ [t J@ |# | [% [~ [& |* (D [ [+ Je—
1 |2 [3 |4 |5 [8 |7 |8 |9 |0 |- |= |meckspae
=@ W [E |[R [T |¥Y (U [t O |P [{ |}

'rlh_n Enter
stk |[A [S [D [F 6 H [ [K U - | -
4 H ' \

shin Z [x JcJv B [N M J< [ [? stin

o S 7 o

i ::: an an m Menu | Ctrt

One of the major advantages of the on-screen keyboard is that if the keyboard languages of the remote and local
systems are not the same, you do not need to change the configuration settings for either system. Simply access the
on-screen keyboard, select the language used by the server you are accessing and use the on-screen keyboard to
communicate with it.

Note: You must use your mouse to click on the keys. You cannot use your actual keyboard.

Changing Languages
1. Click the down arrow next to the currently selected language to view a drop-down selection of the language list.

On-screen Keyboard T
Sg:llmt Ctri+Escl | Alt+Tab ‘PC v| ‘E 150% | |@Eenglish us
Esc| |F1 |F2 |F3 |F4 F5 |F6 |F7 |F8 b
~ |1 |@ [# |§$ [% & |* ( ) []French
1 ]2 [3 |a |s r B _Iv 9 |- i |
nee=@ W |E |R |T (¥ |U I |0 [P |itsien
- =Py Japanese
costck [A (8 [D [F |G H [ |K L ¢ |Korean
0 . |Portuguese
2 Russian et
whar Z | X [C |V B [N M |< [> |spansh
‘0 Swedish
i US International |
o Key | A an e

2. Select the new language from the list.

66



7. Administration

Resizing the Keyboard

1. Click the down arrow next to the currently selected keyboard size, to drop down the sizing list.

On-screen Keyboard =
Ctri+Alt | [Ctri+Esc| |Alt+Tab ;
+Del [pc v ﬁ:;n% W&ghsh us -
Esc F1 |F2 |F3 |F4 F§ |F6 |Fi..c. F10 |F11 |F12
~ | |@ [# |§ [% |© [& |[* |175% T
. 1 2 3 4 5 6 7 g L[200% i e
—Q |W |E R |T Y |u I |0 |P { }
LR N
c;u Lock |A s |D F |G |H J K L . N 1 -
H " \
S Z X [ v B N M |< |> ? shin
{} 3 . / 0‘

Selecting Platforms

The on-screen keyboard supports the Sun and PC platforms. To select the platform:
1. Click the down arrow next to the currently selected platform for drop-down of the platform list to appear.

On-screen Keyboard T [
Eg:nh Ctri+Esc| |Alt+Tab| - =N 150% v: :@Englsh & v: L
Esc F1 |F2 |F3 |F4 Fsn F8 F9 |[F10 |F11 |F12
-~ ! @ [(# |S % | & - ( ) e + -
. 1 2 (3 |a 5 7 |8 9 0 |- = | Backspace
=@ W |E [R [T [¥ (u (1 o (P [{ [}

o, Enter
c;wl.m A |S |ID |[F |G H [J K |L s 5 | -«

H % \

e v 4 X [+ v B N M < [> shin
A : / &
Cw :: An an :: Men | Cirl

2. Select the new platform from the list.

Expanded Keyboard
To display/hide the expanded keyboard keys, click the arrow to the right of the language list arrow.

On-screen Keyboard T _E
f[';':“" Ctri+Escl |Alt +Tab) [ | [i 150w | [@Engishus ?B\
Esc F1 |F2 |[F3 |F4 FS |F6 |F7 |[F8 F9 |F10 |F11 Fﬂ‘ ,F'ﬂc T EE
-~ |t @ [# |[§ [% | |& |* ( ) |- ¥ = Fl i Fo) 2
1 a 9 4 p 7 8 M P _ b e s Ing |Home Pgup Num

w=a w JE [R [T J¥ Ju Tt To P JT1 7 |8 19 |,
Teb T R Del | End |PgDn Homel t PgUp.
ik [A (S [0 [F G H [V K U 2 7 11 -« 4 [5 |6
+ 3 \ -— .
S F 4 X [ v B N M < |[> : | Shin T 1 2 3 Enter
) ’ . i & End PgDn|
Cart bl I an : e | Tt P 1 = :"" Ol
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Mouse Pointer Type

K. KVM over IP switches offer several mouse pointer options when working in the remote display. Click this icon to
select from the available choices:

© Setto Grayscale

B8 Scan Ports
L Dual
& Numlock »  Crosshairs
* Dot
B Capslock “
Singl
B Scrlock nge

Customize Control Panel

Exit

Notes:

* Before accessing a port it is important to know the Single option is not available. Once the port is accessed, all four pointers are
available.

- The Dot pointer is not available with the jJava Applet Viewer or the java Client AP.
- Selecting the Dot pointer has the same effect as the Toggle mouse display hotkey function.
+The icon on the Control Panel changes to match your choice.

Mouse DynaSync Mode
Synchronization of the local and remote mouse pointers is accomplished automatically or manually.

Automatic Mouse Synchronization (DynaSync)

Mouse DynaSync provides automatic locked-in synching of the remote and local mouse pointers, eliminating the need to
constantly resync the two movements.

Notes:

- This feature is only available for Windows and Mac systems (G4 or later) whose adapter attribute OS setting is configured for Win or Mac.
- All other configurations must use manual mouse synchronization.

The icon on the Control Panel indicates the synchronization mode status as follows:

Icon Function

This icon displays in gray to indicate that Mouse DynaSync is not available and you
must use manual synching procedures. This is the default setting for all KYM Adapters,
- which are connected to the switch with one of the following Adapter Cables: BO55-
001-UDV, B055-001-UHD, B055-001-UDP, B055-001-USB, B055-001-USB-V2, BO55-
001-USB-VA, B055-001-UV2CAC.

¢ The green check mark on this icon indicates Mouse DynaSync is available and enabled.
This is the default setting when Mouse DynaSync is available.

L' The red X on this icon indicates Mouse DynaSync is available but is not enabled.

When Mouse DynaSync is available, clicking the icon toggles its status between enabled and disabled. If you choose to
disable Mouse DynaSync mode, you must use the manual synching procedures described in the Manual Mouse
Synchronization section.
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Mac and Linux Considerations

- For Mac OS versions 10.4.11 or later, there is a second DynaSync setting to choose from: if the default Mouse
DynaSync result is not satisfactory, try the Mac 2 setting. To select Mac 2, right-click in the text area of the Control
Panel and select Mouse Sync Mode = Automatic for Mac 2:

¢ Automatic

¢ Manual

@ ForMac2

B ForRed Hat AS3.0
B ForlBMAIX

+ Linux does not support DynaSync Mode, but there is a setting on the Mouse Sync Mode menu for Redhat AS3.0
systems. If you are using a USB Adapter Cable with an AS3.0 system and the default mouse synchronization is not
satisfactory, you can try the Redhat AS3.0 setting. In either case, you must perform the manual mouse
synchronization procedures described in the next section.

Manual Mouse Synchronization

If the local mouse pointer becomes out of sync with the remote system’s mouse pointer, there are several methods to
return them to sync:

Perform a video and mouse auto sync by clicking the Video Settings icon on the Control Panel.
Perform an Auto Sync with the Video Adjustment function.

Invoke the Adjust Mouse function with the Adjust Mouse hotkeys.

Move the pointer into all four corners of the screen (in any order).

Drag the Control Panel to a different position on the screen.

Set the mouse speed and acceleration for each problematic server attached to the switch. See 8.6.1 Additional
Mouse Synchronization Procedures for details.

o U A wWwN =
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Control Panel Configuration

Clicking the Control Panel icon opens a dialog box that allows you to configure the items that appear on the Control
Panel as well as its graphical settings:

Settings

Contral Panel

Transparent
[]Enable Icon Mode

Show Number of Users

Customize Control Panel

[ 5how Scroll Bar for Window
[JEnable Keyboard Pass Through

Show Message in Window Title

Device Mame (IP)/Port Name

- ==

Browse

75

Snapshot
Path: C:\RCO00G
Format: (@) BMP () PEG
Quality
Cance

The organization of the dialog box is described in the table below:

Item

Description

Control Panel

+ Enabling Transparent makes the Control Panel semi-transparent so you can see
through it to the display underneath.

+ Enabling Enable Icon causes the Control Panel to display as an icon until you mouse
over it. When you mouse over the icon, the full panel comes up.

+ Enabling Show Number of Users shows the number of the bus you are on, as well as
the total number of users on the bus. This displays on the bottom row center of the
Control Panel as: Bus No./ Total Users.

Customize Control Panel

Allows you to select which icons display in the Control Panel. Check the ones you want
to view and uncheck the ones you do not want to view.

Show Scroll Bar for Window

scroll to the off-screen areas.

In cases where the remote screen display is larger than your monitor, you can choose
how to scroll to the areas that are off-screen. When this is enabled, the show bar for
windows allows scroll bars to appear around the screen borders that you can use to

Enable Keyboard Pass
Through

When this is enabled, the Alt-Tab key press is passed to the remote server and affects
that server. If it is not enabled, Alt-Tab acts on your local client computer.

Show Message in Window
Title

bandwidth in the window title.

Select to show message such as port name, device name, resolution, frame rate and
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Item Description

These settings allow the user to configure BO64C-16-1X1-IP's screen-capture

parameters:

- Path lets you select a directory that the captured screens automatically get saved to.
Click Browse and navigate to the directory of your choice, then click OK. If you do

Snapshot not specify a directory here, the snapshot is saved to your desktop.

+ Click a radio button to choose whether you want the captured screen to be saved as
a BMP or a JPEG (JPG) file.

- If you choose JPEG, you can select the quality of the captured file with the slider bar.
The higher the quality, the better looking the image, but the larger the file size.

Java Control Panel
The Java Client AP Control Panel is similar to the one used by the WinClient:

|*a@etaoene o »e|oassl| ®laaa

The major differences between them are:
+ In the Macros dialog box, Toggle Mouse Display is not available.
+ The Dot mouse pointer type is not available.

- In the Message Board, there is no Show/Hide button to show or hide the user list. This function is achieved by clicking
the arrows at the top of the bar that separates the User List panel from the Main panel.

+ The Control Panel Lock LED icons are not in sync with your keyboard.
o When you first connect, the LED display may not be accurate. To be sure, click on the LED icons to set them.
* In Control Panel Configuration, the BMP Snapshot format has been replaced by PNG.

To access to the Customize Control Panel, right-click in the text row area to open a menu-style version of the toolbar.
Doing this also allows you to select options for the Screen Mode, Zoom, Mouse Pointer and Macro List.

JavaClient Control Panel Functions

Icon Function

This is a toggle. Click to make the Control Panel persistent (e.g., it always displays on
top of other screen elements). Click again to have it display normally.

Under an accessed port, click to recall the GUI.

Click to open the Video Options dialog box. Right-click to perform a quick Auto Sync.

Toggles the display between Full Screen Mode and Windowed Mode.

Click to zoom the remote display window.
Note: This feature is only available in windowed mode (Full Screen Mode is off).

Click to toggle the remote display between color and grayscale views.

Click to perform a video and mouse auto sync operation. It is the same as clicking the
Auto sync button in the Video Options dialog box.

HR S 2B %

Under an accessed port, click to invoke Panel Array Mode

71



7. Administration

Icon

Function

C.

Under an accessed port, click to begin Auto Scan Mode. The KVM over IP switch
automatically switches among the ports that were selected for Auto Scanning with the
Filter function. This allows you to monitor their activity without having to switch among
them manually.

Click to toggle Automatic or Manual mouse sync.
- When the selection is Automatic, a green v appears on the icon.
+ When the selection is Manual, a red X appears on the icon.

Click to select the mouse pointer type.
Note: This icon changes depending on which mouse pointer type is selected.

Click to open the on-screen keyboard.

Click to select the port you wish to connect to.

Click to take a snapshot (screen capture) of the remote display.

Click to send a Ctrl+Alt+Del signal to the remote system.

Click to open the Macros dialog box.

OuE e o~ e

Click to display a dropdown list of User macros to access and run macros more
conveniently than using the Macros dialog box.

Click to open the Virtual Media dialog box. The icon changes depending on the status
of the virtual media function.

Note: This icon displays in gray when the function is disabled or not available.

Click to open the Message Board.

on o

These icons show the Num Lock, Caps Lock, and Scroll Lock status of the remote
computer.

+ When the lock state is On, the LED illuminates orange and the lock hasp is closed.
+ When the lock state is Off, the LED illuminates blue and the lock hasp is open.
Click on the icon to toggle the status.

Note: These icons and your local keyboard icons are in sync. Clicking an icon will cause the
corresponding LED on your keyboard to change accordingly. Similarly, pressing a Lock key on your
keyboard will cause the icon’s color to change accordingly.

Click to open more control panel functions.
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WebClient Control Panel
The WebClient Viewer is similar to the one used by the WinClient but with fewer functions.

*alDaez|QuDaBad|io|

The Control Panel functions are described in the table below:

Icon Function

This is a toggle. Click to make the Control Panel persistent (e.g., it always displays on
top of other screen elements). Click again to have it display normally.

Click to open the Video Options dialog box. Right-click to perform a quick Auto Sync.

Toggles the display between Full Screen Mode and Windowed Mode.

Click to toggle the remote display between color and grayscale views.

Click to perform a video and mouse auto sync operation. It is the same as clicking the
Auto sync button in the Video Options dialog box.

Under an accessed port, click to invoke Panel Array Mode.

Click to toggle Automatic or Manual mouse sync.
- When the selection is Automatic, a green v appears on the icon.
+ When the selection is Manual, a red X appears on the icon.

Click to select the mouse pointer type.
Note: This icon changes depending on which mouse pointer type is selected.

Click to open the on-screen keyboard.

Click to select the port you wish to connect to.

Click to send a Ctrl+Alt+Del signal to the remote system.

B O8> e RSB

Click to open the Virtual Media dialog box. The icon changes depending on the status
of the virtual media function.
Note: This icon displays in gray when the function is disabled or not available.
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The major differences between the WinClient and WebClient are:
+ The Recall ¥ is not available.

- The Zoom Q is not available.

+ The Auto Scan Mode E& is not available.

+ The Dot mouse pointer type is not available.

+ The Snapshot B is not available.

- The Macros Dialog Box B is not available.

* The User Macros E] is not available.

- In Virtual Media, only ISO and Folder are supported.

+ The Message Board @ is not available.

- The Num Lock i, Caps Lock ¥ and Scroll Lock B are not available.
- The More Control Panel # is not available.

7.5 Port Access
When you log in to the switch, the Port Access page opens with the BO64C-16-1X1-IP's KVM Connections page displayed.

Browser GUI

I E-TN ©-

User Management Device Management Log Maintenance Download
Connections | | | |
3 BO64C-16-1X1-IP:

« [01]PCL Port Number Port Name Device Name Status

« [02]PC2 01 PCL B064C-16-1X1-1P offiine

» [03]PC3 02 PC2 BO64C-16-1X1-1P Offline

= [04]PC4 03 PC3 B064C-16-1X1-1P Offline

. [gZ]Ez 04 PC4 BOBAC-16-1X1-1P Offline

= EW}PU 05 PCS B064C-16-1X1-1P Offline

. [08]PC8 06 PC6 B064C-16-1X1-1P offline

« [09]PCO 07 pPC7 B064C-16-1X1-1P Offiine

« [10]PC10 08 PCS B064C-16-1X1-IP offline

= [11]PCL1 09 PC9 BO64C-16-1X1-1P Offline

= [12]PC12 10 PC10 B064C-16-1X1-IP offline

+ BZ}EB 1 P11 BOGAC-16-1X1-TP Offline

S [slpcis 12 PC12 B064C-16-1X1-1P offline

+ [16]PC16 13 PC13 B064C-16-1X1-1P offline

& BladeServer 14 PC14 B064C-16-1X1-1P offline

15 PC15 B064C-16-1X1-1P offline

16 PC16 B064C-16-1X1-1P offline

> Connect

52 Array Mode Y Filter

(c) 2023 Eaton. Al Rights Reserved.
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AP GUI

a 2 B ~ 3 E:T-N ©O-

Port Access User Management Device Management Log Maintenance Download
Connections | | | |
£} BOBAC-16-1X1-IP
. [o1]pCt Port Number | Port Name Device Name | status
= [02]PC2 01 PCL BOG4C-16-1X1-1P Offiine
= [03]PC3 02 PC2 B064C-16-1X1-1P Offline
= [04]PC4 03 PC3 BOS4C-16-1X1-1P offiine
. [gg]xz 04 PC4 BOG4C-16-1X1-1P offline
* EW%PU 05 PCS BOG4C-16-1X1-1P Offiine
- [08TPc8 06 e BOS4C-16-1X1-1P offiine
» [03]PCa 07 PC7 BOS4C-16-1X1-1P Offiine
+ [10]PC10 08 e BOG4C-16-1X1-1P Offiine
= [11]PC11 09 PCY BOG4C-16-1X1-1P Offline
= [12]PC12 10 PC10 BOG4C-16-1X1-1P offiine
> Ei}%ﬁ 1 PCL1 BOG4C-16-1X1-1P Offiine
* hispcis 12 PC12 BOS4C-16-1X1-1P offiine
- [6lPC16 13 PC13 BOS4C-16-1X1-1P offiine
& BladeServer 14 PCl4 BOS4C-16-1X1-1P offiine
15 PCis BOG4C-16-1X1-1P offiine
16 PCl6 BOG4C-16-1X1-1P offiine
3 Connect

1 AmayMode Y Filter

(c) 2023 Eaton. All Rights Reserved.

The Connections page is organized into several main areas. All devices and ports that a user are permitted to access
are listed in the Sidebar at the left of the page. After selecting a device or port in the Sidebar, clicking entries on the

menu bar (Browser GUI) or tab bar (AP GUI) opens information and configuration pages related to the item selected in
the Sidebar.

7.5.1 Sidebar

All KYM switches are listed in a tree structure in the Sidebar at the left of the screen:

-l
User Manageme
Connections |

B & B064C-16-1X1-1P
+ [01]PC1
« [02]PC2

13]PC13
14]PC14

= Amray Mode Y Filter
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Sidebar Tree Structure
- Users are only allowed to see the devices and ports they have access permission for.
- Ports and chained station devices can be nested under their first station devices.

Click the + in front of a device to expand the tree and see the ports nested underneath it. Click the - to collapse the
tree and hide the nested ports.

+ A port's ID number is displayed in brackets next to its icon.

- Switches and ports will have their monitor screen icons in green; gray monitor screens are for devices and ports that
are offline.

+ To access and operate a port, double-click its icon.

Scan

(+ Scan is found at the bottom of the AP GUI Sidebar. It automatically switches among all the ports that are visible in
the Sidebar at regular intervals so that their activity can be monitored automatically.

Note: This item does not appear at the bottom of the Sidebar in the Browser version. In that version, you must invoke it from the port’s
Toolbar.

Array

Array is found at the bottom of the Browser and AP GUI Sidebar. It represents another way of monitoring port
activity. Under this function, your screen is divided into a grid of panels with each panel showing the video display
of a particular port. Only ports that are visible in the Sidebar and that are online are displayed - all other ports are
blank.

Note: This item does not appear at the bottom of the Sidebar in the Browser version. In that version, you must invoke it from the port’s
Toolbar.

Filter

? Filter allows you to control the number and type of ports that display in the Sidebar, as well as which ports get
scanned when Auto Scan and Array Modes are invoked.

— Filter
All j [ PoweredOn

[ Search

Scan HH anayMode ﬂ Exit

The meanings of the choices are explained in the following table:

Choices Explanation

This is the default view. With no other filter options selected, all the ports that are
accessible to the user are listed in the Sidebar.

Al If any Favorites have been specified, you can drop down the list box and select
Favorites instead of All. If you select Favorites, only the items you have selected as
Favorites display in the tree.

If you enable Powered On (by putting a check in the checkbox), only the ports that

Powered On have their attached devices powered on display in the tree.
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Choices Explanation

If you key in a search string and

Search list.
For example:

click Search, only port names that match the search

string display in the tree. Wildcards (? for single characters; * for multiple characters)
and the keyword "or” are supported, so that more than one port can show up in the

1. If you key in Web*, both Web Server 1 and Web Server 2 show up in the list.
2. Ifyou key in W*1 or M*2, both Web Server 1 and Mail Server 2 show up in the list.

Exit Clicking Exit closes the filter dialog.

Sidebar Utilities

The AP GUI version Port Access Connections page provides a convenient method to work with the Sidebar tree. When

you right-click an item, a list with options pops up:

Expand

Copy

Note: The screenshot shows an example of just one of the pop-ups that can appear. The items that appear in the pop-up depend on
whether you are logged in remotely or from a Local Console, what your user type is and whether you selected a switch or a port.

The following table lists the possible items that may appear:

Item User Type

Explanation

Expand/ Collapse Administrator

+ If the device's ports are nested (not displayed), the
dialog box entry is Expand. Click Expand to display
the nested ports.

« If the device's ports are displayed, the dialog box
entry is Collapse. Click Collapse to nest the ports.

Notes:

- This item only appears for switches or for ports that have
cascaded station devices connected to them.

- This has the same effect as clicking the + or - in the tree
structure.

Copy Administrator

This item is only available for ports. After selecting
Copy, you can paste the port into the favorites page.
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Port/Outlet Naming

For convenience - especially in large installations with many devices, ports - administrators and users with port
configuration permission can give each port or outlet a name. To assign, modify or delete a name, do the following:

1. Click once on the item you want to edit, wait a moment, then click again.
Notes:
«This is not a double-click, as it involves two separate clicks. A double-click will switch you to the device attached to the port.

-In the AP GUI version you can right-click on the port you want to edit, then select Rename in the popup box that appears or you can
highlight the port and press F2.

After a second or two, the field changes to provide a text input box:

Uzer Management

[ ok BOG4CTE131-P
[ [EATON PC| 1

o [0Z]FCZ
kel [03]PC3
Ll [04]PC4
il [05]PCS
il [0B]PCE
L [07]PC7
il [08)PCS
kel [09]PCI
e NOIPCI0
ke [11]PCT1
L n2Pc2
e NP3
el [14]PC14
ke 15]PC15
Ll [ME]PC1E
8 BladeServer

2. Key in a name for the item (or change/delete a previous one).

* You can use any combination of letters, numbers and symbols on the typewriter keys of keyboards with PC US
English layout. In this case, the maximum number of characters allowed is 20.

+ You can also activate your local IME to input non-English characters. For languages that use 2-byte encoding, the
maximum number of characters allowed is 9.

3. When you have finished editing the name, press [Enter] or click anywhere outside of the input box to complete the
operation.

User Management.

El b BOBAC-16-1:1P
E [02]PC2
I [03)PC3
il [04]PC4
kel [08]PCS
Ll [0B]PCE
i [07)PCT
kel [08]PCS
gl [09]PCY
e pojPC1o
ke [11]PCT1
L NP2
e [131PC13
el [14]PC14
ke [18]PC15
e [16]PC1E
[ BladeServer
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7.5.2 KVM Devices and Ports - Connections Page

The Connections page displays port status information at the device level, and port connection configuration options at
the port level.

Device Level

When a B064C-16-1X1-IP is selected in the Sidebar, the Connections page displays a list of ports for the device that the
user is authorized to access or view.

- B F L 2 EI-NO-

User Mansgensnt Device Managenent Log Maintenance Downlosd

iF‘ Cotnectons | Histo | Favores | Sessons | Access | Pot Canfguaton
L [D1]EATON PCI
&l [m2]PC2 Fort Humber [ PortName [ Device Name [ Status
kel [03]PC3 il EATONFPCI BOBAC-16-1x1-P Dffline:
el [DaIPCH 02 ] BOEAC-16-TH1IP Offine
kel [05]PCS 0z PC3 BOBAC-16-111P Dffline:
el [DEIPCE 04 FC4 BOEAC-16-TH1IP Offine
& [07]PC7 i3 PCS BOBAC-16-111P Dffline:
il [03]PCE i3 FCE BOBAC-16-1¢11P Offline
& [091PC3 o7 PC7 BOBAC-16-1X1IP Difine
il [IDIFTID o8 PCS BOGAC-16-1511P Offline
& pent 09 FC3 BOBAC-16-TH1IP Offine
L nzjpci2 10 PCID BOG4C-16-111P Offline:
& DaIpen3 " L1 BOBAC-16-TH1IP Offine
kel [M]PCT4 12 PCI2 BOBAC-16-111P Drline:
il [15]PCT5 13 PC13 BOEAC-16-TH1IP Offine:
gl [1E]FCTE 1 PC14 BOGAC-1E-1:X1 1P Offline:
[ BladeServer 15 PC15 BOEAC-16-TH1IP Offine

16 PC16 BOBAC-1B-TX1IP Offine:

&P Doubleclick or press Enter & Connect

Fits
l <[ [~ PoweredOn
[L3 Seach
@ scan  H AnayMode 4 Esit
[c)2023 Eaton. 41| Rights Reserved. 1.0.081

The following attributes are listed for each device:

+ Port Number - the port's number on the switch.

- Port Name - if a name has been assigned to a port, it displays here.

- Device Name - if a name has been assigned to the switch, it displays here.

- Status - the current status of the port - online or offline.

-+ Connect - You can access any port from the main panel by selecting it and clicking Connect.
Note: The sort order of the information displayed can be changed by clicking the column headings.

You can access a port from the main panel either by double-clicking anywhere on its line entry or selecting it anywhere
on its line entry and clicking Connect at the bottom right of the page.

79



7. Administration

Port Level

When a port is selected in the Sidebar, the Connections page displays port connection configuration properties:

[ ] L ®
& - B < ¥ E-T'N ©O-
User Management. Device Management. Log

Maintenance Download

EF YR Connection: |H\sln|y| Favoites | Sessions | Access | Por Corfiguration |
Ll [O1]EATON PCT
I Imz1Pe2
i [o3lPcs -~ Stalu

Ll [D41FC4
Ll [05]PCS
Ll [0BIFCE .
i [o71PC7 & Comnect
L [081FCE
g (09)PC -~ Associated Link
j HOIPETa Link Port
[11]PCI

A EEEE Port Number | PortName |
i N3IPCI3

L [14]FC14
L n15]PCIS
L [1EIFCE
) BladeServer

Part Status: Onling

& Connect

Filter

Al ~[ [~ Poweredn
[l Search

Sean [ AvayMode o Exit

[c] 2023 E aton. All Rights Reserved. ¥1.0.061

Status

The Status Panel displays the port's current status information, including whether the port is online or offline and if the
port is mountable. See 7.5.8 Port Configuration for full details about the properties and how to configure them.

Click the Connect button to view the port display via the BO64C-16-1X1-IP's built-in Win Viewer (when using Windows
Internet Explorer) or Java Viewer (when using other web browsers).

Associated Link

The Associated Links panel displays ports that have been associated with the currently selected port. Associations are
configured on the Port Access = Port Configuration - Associated Links page.
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7.5.3 Blade Servers - Connections Page
Blade Servers connected to the switches display below the KVM switches in the Sidebar.

By associating a blade server or blade with a port, the servers and blades are integrated into the Sidebar tree view and
appear as devices connected to the port.

Uszer Management

Bl Gy BOB4C-16-11-P
i [M]EATONPC
i [02]PC2
kgl [03]PC3
i [04]PC4
i [08]PCS
kgl [0B]PCE
i [07]PCT
i [08]PCS
kgl [09]PCS
e nojrC1o
ke [HIPCT
e n21PC12
e n3PC13
e [4]PC14
ke 15]PC15
i [1E]PCIE

Blade Configuration Page

The Blade Configuration page is where the associations between the blade servers and the KVM switch ports get made.
To access this page, select the blade server or blade then click Blade Configuration (the menu item at the far right of the
menu bar).

For IBM and Dell blade servers, the entire chassis gets associated with a port and each blade in the chassis will appear
in the tree as a child port of the associated port - as in port 08 in the screenshot below.

Bl &k BOB4C-1E114P
kel [01]EATONPC
e [02)PC2
i [03)PC3
il [04]PC4
L [08]PCS
i [0B]PCE
i [07)PC7
e [0B)PCE
i [09)PCY
ke [OPC10
ke [11]PCT1
L p2jpc2
el [131PC13
ld [14]PC14
i (15]PC1S
ks [1E]PC16

i BladeServer

For HP blade servers, associations are made on a blade-by-blade basis. Each blade is associated with a single port.
To access a blade, click on its port entry in the tree.
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Associating Ports

Main Panel Device View

Port association begins by clicking the Blade Configuration menu item at the far right of the menu bar. The page
appears in Device View, listing all the KVM switch's ports and blade servers (IBM and Dell servers) or individual blades
(HP servers) associated with them.

Hame | Description
[SW™ N BOG4C-16-1:41-P

4 [M]EATOM PCI

e [n2]PC2

4 [O3]PC3

4 [D4]PC4

4 [05]PCE

4 [0E] PCE

L [071PC7

4 [O3]PCE

4 L] e}

4 [10]PC10

4 [1]PC11

._.é [2]PC12

4 [13]PC13

4 [14]PC14

4 [15]PC15

4 [ME]PC1E

To make an association from the device view, first select a KVM port, then select a blade server or blade to associate it
with:

1. Select the port in the main panel.
2. Click Associate.
3. In the screen that appears, select the blade server or individual blade you want to associate with the selected port.

| Mame | Desciipbion |

Azzociate Port ‘
Name
R | EladeServert

[ BladeCenter-£

Unassociate |

Save Cancel |

4. Click Save.

Once the association completes successfully, the blade icon will appear as the port indicator in the Sidebar tree. To
access the device running on the blade, click on its entry in the Sidebar.
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Main Panel Blade View

At the bottom of the Device View main panel is a button labeled Blade View. This is a button that toggles the main panel
between the two views. Click it to open the main panel in Blade View:

Name | Description
= BladeServer!
FH BladeCenterE

Assocaite | Unassociate |

Blade View lists all the blade servers (IBM and Dell servers) and individual blades (HP servers) that are installed on the
system, as well as the ports (if any) they are associated with.

To make an association from the blade view, first select a blade server or blade, then select a KVM port to associate it
with:

1. Select the blade server or blade in the main panel.
2. Click Associate (at the bottom of the main panel).
3. In the screen that appears, select the port you want to associate it with.

ol [01]
| Mmpaiwooe
o [03)0VR TEST
d(04]
A[0S)HP ProLiant ML350
ael[05]
il [07]0VR TEST )
wd[02]
<o)
Al11]
ol [12)HP Blade C3000
[13)
j[lﬂl
[15]
wie) Iy

Save ‘Cancel I

4. Click Save.

After the association completes successfully, the blade icon will appear as the port indicator in the Sidebar tree. To
access the device running on the blade, click on its entry in the Sidebar.
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Unassociating Ports

To break the association between a port and a blade server or individual blade, select the association in the main panel,
then click Unassociate.

7.5.4 History

The History page provides a record of each time that a port was accessed and quick access to the most recently used
ports. You can access a port shown in the main panel by double-clicking it.

- If there are more entries than there is room on the screen, a scroll bar will appear to let you scroll up and down to
see the entire record.

+ To clear the record and start over, click the Clear History button at the bottom right of the page.
Note: You can change the sort order of the information displayed by clicking the column headings.

7.5.5 Favorites

The Favorites page is similar to a bookmarks feature. Ports that you frequently access can be saved in a list here. Simply

open this page and select the port, rather than searching for it in the Sidebar. This feature is especially useful in large,
crowded installations.

2 ] B # + ET-NO-

User Managenent. Device Managenent. Log Maintenance bounload

[5 & BORICIETRIIP Connestions | Histoy Favories | Sessions | Acces| PortCorfiquation |

i [M]EATDN PCY .
& [02]PC2 = EalonF avaries Group:
i [03)PC3 B ik BOB4CABARI-P
il [04]PC4 e nzPoie

i [051PCS
il [B]PCE
i [o7PeT
[ [
i [091FCs
i 1ojPCI0
i pecn
H[EEEE
[*YEEEE]

o 41PCi4
i [15IFCIS
i (e1PCIs
B BladeServer

[ Search

) o Add 7 Madiy # addlo = Remove
i

Fil
[ Al +[ [~ Power=d0n

& scan  H ArsyMode

(512023 Eaton. AllRights Resarved W1.0.061

Adding a Favorite
1. Right-click in the main panel, click Add Favorite.
—or-
Click Add at the bottom left of the main panel. An Untitled Favorite entry will appear:

Connestions | History  Favortes |Sassi\:|ns| ccsss | Port Carfiguration |

= s EatonFavorites Group

E & BOBICIEIX1IP
d n2jpez

Bl i1 F ot
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2. This will be a container to hold your port entries. Click inside the text entry box to erase Untitled Favorite and key in
an appropriate name, then click on any empty space in the main panel.

3. To add a port:
Drag it from the Sidebar and drop it onto the container.
—or-
Right-click on it in the Sidebar and select Copy. Right-click on the container, then select Paste.
—or-

Select the container in the main panel, select the port in the Sidebar, then click Add to at the bottom of the main
panel.

The switch that the port belongs to is added to the container and the selected port is appended under the switch.

Note: To add multiple ports at the same time, hold the Shift or Ctrl key down while you make your Sidebar selections then drag or
copy the entire group to the Favorites panel.

4. Repeat step 3 for any other Favorite categories you wish to create.

Connections | History  Favories |Sessions| Aocess || PortConfiguration |

= ¥ EatonFavorites Group
El &y BOBAC-1B-1X14F
i (21Poiz

- Add 7 Modiy B Addio = Remove

Note: Favorites can be selected for filtering in the Sidebar.

Modifying a Favorite

+ To modify a Favorite or one of the items contained in it, right-click on it, then select a choice from the popup menu
that appears.

- To edit a Favorite's name:

Click on it once, wait a moment, then click again. You can edit the name after the display changes to provide a text
input box. This is the same procedure as the one described for port naming.

Select the Favorite in the main panel, then click Modify at the bottom of the main panel.
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7.5.6 Sessions

The Session page lets the administrator and users with User Management permissions see at a glance which users are
currently logged into the KVM over IP switch and provides information about each of their sessions.

® N ’ .
- [ E ,‘ E 4 I .N v
-
User Management Device Management

Log Maintenance Dounload

EF TR Cornestons | History | Favoiites Sessions | Acsess | Pt Confiquaton
] [01)EATON PCY
L [02JEATON PC2 | IF | Login Time: | Client

| Categoy | Devices | Parts [BuslD |
o P 10332109 2000/02/10085913  Windows Client 54 BOBCABIXTIP [2IEATONPC2 1

o [4]PC4 54
Ll [05]PCS 7217

il [06]FCE
i [o7IPC?
i [oe)Fce
]
i 1ojFcio
o 1pct
o najpciz
[ NELEE]
o [14FCT4
i 5IPCIS
il [1EIFCTE
2 BladeServer

[ Search
l.d EndSession & Refresh
@ scan M Anaybods G Est

(c) 2023 E aton. Al Rights Fiessrved

Fil
[ Al +[ [~ PowersdOn

V¥1.0.061

Notes:

- The Session page is not available for ordinary users.

- Users with User Management permissions can only see the sessions of ordinary users.

- The Category heading lists the type of user who has logged in: SA (Super Administrator), Admin (Administrator), Normal user (User).

The IP heading refers to the IP address that the user has logged in from and the Device and Port headings show which

device and port the user is currently accessing. The Bus ID refers to the bus that the user is currently on (Bus O refers
to the Local Console’s bus).

Notes:

* The sort order of the information displayed can be changed by clicking the column headings.
+The Bus ID also displays on the control panel.

This page also gives the administrator the option of forcing a user logout by selecting the user and clicking End Session
at the bottom of the main panel.
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7.5.7 Access

Administrators use the Access page to set user and group access and configuration rights for switches and ports.
Note: The Access page only appears for those users with User Management permissions. It is not available for other users.

User Management,

Device Management.

B

Log

&~ A 4

Maintenance

Download

E-TN ©-

I [D1]EATONPCI
Ll [02IEATONPC2
i [031PC3

el (041PC4

I [05]PCS

el (0BIPCE

i [071PC7

el (0R1PCE

i [09]PC

i nojFcio

i (111PC1

L zjpoiz

I (131PC13

I [141FC14

i [15]PC15
T

A BladeServer

Filter

Al ~| [ Powsred On
[l Search

Connestions | Histoy | Favartes | Sessions Access | Part Canfiguraton |

Access Infoimation:

Name

| Cenfig

3

o] ciminishiator
2, Administrator
& Userl

& Gioup01

Scan o Exi

B AnayMode

Device Level Browser GUI

e

X E RS

J5if

D] Copy

| Paste

= G

{52023 aton. All Rights Fiesarved

If a switch is chosen in the Sidebar, the Main panel looks similar to the one shown below:

Port Access.

| |

7 BOGAC16-1X1TP

+ [01JEATON PC1

ez [02]EATON PC2
[03]PC3
[04]pc4
[05]pCs

User Management  Device Management Log

’C

* E:T-N

Maintenance Download
| Access |
Access Information:
Name Config
administrator v
Administrator £
& User01
Group 01
= Group 01
User01

M Copy A Paste

(c) 2023 Eaton. All Rights Reserved.

‘®-

Y1.0.061

Save
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The main panel consists of two columns: Name, and Config:
+ Name lists all the users and groups that have been created.

- Config indicates the users who have Configuration privileges. A check mark (v) indicates the user has permission to
make changes to the switch configuration settings (see 7.7 Device Management) and an X indicates the user is
denied permission to make configuration changes. Click the icon to toggle permission for Administrators and Users
(Super Administrators always have configuration privileges).

+ The Copy and Paste buttons at the bottom of the main panel provide a shortcut method of assigning the permissions
settings of one port to any of the other ports. To do so:

1. Select the port whose permissions you want the other port(s) to follow.
2. Click Copy.
3. Select the port you want to receive the permissions.
4. Click Paste.
* When you have finished making your configuration changes, click Save.

Port Level Browser GUI Interface
If a port is chosen in the Sidebar, the Main panel looks similar to the one shown below:

A . >
) = Bi # L 2 E:IN ©-
Port Access User Management Device Management Log Maintenance Download
| | | Access |
El 53 BO64C-16-1X1-IP .
4 [01)EATON PC1 Access Information:
5 [02]JEATON PC2 Neme Access Mount US8 Config
« [03]PC3 administrator V) ] =
Administrator L] L] 8
= Userd1
Group 01
= Group 01
User01
@ BladeServer
3 Copy A Paste save
(c) 2023 Eaton. All Rights Reserved.
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The port access settings are explained in the following table:

Name Each port accessible to the user is listed under the Names column.

The Access column is where device access rights are set. To cycle through the choices,
click the icon in the row that corresponds to the user you want to configure. The
meanings of the icons are as follows:

The user can view the remote screen and can perform
dﬁ Full Access operations on the remote server from his keyboard
Access and monitor.
S : The user can only view the remote screen and cannot
View Only

perform any operations on it.

No access rights - the Port will not appear on the
g No Access User's list on the Main Screen.

The Mount USB column is where permission to mount Virtual Media devices on
remote servers is configured. To cycle through the choices, click the icon in the row
that corresponds to the user you want to configure. The icons are the same as the
ones in the Access column.

+ With a Full Access setting, the user can mount, read and write to the virtual media.
Mount USB ‘ ‘ ‘ . ‘ ‘
+ With a View Only setting, the user can only view the contents of the virtual media

(read only) and cannot perform any operations on it.

+ With a No Access setting, the user will not see the virtual media, even if it has been
configured on the remote system.

Note: This entry does not appear for switches that do not support the USB Virtual Media function.

Sets or denies permission for the user to make changes to a port's configuration

settings. A check mark (V) indicates that the user has permission and an X means that
the user does not have permission.

Config

Device Level AP GUI Interface
If a switch is chosen in the Sidebar, the Main panel looks similar to the one below:

m N .
= E l" i E 4 I .N v
-
Device Management

Log Maintenance Download

Connections | History | Favortes | Gessions Access

Port Canfiguration |

Ll [D1]EATONFCY
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i [nzpPee
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3 (03]PCa & Userll

EESN
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ol ® & Group(i
i (11Fcn
[FEESE
[ REEE
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Al +[ [~ Poweredn
[L3 Search

[ Copy I Paste [ Savs
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[c) 2023 E aton. All Rights Reserved. ¥1.0.061
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The page is essentially the same as the one for the Browser GUI, with the exception that there are filters at the top of
the columns. The filters allow you to expand or limit the scope of the users and groups that are displayed, as described

in the following table:

Filter Description
To filter on the User or Group name, key in the name or partial name and press Enter.
Only Users and Groups whose names correspond to what you have keyed in will
Name appear in the list.
Wildcards (? for single characters; * for multiple characters) and the keyword “or” are
supported. For example, h*ds would return hands and hoods; h?nd would return hand
and hind, but not hard; h*ds or h*ks would return hands and hooks.
Al All Users and Groups appear in the list.
Config Permitted Only Users and Groups with configuration permissions appear in the list.
Restricted Only Users and Groups that do not have configuration permissions appear in the list.

Port Level AP GUI Interface
If a port is chosen in the Sidebar,

the Main panel will appear similar to the one below:

Us:

s 2 B # TN
$ F:T-N ©-
& Management, Device Management

Loa Haintenance Dawriload

= ik BOGAC-1E1TIP

il [D1]EATON P
[E (05 EA TN P2
i [03]PCE

i [04]PC4

i [05]PCS

i (05]PCE

i [o7IFeT

i [08]PCE

i [0g]Pee

i nojPcio

i 1Fcn

i pejpoiz

Sk EaE!

i (141PC14

i (5IFCs

i nelPcis

i BladeServer

Filter

Cannections | Histors | Favoites | essions Access | ot Configuraion |

Access Infomatior:

Name [Bosess [MountUISE [ Corfig

[ e ElE = | an =l

administratar

& Administrator [
2 UserDl X
& GroupD1 3

B[
EAEIES

[a =
—

Fowered On

[ Search

Scan  HH AnayMode
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3 [ Copy Y Paste [ Save
Esit
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The page is essentially the same as the one for the Browser GUI, with the exception that there are filters at the top of
the columns. The filters allow you to expand or limit the scope of the users and groups that are displayed, as described
in the following table:

Filter Description
To filter on the User or Group name, key in the name, partial name, or partial name
Name and wild card ( * ) then press Enter. Only the Users and Groups whose names
correspond to what you have keyed in appear in the list.
Al All Users and Groups appear in the list.
Full Access Only Users and Groups with Full Access permissions appear in the list.
Access View Only Only Users and Groups with View Only permissions appear in the list.
No Access Only Users and Groups with No Access permissions appear in the list.
Al All Users and Groups appear in the list.
Full Access Only Users and Groups with Full Access Mount USB permissions appear in the list.
Mount USB
Read Only Only Users and Groups with Read Only Mount USB permissions appear in the list.
No Access Only Users and Groups with No Access Mount USB permissions appear in the list.
Al All Users and Groups appear in the list.
Config Permitted Only Users and Groups with Permitted Config permissions appear in the list.
Restricted Only Users and Groups with Restricted Config permissions appear in the list.

Saving Changes
Click the Save button at the lower right corner of the page to save any changes made on the Access page.

7.5.8 Port Configuration

Device Level

When a device is selected in the Sidebar, the only item available under Port Configuration is the Port Properties page
with one field to configure: the Occupy Timeout setting.

Ennnectinnsl Histnryl Favnmesl Sessmnsl Access  Port Configuration |

F'Iz;glly Occupy Timeout: 3 sec[0-258] Edit Part Properties |
Name | Aocessiode | PortO8 | 0% Language | CableLength |
= & BOBACE-1:1-P

=1 [01]EATON PCI US English Short
Ll [0Z]EATON PC2

il [031PC3 US English Short
4 [04]PC4 US English Short
gl [05]PCS U5 English Short
4 [DB]PCE Share Wi US English Shart
4 [07]PC? Share Win US English Shart
.j [D8]PCE Share Win US English Shart
4 [D91PCS Shae “win US English Short
4 [10jPC10 Share Win US English Shart
4 [111PC11 Share Wi US English Shart
._j [21PC12 Shae “win US English Short
4 [131PC13 Share Win US English Shart
4 [14]PC14 Share Wi US English Shart
4 [M5]FC1S Shae Win US English Short
4 [1B]PC16 Share Win US English Shart
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The Occupy Timeout field sets a time threshold for users on ports whose Access Mode has been set to Occupy. If there
is no activity from the user occupying the port for the time duration set here, the user is timed out and the port is
released. The first user to send keyboard or mouse input after the port has been released gets to occupy the port.

Input a value from 0 to 255 seconds. The default is 3 seconds. A setting of O causes the port to be released the instant
there is no input.

Edit Port Properties

Click Edit Port Properties to list ports and use the drop-down menus to configure Access Mode, Port OS, OS Language
and Cable length settings.

You can also use the [Shift] and/or [ctrl] keys to select and configure multiple ports.

Eonnectmnsl Hlsloryl Favontesl Sesslonsl Access  Port Configuration |

- I 2 Edit Part Propeties
Et— Occupy Timeout: 3 2ec(0-255) m

Name | focessiode | PortOS | D5 Language | CableLength |

= b BOGAC-16-1<14P
== [01]EATON PCY din LS English Short
L [02]EATON P2
gl [03]PC3 US English
._j [04]FC4 Win US English Short
._d [05]PCS Win US English Shart
4 [0E]PCE Share Win US English Shart
._j [0F]FCY Share Wwin US English Short
gl [0B]PCH Share Win US English Shart
.J [09]PCa Share Win US English Shart
._j [10]FC10 Share Wwin US English Short
el [111PCNT Share Win US English Shart
.J [zjpciz Share Win US English Shart
._d [131PC13 Share Win US English Short
._j [14]PC14 Share Win US English Shart
.J [15]PC15 Share Win US English Shart
._d [1E]PC1E Share Win US English Shart

Port Level

Port Properties
When a port is selected in the Sidebar, the Port Properties page looks similar to the one shown below:

Ennnaclinnsl H\stnryl Favnmesl Sessinnsl Access  Port Configuration |

Fort
Property
— Skatu

Associated Port Status: Orline
etk Adapter Type: BOG5-001-SER
Command Adapherersion: 41.1.105
Filter
— Properti
Acoess Mode: | Share =l
Bits per second: I 115200 ;l
Databits: I a8 j
Parity: I Mone j
Stop bits: I 1 ;I
Flow contral I Mone = |
i ExitMacro
Hione j
[l Save
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- The Status panel provides information as to whether the port is online or offline, the adapter cable used to connect
the server (or other device) to the port and the adapter’'s firmware level.

+ The Properties panel allows you to make configuration settings for the selected port.

* The Macro panel contains a dropdown listbox of user created System macros. You can select a macro from the list
that will execute when exiting the remote server.

An explanation of the configuration fields is given in the table below:

Field Explanation

Defines how the port is to be accessed when multiple users have logged on.
Exclusive: The first user to switch to the port has exclusive control over the port. No
other users can view the port. The Timeout function does not apply to ports which
have this setting.

Occupy: The first user to switch to the port has control over the port. However,
additional users may view the port's video display. If the user who controls the port is
Access Mode inactive for longer than the time set in the Timeout box, port control is transferred to
the first user to move the mouse or strike the keyboard.

Share: Users simultaneously share control over the port. Input from the users is
placed in a queue and executed chronologically. Under these circumstances, users
can take advantage of the Message Board, which allows users to communicate with
each other regarding control of the keyboard and mouse or keyboard, mouse, and
video of a Share port.

Port OS Specifies the operating system that the server on the connected port is using. Choices
are Win, Mac, Sun and Other. The default is Win.

Specifies the OS language being used by the server on the connected port. Use the
drop-down list to see the available choices. The default is English US.

OS Language

Lets you specify how long the Cat 5e/6 cable between the port and the KVM adapter
cable is. Use the drop-down menu to select the cable length settings:

Cable Length Short: up to 82 ft. (25 m)
Medium: between 65 and 115 ft. (20 and 35 m)
Long: above 115 ft. (35 m)

Once you have finished making your configuration changes, click Save.
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Associated Links

The Associated Links page provides a method of associating other ports on the same switch to the selected port. This
function is primarily intended to be used when connecting both KVM and serial ports (KA7140) from a single server to
the switch.

Eonnecl\onsl H\slory' Favoritesl Sess\onsl Access  Poit Configuration |

Paort Port Mumber | Port Name
Froperty

Agsociated
Link

Command
Filter

o Add = Remove

- To associate a port with the currently selected one, click Add. In the dialog box that appears, key in the port's
number, then click OK. The port's number and name appear in the main panel.

+ To remove an unwanted associated port, select it in the main panel, then click Remove.

7.6 User Management

When you select the User Management tab the screen opens with the Users page displayed:

Browser GUI

B s 3 E-TN ©-
m
Log Maintenance Download
Accounts |
nistrator Name Description Status
2 Userdl Administrator Super Administrator Active
UserQ1 User Active
Modify Delete Close
(c) 2023 Eaton. All Rights Reserved.
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N .
= Bi £ ¥ EINGO-
Port Access Device Management. Log Maintenance Download
= E\.M Name | Description | Status |
£ Administratar Administrator Super Administrator Aetive
& Userdi Userdl User Active
= B Groups
& Groupll
8 Account Policy
Fil
Both | [ Active
[ = o Add 7 Modity = Delets & Coe
6 |

[£] 2023 E aton. All Rights Reserved, %1.0.061

The page is organized into two main areas: the Sidebar at the left, and the large main panel at the right.

+ Users and groups appear in the panel at the left of the page. The large panel at the right provides more detailed
information for each.

o The Browser GUI has separate menu bar entries for Accounts (Users) and Groups. Depending on the menu item
selected, either Users or Groups are listed in the Sidebar.

o The AP GUI does not have menu entries. Instead, Users and Groups are listed separately in the Sidebar.

- In the Browser GUI, the sort order of the information displayed can be changed by clicking the main panel column
headings.

+ In the AP GUIJ, the section below the Sidebar list provides a filter that allows you to manage the list:

Filter

4

¥ [T Active

r _ 6 |

- Click the arrow at the right of the list box to select whether you want to view only Users, only Groups, or both Users
and Groups.

+ Click to put a check in the Active checkbox to filter out any users whose accounts are not active.

- To only select Users or Groups that match a particular string, key it into the text box in front of the Go button, then
click Go. Only Users or Groups that match the string will appear in the list.

+ Wildcards (? for single characters; * for multiple characters) and the keyword “or” are supported. For example, h*ds
would return “hands” and “hoods”, h?nd would return “hand” and “hind”, but not “hard”, and h*ds or h*ks would
return “hands” and "hooks”.

+ The buttons below the main panel are used to manage users and groups.
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7.6.1 Users

The BO64C-16-1X1-IP supports three types of user accounts:

User Type

Role

Super Administrator

Access and manage ports and devices. Manage Users. Configure the overall
installation. Configure personal working environment.

Administrator

Access and manage authorized ports and devices. Manage Users. Configure personal
working environment.

User

Access authorized ports and devices. Manage authorized ports and devices. Configure
personal working environment.
Note: Users who have been given permission to do so may also manage other users.

Adding Users

To add a user and assign user permissions:
1. Select Users in the Sidebar (Browser GUI)

_Or'_

Select Users in the Sidebar (AP GUI).
2. To add a user, click Add at the bottom of the main panel. The User notebook opens, with the User tab selected:

User | Groups || Devices

User Information

Username: | User1 |
Password: [senssussansonnoncase |
Confirm Password: | |
Description: | User |

Role

) Super Administrator ) Administrator ® User

Permissions:

_ Device Management  Port Configuration [ User Management

[ Maintenance [ System Log [ View only

Windows Client B Java Client SSH Client

[ Telnet Client [CIForce to Grayscale () Power Management

Status

) Disable account

® Account never expires

Tt Account expires on

[JUser must change password at next logon

7 User cannot change password

® Password never expires

O Password expires after 0 days

Save

3. Enter the required information in the appropriate fields. A description of each of the fields is given in the table

below:
Field Description
Username Enter a username from 1 to 16 characters, depending on the Account Policy settings.
Password Enter a password from O to 32 characters, depending on the Account Policy settings.

Confirm Password

To ensure there is no mistake in the password, you will be asked to enter it again. The
two entries must match.

Description

Additional information about the user that you may wish to include.
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Field

Description

Role

There are three categories: Super Administrator, Administrator and User. There is no

limitation on the number of accounts that can be created in each category.

+ The Super Administrator is responsible for the overall installation configuration
and maintenance, user management and device and port assignments. The Super
Administrator's permissions are automatically assigned by the system and cannot be
altered.

+ The default permissions for Administrators include everything except Force to
Grayscale, but the permissions can be altered for each Administrator by checking or
unchecking any of the permissions checkboxes.

+ The default permissions for Users include the Win, Java, and SSH clients, but the
permissions can be altered for each User by checking or unchecking any of the
permissions checkboxes.

Note: Users who have been given User Management privileges cannot access or configure Groups.

Permissions

Note: For ordinary users, in
addition to enabling Device
Management, Port Configuration,
and Maintenance permissions,
the user must also be given those
rights for each device and port

that he will be allowed to manage.

See 7.6.4 Device Assignment for
details.

+ Enabling Device Management allows a user to configure and control the settings for
overall operations (see 7.7 Device Management).

+ Enabling Maintenance allows a user to perform all the Maintenance operations
available under the Maintenance tab (see 7.9 Maintenance).

+ Enabling Windows Client allows a user to download the Windows Client AP software
and access the B064C-16-1X1-IP with it, in addition to (or instead of) the browser
access method.

+ Enabling Port Configuration allows a user to configure and control the settings for
individual ports (see 7.5.8 Port Configuration).

+ Enabling System Log allows a user to access the system log (see 7.8 Log).

+ Enabling Java Client allows a user to download the Java Client AP software and
access the BO64C-16-1X1-IP with it, in addition to (or instead of) the browser access
method.

+ Enabling SSH Client allows a user to log in and access the KVM over IP switch via an
SSH session.

+ Enabling Telnet Client allows a user to log in and access the KVM over IP switch via a
Telnet session.

+ Enabling User Management allows a user to create, modify and delete user and
group accounts.

+ Enabling View Only limits users to only being able to view the display of connected
devices. They cannot control port access, nor can they input any keyboard or mouse
signals to the devices they view.

« Force to Grayscale forces the user's view of the remote display to be in grayscale.
This can speed up I/O transfer in low bandwidth situations.

Status

Status allows you to control the user's account and access the installation.

* Disable Account lets you suspend a user's account without actually deleting it, so that
it can be easily reinstated in the future.

+ If you do not want to limit the time scope of the account, select Account never
expires,; if you do want to limit the amount of time that the account remains in effect,
select Account expires on and key in the expiration date.

+ To require a user to change their password at the next log on, select User must
change password at next logon. This can be used by the administrator to give the
user a temporary password to log in for the first time, then let the user set the
password of their choice for future logins.

+ To make a password permanent so the user cannot change it to something else,
select User cannot change password.

+ For security purposes, administrators may want users to change their passwords
periodically.

o If not, select Password never expires. This allows users to keep their current
passwords for as long as they like.

0 If so, select Password expires after, and key in the number of days allowed before
the password expires. Once the time is up, a new password must be set.
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4. At this point you can assign the new user to a group by selecting the Groups tab. You can also assign the user’s port
access rights by selecting the Devices tab.

Note: Optionally, you can skip this step now and return to it later.
5. When your selections have been made, click Save.
6. When the Operation Succeeded message appears, click OK.
7. Click Users in the Sidebar to return to the main screen. The new user will in the Sidebar list and in the main panel.

o The Sidebar Users list can expand and collapse. If the list is expanded, click the minus symbol ( - ) next to the
Users icon to collapse it; if it is collapsed there is a plus symbol ( + ) next to the icon. Click the plus symboal to
expand it.

o The icon for administrators has one red band.

o The large main panel shows the user's name; the description that was given when the account was created; and
whether the account is currently active or has been disabled.

Modifying User Accounts
To modify a user account:
1. In the Sidebar User list, click the user's name
_or-
In the main panel, select the user's name.
2. Click Modify.
3. In the User page that opens, make your changes, then click Save.

Deleting User Accounts

To delete a user account:

1. In the main panel, select the user's name.
2. Click Delete.

3. Click OK.

7.6.2 Groups

Groups allow administrators to manage users and devices with ease and efficiency. Since device access rights apply to
anyone who is a member of the group, administrators only need to set them once for the group, rather than setting
them for each user individually. Multiple groups can be defined to allow some users access to specific devices, while
restricting other users from accessing them.

Creating Groups

To create a group:

1. Select Groups on the menu bar (Browser GUI)
—or-
Select Groups in the Sidebar (AP GUI).
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2. Click Add at the bottom of the main panel. The Group notebook opens, with the Group tab selected:

Group | Members || Devices

r— Group Information

Group Name : |

Description : I

Permissions :

[ Device Management [‘Iport Configuration [ user Management
[IMaintenance [Isystem Log [Jview only

"] windows Client [13ava Client ["]SSH client

[ Telnet Client [JForce to Grayscale [ ] Power Management

[ save

3. Enter the required information in the appropriate fields. A description of each of the fields is provided in the table
below:

Field Description

Group Name A maximum of 16 characters is allowed.

Additional information about the user that you may wish to include. A maximum of 63

Description i
escriptio characters is allowed.

Permissions and restrictions for groups are set by checking the appropriate boxes.

Permissions These are the same permissions as the ones specified for Users.

4. You can now assign users to the group by selecting the Members tab. You can also assign the group’s port access
rights by selecting the Devices tab.

Note: Optionally, you can skip this step and return to it later.
5. Once your selections have been made, click Save.
6. When the Operation Succeeded message appears, click OK.

7. Click Group in the Sidebar to return to the main screen. The new group will in the Sidebar Group list and in the main
panel.

+ The Sidebar Group list can expand and collapse. If the list is expanded, click the minus symbol ( - ) next to the
Users icon to collapse it. If it is collapsed, there is a plus symbol ( + ) next to the icon. Click the plus symbol to
expand it.

+ The large main panel shows the group’s name and the description that was given when the group was created (the
Status column is inactive).

Repeat the procedure to add additional groups.
Note: You must perform Step 7 before attempting to add a new group. Otherwise, the new group you are creating will replace the group

you just finished creating.
Modifying Groups
To modify a group:
1. In the Sidebar Group list, click the group's name.
—or-
In the main panel, select the group’'s name.
2. Click Modify.
3. In the Group notebook that comes up, make your changes, then click Save.
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Deleting Groups

To delete a group:

1. In the Sidebar, click the Groups icon.

2. In the main panel, select the group’s name.
3. Click Delete.

4. Click OK.

7.6.3 Users and Groups
There are two ways to manage users and groups: from the Users notebook and from the Group notebook.
Note: Before you can assign users to groups, you must first create them.

Assigning Users to a Group from the User’s Notebook
1. In the Sidebar User list, click the user's name.
—or-
In the main panel, select the user's name.
2. Click Modify.
3. In the User notebook that appears, select the Groups tab.

User Groups | ngi‘;gsl

Available: Selected:

UserGroup 1
GroupPer5

>
<<

- Save

In the Available column, select the group that you want the user to be in.
Click the Right Arrow to put the group’s name into the Selected column.
Repeat the above for any other groups that you want the user to be in.
Click Save when you are done.

Note: If a user has permissions in addition to those assigned to the group, the user keeps those permissions in addition to the group
ones.

~N o vk
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Removing Users from a Group from the User's Notebook
To remove a user from a group from the User's notebook:
1. In the Sidebar User list, click the user's name
—or-
In the main panel, select the user's name.
2. Click Modify.
3. In the User notebook that comes up, select the Groups tab.

User Groups | Devices |

Available: Selected:

User Gioup1
GroupPer5

>

_» |
<«

[ save

4. In the Selected column, select the group that you want to remove the user from.

5. Click the Left Arrow to remove the group’s name from the Selected column (it goes back into the Available column).
6. Repeat the above for any other groups that you want to remove the user from.

7. Click Save when you are done.
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Assigning Users to a Group from the Group’s Notebook
1. In the Sidebar Group list, click the group’s name
—or-
In the main panel, select the group’s name.
2. Click Modify.
3. In the Group notebook that appears, select the Members tab.

Group Members | D:w:es|

Available: [
PCUSERES

>
S

<«

[ Save

In the Available column, select the user that you want to be a member of the group.
Click the Right Arrow to put the user's name into the Selected column.
Repeat the above for any other users that you want to be members of the group.

Click Save when you are done.

Note: If a user has permissions in addition to the ones assigned to the group, the user keeps those permissions in addition to the
group ones.

N o uos
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Removing Users from a Group from the Group’s Notebook
1. In the Sidebar Group list, click the group’s name
—or-
In the main panel, select the group’s name.
2. Click Modify.
3. In the Group notebook that comes up, select the Members tab.

Gioup  Members |D=w:es|

Available: Selected:

Hary3291
PCUSERSY

>

ok

i3

[l Save

4. In the Selected column, select the user that you want to remove from the group.

5. Click the Left Arrow to remove the user's name from the Selected column (it goes back into the Available column).
6. Repeat the above for any other users that you want to remove from the group.

7. Click Save when you are done.
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7.6.4 Device Assignment

When a user logs in to the KVM over IP switch, the interface will appear with the Port Access page displayed. All ports
that the user are permitted to access are listed in the Sidebar at the left of the page. Access permissions for those
ports and the devices connected to them are assigned on a port-by-port basis from the User or Group list on the
Sidebar of the User Management page.

Assigning Device Permissions from the User’'s Notebook

1. In the Sidebar User list, click the user's name
—or-
In the main panel, select the user's name.
2. Click Modify.
3. In the User notebook that appears, select the Devices tab.

Grnupl Members Devices |

Name

| Access

| UsB

| Config

A

[ |[e

e

= s BOBAC-1E-TRT-P
il [D1JEATONFCT
Ll [02]EATONPC2
il [03PC3
i [04]PC4
i [05]PCS
il (DI PCE
i [07]PC7
il [08]PCB
i [08PCS
i [aPc10
i [11]PCTT
L p2poz
il AP
L [14IFC4
i [15]PC1S
i [1EIPCIE
3 BladeServer

] o[ [ ] [3=] [ (o] [ 2] ] [ [ ] [ 3] [ 3] (3% [ 3¢

KOEK K R KK KKK KKK KR X

*

e ] T 1 = 1 ] ) T X X X

= Gase

4. Make your permission settings for each port according to the information provided below:
Name: Each port accessible to the user is listed under the Names column.

Access: The Access column is where device access rights are set. Click the icon in the row that corresponds to the
port you want to configure to cycle through the choices. The meanings of the icons are described in the table below:

"

The user can view the remote screen and can perform operations on the remote

Full Access server from his keyboard and monitor.
" View Only The user can only view the remote screen; he cannot perform any operations on it.
L No Access No access rights - the Port will not show up on the User's list on the Main Screen.
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USB: The USB column is where USB Virtual Media device access rights are listed. This entry does not appear for
switches that do not support the USB Virtual Media function. Click the icon in the row that corresponds to the port
you want to configure to cycle through the choices.

« With Full Access, the User can mount, read and write the virtual media.

+ With View Only, the user can only read already mounted virtual media data.

Config: The Config column is where a user's permission to make changes to a port's configuration settings are
permitted/restricted. Click the icon in the row that corresponds to the port you want to configure to cycle through

the choices.

A check mark (v) indicates the user has permission to make changes to the port's configuration settings and an X
indicates the user is denied permission to make configuration changes.

5. Once you have finished making your choices, click Save.
6. In the confirmation popup that appears, click OK.

Note: In any of the columns, you can use Shift-Click or Ctrl-Click to select a group of ports to configure. Clicking to cycle through the
choices on any one of the selected ports causes all of them to cycle in unison.

Filters

There are four filters at the top of the columns that allow you to expand or limit the scope of the ports displayed in the

Name column.

Filter Description
To filter on the port name, key in the name then press Enter. Only the ports whose
names correspond to what you have keyed in appear in the list.
Name Wildcards (? for single characters; * for multiple characters) and the keyword or are
supported. For example, h*ds would return “hands” and "hoods”, h?nd would return
"hand” and "hind", but not “hard”, h*ds or h*ks would return “hands” and “hooks”.
Al All ports appear in the list.
Full Access Only ports configured as Full Access ports appear in the list.
Aiccess View Only Only ports configured as View Only ports appear in the list.
No Access Only ports configured as No Access ports appear in the list.
Al All ports appear in the list.
Full Access Only ports configured as Full Access USB ports appear in the list.
o Read Only Only ports configured as Read Only USB ports appear in the list.
No Access Only ports configured as No Access USB ports appear in the list.
Al All ports appear in the list.
Config Permitted Only ports configured as Permitted appear in the list.
Restricted Only ports configured as Restricted appear in the list.
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Assigning Device Permissions from the Groups' Notebook
To assign device permissions to a Group of users, do the following:
1. In the Sidebar Groups list, click the group's name.

—or-

In the main panel, select the group’s name.
2. Click Modify.
3. In the Groups notebook that appears, select the Devices tab.

4. The screen that appears is the same as in the User's notebook. The only difference is that whatever settings you
make apply to all members of the group instead of just one individual member.

Make your device assignments according to the information described in Assigning Device Permissions from the
User's Notebook.

7.7 Device Management
7.7.1 KVM Devices

Device Information

The Device Management page opens with the top level KVYM over IP switch selected in the Sidebar and the Device
Information item selected on the menu bar:

Browser GUI

L s [ B # 3 E-T-N ©-

Port Access User Management  [BERIGRRELENTL T Log Maintenzance Download

Device Information | | | | | | |

1% BOGAC-16-1X1-1P:
@ BladeServer

General

Device Name: B064C-16-1X1-IP

MAC1 Address: 00-06-67-08-3E-98
MAC2 Address: 00-06-67-08-3E-99
Firmware Version: V1.0.061 build20230921
Main FPGA: Build20230501.124136
Video Driver: Build20230905.151250
IP Addressi: 172.17.18.189

Subnet Mask 1: 255.255.255.0

Gateway 1: 172.17.18.254

Preferred DNS Server 1: 10.0.1.6

IPvE Address 1: feB0::206:67ff:fe08:3e08
TPv6 Subnet Prefix Length 1: 64

IP Address 2: 192.168.0.61

Subnet Mask 2: 255.255.255.0

Gateway 2: 192.168.0.254

IPvE Address 2: feB0::206:67ff:fe08:3e09
IPv6 Subnet Prefix Length 2: &4

Save € Close

(c) 2023 Eaton. All Rights Reserved.

106



7. Administration

AP GUI

[ B064C-16-1X1-1P(172.17.18.189)/[01] EATON PC1

M ] s .
7 a = ~ 4 E:IN ©-
Port Access User Management Log Maintenance Download
Devicelnformation | Operatinghtode | Network | AN | D0BC | Secuity | DatedTime |
{8 Bladsgerver
[
Dsvis Harne: BGACA1B-1%1-F
MACT Acdress: 00-05.67-08-2E-98
MAC2 Adrsss: D0-06-67-08-3E.35
Firmuare Yersion 41,0081 build20230821
Wi FPGA Build202305111 124136
Vidden Diiver Build201230305 151 2501
1P Addiess1: 1721718189 -
I Save & [Close]

<] 2023E skar. Al Rights Psserved 1.0.081

General

The General section of the Device Information page displays the name of the selected device, its firmware version, the
FPGA (Field-Programmable-Gate-Array) and information about its network configuration.

Note: The AP GUI version presents the same information as the Browser version. Scroll through the list to see the additional entries.

Operating Mode

Devica Information  Operating Mods |Netwmk| AKMS | OOBE | Securty | Dats/Time |
Mods

[~ Enable Clisnt AP D evice List
[+ EnableAdapterID
[ Enable FirstLogon Transfer

Kepboard/Mouse Broadcast Disable i
Console Reyboard Language EnglishUS <

[ Save &9 Ciose
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The Operating Mode page is used to set working parameters:

- If Force all to grayscale is enabled, the remote displays of all devices connected to the KVM over IP switch are changed
to grayscale. This can speed up /0 transfer in low bandwidth situations.

* If Enable Client AP Device List is enabled, the switch appears in the Server List when using the WinClient or Java Client
AP (see 7.3.3 Windows Client AP Login and 7.3.4 Java Client AP Login). If this option is not enabled, the switch
can still be connected. However, its name will not appear in the Server List.

- If Enable First Logon Transfer is enabled, only the first user on a bus can switch ports. Other users on the bus cannot
switch ports unless there is a bus that is already connected to the port they would like to access or there is a free bus
available.

o For Keyboard/Mouse Broadcast, use the drop-down list to make your choice.

- If you enable Keyboard Broadcast, your keystrokes will be duplicated on all the attached servers that currently
appear in the Sidebar.

- If you enable Mouse Broadcast, your mouse movements and clicks will be duplicated on all attached servers
currently in the Sidebar.

Notes:

-On a KYM switch that is cascaded from the KVM over IP switch, only one port can perform a Keyboard/Mouse broadcast at a
time.

* For Mouse Broadcast, you and all the servers must be running the same OS; all the monitors must have the same resolution; and
all the screens must have an identical layout.

- The Console Keyboard Language setting lets you specify which keyboard mapping is being used by the Local Console keyboard.
Use the drop-down list to make your choice.
Network
The Network page is used to specify the network environment.

Device Information | TperatingMads  Network |ANMS| O0BE | Seouity | DateTirms |

1P Irsstaller
|7 & iEnabledt £ WiewOnly " Disabled
— Service Port:
Program: 000 HTTF: &0
HTTRS 443 35H 22
Telnet: 23
— NIC Setting:
[~ RedundantNIC
| 1000M Metwork Adapter 1 |
i~ IP+4 Setting: i~ IPvE Setting:
IP Address: IP Address:
" Obtain [P address automaticaly [DHCF] + ObtainlPvE address automatically [DHCP]
& SetIP addiess manualp [Fiked IP] " SetIPyE addiess manualy [Fiked IP]
P Address: 172 .17 18 189 P Addiess: I'ESU - 208:671 fe8: 3298
Subnet Mask 255 . 255 . 285 .0 Subret Prefix Length 64
Default Gateway: 172.17 .18 . 254 Default Gateway: |
DINS Server. DNS Server:
| Obtain DNS senver address automatically 1+ DbtainDNS server address automatically
(& SetDNS server address manually " SetDNS server address manually
Prefenied DNS server: LU 3 Prafemed DNS server:
Altemate DNS server 0 .0 .0 .0 Alteinate DNS server:
Metwark Transfer Rate: 99939 KBps
i Save & Clos=
[c] 2023 E aton, A1 Rights Reserved. 1.0.081
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IP Installer

The IP Installer is an external Windows-based utility for assigning IP addresses to the KVM over IP switch.
Click one of the radio buttons to select Enable, View Only or Disable for the IP Installer utility.

Notes:

- If you select View Only, you will be able to see the KVM over IP switch in the IP Installer’s Device List, but you will not be able to change the
IP address.

- For security, we strongly recommend you set this to View Only or Disable after each use.

Service Ports

As a security measure, if a firewall is being used, the Administrator can specify the port numbers that the firewall will
allow. If a port other than the default is used, users must specify the port number as part of the IP address when they
log in. If an invalid port number (or no port number) is specified, the KVM over IP switch will not be found. An
explanation of the fields is provided in the table below:

Field Explanation
Program This is the port number for connecting with the WinClient ActiveX Viewer, WinClient AP,
g Java Client Viewer, Java Client AP or via Virtual Media. The default is 9000.
HTTP The port number for a browser login. The default is 80.
HTTPS The port number for a secure browser login. The default is 443.
SSH The port for SSH access. The default is 22.
Telnet The port for Telnet access. The default is 23.
Notes:

-Valid entries for all service ports are from 1-65535.
- Service ports cannot have the same value. You must set a different value for each one.
-If there is no firewall (on an Intranet, for example), it does not matter what these numbers are set to since they have no effect.

NIC Settings
- Redundant NIC

The KVM over IP switch is designed with two network interfaces. If Redundant NIC is enabled (the default), both
interfaces make use of the IP address of Network Adapter 1.

Under this configuration, the second interface is usually inactive. If there is a network failure on the first interface, the
switch automatically switches to the second interface.

0 Redundant NIC Enabled - Single IP Address for Both Interfaces To enable the Redundant NIC function, do the
following:

1. Click to put a check in the Redundant NIC checkbox.

2. Network Adapter 1 is selected in the network adapter listbox, and the listbox will be disabled (you cannot
configure Network Adapter 2).

3. Configure the IP and DNS server addresses for Network Adapter 1.
+ Redundant NIC Not Enabled - Two IP Addresses

If you choose not to enable the Redundant NIC function, the two NICs can be configured with separate interfaces.
Users can log into the KVM over IP switch with either IP address. To set up the switch with this configuration, do the
following:

1. If there is a check in the Redundant NIC checkbox, click to remove it.

In the network adapter listbox, select Network Adapter 1.

Configure the IP and DNS server addresses for Network Adapter 1.

Use the drop-down to view the network adapter listbox and select Network Adapter 2.
Configure the IP and DNS server addresses for Network Adapter 2.

Uk weN
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- IPv4 Settings
- |P Address

IPv4 is the traditional method of specifying IP addresses. The KVM over IP switch can either have its IP address
assigned dynamically (DHCP) or it can be given a fixed IP address.

o For dynamic IP address assignment, select the Obtain IP address automatically radio button (this is the default
setting).

o To specify a fixed IP address, select the Set IP address manually radio button and fill in the fields with values
appropriate for your network.

Notes:

- If you choose Obtain IP address automatically, when the switch starts up it will wait to obtain its IP address from the DHCP server.
If it has not obtained the address after one minute, it will automatically revert to its factory default IP address (192.168.0.60.).

- If the switch is on a network that uses DHCP to assign network addresses, and you need to ascertain its IP address.
+ DNS Server
o For automatic DNS Server address assignment, select the Obtain DNS Server address automatically radio button.

o To specify the DNS Server address manually, select the Set DNS server address manually radio button and fill in
the addresses for the Preferred and Alternate DNS servers with values appropriate for your network.

Note: Specifying the Alternate DNS Server address is optional.
+ IPv6 Settings

- |P Address

IPv6 is the new (128-bit) format for specifying IP addresses (see 7.1.1 IPv6 for more information). The KVM over IP
switch can either have its IPv6 address assigned dynamically (DHCP, or it can be given a fixed IP address.

o For dynamic IP address assignment, select the Obtain IP address automatically radio button (this is the default
setting).
o To specify a fixed IP address, select the Set IP address manually radio button and fill in the fields with values
appropriate for your network.
+ DNS Server
o For automatic DNS Server address assignment, select the Obtain DNS Server address automatically radio button.

o To specify the DNS Server address manually, select the Set DNS server address manually radio button and fill in
the addresses for the Preferred and Alternate DNS servers with values appropriate for your network.

Note: Specifying the Alternate DNS Server address is optional.

Network Transfer Rate

This setting allows you to tailor the size of the data transfer stream to match network traffic conditions by setting the
rate at which the KVM over IP switch transfers data between itself and the client computers. The range is from 4-
99999 Kilobytes per second (KBps).

Finishing Up

After making any network changes, make sure to Reset on exit on the Device Management = System Operation page has
been enabled (there is a check in the checkbox) before logging out. This allows network changes to take effect without
having to power the switch off and on.

ANMS

The ANMS (Advanced Network Management Settings) page is used to set up login authentication and authorization
management from external sources. It is organized as a notebook with two tabs, each with a series of related panels.
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Event Destination

Devicelnformelmnl OperatingMode | Metwork ANMS |DDBE| S;curiwl Dateﬂimel

o

Event —SMTP Setting
Destination [ [Enable report fiom the following SMTP Server;
SMTPServer: |
Avthentication Service Part: l;ii
[~ My senver requires secure connection (S5
SNMP Agent [~ Mysetver requires authertication

Account Name:
Password:

From: I

To: I

—LogServer
[~ Enable

MAC Address: 000000000000 Service Port: 3001

SNMP Trap
[~ Enable

Server [P:

Service Port: 162

Syslog Server
[~ Enable

Server IP:

Service Port: 514

il Save 0 Close

+ SMTP Settings
To have the KVM over IP switch email reports from the SMTP server to you, do the following:

1. Enable the Enable report from the following SMTP server and key in either the IPv4 address, IPv6 address or domain

name of the SMTP server.

2. If your server requires a secure SSL connection, put a check in the My server requires secure connection (SSL)
checkbox.

3. If your server requires authentication, put a check in the My server requires authentication checkbox, and key in the

appropriate account information in the Account Name and Password fields.
4. Key in the email address from where the report is being sent in the Ffrom field.
Notes:
- Only one email address is allowed in the From field and it cannot exceed 64 Bytes.
-1 Byte = 1 English alphanumeric character.
5. Key in the email address (addresses) of where you want the SMTP reports sent to in the To field.

Note: If you are sending the report to more than one email address, separate the addresses with a semicolon. The total cannot
exceed 256 Bytes.

+ Log Server

Important transactions that occur on the KVM over IP switch such as logins and internal status messages are kept in
an automatically generated log file.

0 Specify the MAC address of the computer that the Log Server runs on in the MAC address field.

0 Specify the port used by the computer that the Log Server runs on to listen for log details in the Port field. The
valid port range is 1-65535. The default port number is 9001.

Note: The port number must be different than the one used for the Program port.
See 7.12 Log Server for details on setting up the log server.
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+ SNMP Trap
To be notified of SNMP trap events:
1. Check Enable SNMP Agent.
2. Key in either the IPv4 address, IPv6 address, or domain name of the computer to be notified of SNMP trap events.
3. Key in the port number. The valid port range is 1-65535.

Note: The logs that are notified of SNMP trap events are configured on the Notification Settings page under the Log tab (see 7.8 Log
Notification Settings for details).

- Syslog Server
To record all the events that take place on KVM over IP switches and write them to a Syslog server:
1. Check Enable.
2. Key in either the IPv4 address, IPv6 address or domain name of the Syslog server.
3. Key in the port number. The valid port range is 1-65535.

Authentication
Dewcelnlurmallonl UperatmgModel Metwark  ANMS |UE|BE| Securltyl DatedTime
v [~ Disable Device Authentication
Destination e

i

Authentication [ PrefensdRADIUS =
Server|P: Port: 1645

SNMP Agent | Sae as prefened setting
Authentication Type: CHaP K4
Timeout 3 sec Fietries 3
Shared Secret (atleast  characters) |

—&D/LDAP Setting:
[~ Enable
| PreferredLDAP I
Server|P: Port: 389
™| Same as prefenzd setting
™| Serveriequiies seeure cormection|S5L)
Timeaut: o sec
Adrin DN
Admin Name:
Passward
Search DN, I
[l Save &9 Close
[c] 2023 Eaton. All Rights Reserved. 1.0.061

- Disable Local Authentication

Selecting this option disables login authentication on the KVM over IP switch. The switch can only be accessed using
LDAP, LDAPS, MS Active Directory, RADIUS or CC Management authentication.

- RADIUS Settings
To allow authentication and authorization for the KVM over IP switch through a RADIUS server:
1. Check Enable.
2. Select Preferred or Alternate RADIUS server.

3. Fillin the IP addresses and service port numbers for the Preferred and Alternate RADIUS servers. You can use the
IPv4 address, the IPv6 address or the domain name in the IP fields.

4. Select the Authentication Type.

5. In the Timeourt field, set the time in seconds that the KVM over IP switch waits for a RADIUS server reply before it
times out.

6. In the Retries field, set the number of allowed RADIUS retries.
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7. In the Shared Secret field, key in the character string that you want to use for authentication between the KVM over
IP switch and the RADIUS Server. A minimum of 6 characters is required.

8. On the RADIUS server, Users can be authenticated with any of the following methods:
0 Set the entry for the user as su/xxxx

Where xxxx represents the Username given to the user when the account was created on the KVM over IP
switch.

0 Use the same Username on both the RADIUS server and the KVM over IP switch.
0 Use the same Group name on both the RADIUS server and the KVM over IP switch.
0 Use the same Username/Group name on both the RADIUS server and the KVM over [P switch.

In each case, the user's access rights are the ones assigned that were assigned when the User of Group was
created on the KVM over IP switch.

+ LDAP / LDAPS Authentication and Authorization Settings

To allow authentication and authorization via LDAP or LDAPS, the Active Directory's LDAP Schema must be extended
so that an extended attribute name for the BO64C-16-1X1-IP - iKVM61-userProfile is added as an optional attribute to
the person class.

To manually find out the attribute name of the B064C-16-1X1-IP - iKVM61-userProfile, go to Terminal under
Maintenance and execute a get command (see 7.9.6 Terminal for details).

To configure the LDAP server:
1. Install the Windows Server Support Tools.
2. Install the Active Directory Schema Snap-in.
3. Extend and update the Active Directory Schema.

To allow authentication and authorization for the KVM over IP switch via LDAP / LDAPS, refer to the information in
the table below:

Item Action

Put a check in the Enable checkbox to allow LDAP / LDAPS authentication and
authorization.

Type Click a radio button to specify whether to use LDAP or LDAPS.
Select Preferred or Alternate LDAP Server and fill in the IP address and port number

for the LDAP or LDAPS server.

+ You can use the IPv4 address, the IPv6 address or the domain name in the LDAP
Server field.

+ For LDAP, the default port number is 389; for LDAPS, the default port number is
636.

Consult the LDAP / LDAPS administrator to ascertain the appropriate entry for this
Admin DN field. For example, the entry might look like this:

ou=B064C161X1IP,dc=eaton,dc=com

Admin Name Key in the LDAP administrator's username.

Enable

LDAP Server IP and Port

Password Key in the LDAP administrator’s password.

Set the distinguished name of the search base. This is the domain name where the
search starts for user names.

Set the time in seconds that the KVM over IP switch waits for an LDAP or LDAPS server
reply before it times out.

Search DN

Timeout
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On the LDAP / LDAPS server, Users can be authenticated with any of the following methods:

-+ With MS Active Directory schema.

+ Without schema - Only the Usernames used on the KVM over IP switch are matched to the names on the LDAP /
LDAPS server. User privileges are the same as the ones configured on the switch.

-+ Without schema - Only Groups in AD are matched. User privileges are the ones configured for the groups he belongs

to on the switch.

+ Without schema - Usernames and Groups in AD are matched. User privileges are the ones configured for the User
and the Groups he belongs to on the switch.

SNMP Agent

The SNMP Agent allows you to configure Device Management settings with a MIB browser using the MIB file
downloaded from our website. The MIB file imports into the MIB browser to configure the following Device
Management settings: Operating Mode: Mode; Network: IP Installer, Service Ports, IPv4 Settings, IPv6 Settings; ANMS -
Event Destination: Log Server, SNMP Trap.

To connect to the switch through an MIB browser, use the instructions below to add an SNMP Agent to allow access
from the computer you will use to configure to the switch settings.

Dmeldulmdlnnl DpaalmgMudEl Metwork  ANMS |EIDEI:| Smurilyl DdemeEl

Event
Destination

Authentication

SNMP Agent

[ Enable

Community/User Name:

| NMS |F/Host Hame

Version Access Type

Modiy Delete |
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To add an SNMP Agent:
1. Check Enable.
2. Click Add. A window will appear:

SNMP Agent B|

Wersion: & .\,-1 oy
Community N ame: |
NMS IP/ Host Name: |
Soseslrs | None =]
Save I Close |

Select the Version.

Enter a Community Name.

Key in NMS IP/Host Name. Enter the IP address of a computer that will access the switch via a MIB browser.
Select the Access Type and click Save.

From a MIB browser, import the MIB file and enter the IP address of the switch.

Note: Download the Eaton B064C MIB file on Eaton’s website from the B064C-16-1X1-IP product page.

N o vk W

00BC

In case the KVM over IP switch cannot be accessed with the usual LAN-based methods, it can be accessed from the
switch’'s modem port. To enable support for PPP (modem) operation, click to put a checkmark in the Enable Out of Band
Access checkbox.

Devics Information | OperatingMods | Natwork | ANMS OOBC | Secuiy | Date/Time
[ PEPSettings .
[ {Enable Outof Band Access;
- DialBack

[~ Enable Dial Back
& | EnableFized Number Dial Back 1 Enable Flexible Disl Back

Phone Number. Use dial back phone number for the Usemame
Password

— Dial Out
[~ Enable Disl Dut
ISP Setting: r— Drial Out S chedul

Phone Number: ¥ Evern Never -
Account Mame: | Dailyat; 00 : 00
Password: PPP online time: 00 minute(s]

—Emergency DialOut—————————————————  — Dial Out Mail Configuration
% | PPPstays onfine until network recovery SMTP Server [P Address
| PRP onfine time: 0 minute(s) Sl o5

[~ SMTP serverrequites secure connection [S5L)

[ B1TPserverrequires authentication

Account Name:
Password:
Email Fram:
Ta:
il Save €3 Close

When you enable Out of Band Access, the £nable Dial Back, and Enable Dial Out functions become available.
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Enable Dial Back

As an added security feature, if this function is enabled the switch disconnects the calls that dial in to it and dials back
to one of the entries as specified in the table below:

Item

Action

Enable Fixed Number Dial
Back

If Fixed Number Dial Back is enabled, when there is an incoming call, the KVM over IP
switch hangs up the modem and dials back to the modem whose phone number is
specified in the Phone Number field.

Key the phone number of the modem that you want the KVM over IP switch to dial
back to in the Phone Number field.

Enable Flexible Dial Back

If Flexible Dial Back is enabled, the modem that the KVM over IP switch dials back to

does not have to be fixed. It can dial back to any modem that is convenient for the

user:

1. Key the password that the users must specify in the Password field.

2. When connecting to the KVM over IP switch's modem, users specify the phone
number of the modem that they want the KVM over IP switch to dial back to as their
Username and specify the password set in the Password field for their password.

Enable Dial Out

For the dial out function, you must establish an account with an Internet Service Provider and use a modem to dial up
to your ISP account. An explanation of the Enable Dial Out items is provided in the table below:

Item

Action

ISP Settings

Specify the telephone number, account name (username), and password that you use
to connect to your ISP.

Dial Out Schedule

This entry sets up the times you want the KVM over IP switch to dial out over the ISP
connection.
+ Fvery provides a listing of fixed times from every hour to every four hours.
o For example, if you select Every two hours, the KVM over IP switch will start dialing
out every two hours beginning at 00:00.
o If you do not want the KVM over IP switch to dial out on a fixed schedule, select
Never from the list.
+ Daily will dial out once a day at a specified time. Use the hh:mm format to specify the
time.
+ PPP online time specifies how long you want the ISP connection to last before
terminating the session and hanging up the modem. A setting of zero means it is
always online.

Emergency Dial Out

If the KVM over IP switch gets disconnected from the network or the network goes

down, this function puts the switch online via the ISP dial up connection.

+ If you choose PPP stays online until network recovery, the PPP connection to the ISP
will last until the network comes back up or the switch reconnects to it.

« If you choose PPP online time, the connection to the ISP will terminate after the
amount of time that you specify is up. A setting of zero means it is always online.
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Item

Action

Dial Out Mail Configuration

This section provides email notification of problems that occur on the devices

connected to the KVM over IP switch's ports.

Note: This email notification differs from the one configured under SMTP Settings, in that it uses the

ISP mail server rather than the internal company’s mail server.

+ Key in the IPv4 address, IPv6 address or domain name of your SMTP server in the
SMTP Server IP Address field.

+ Key in the email address of the person responsible for the SMTP server (or some
other equally responsible administrator) in the Email From field.

the fields.

+ Key in the email address (addresses) of where you want the report sent to in the To
field. If you are sending the report to more than one email address, separate the
addresses with a comma or a semicolon.

- If your server requires a secure SSL connection, put a check in the SMTP server
requires secure connection (SSL) checkbox.

- If your server requires authentication, put a check in the SMTP server requires
authentication checkbox, then key in the appropriate account name and password in

Once you have finished making your settings on this page, click Save.

Security

The Security page is divided into 7 main panels.

Device fomation | OperstingMode | Metwerk | ANMS | DOBE. - Secury | Date/Tima |

— LaginFail ~— Security Level
[ fEnablet ' High " bediun high & Medum
Mlowet |3 Timeout: [3 i  Custom: |7 Enable|CMP service
[+ Lack Client PC [~ LockaAccount I~ Enable 5P service
Fiter I~ Enable Telhet service
[ Enable P Fiter € Inchide & Exclude [ Enbl= 61 session
[¥ Enable HTITP session
A
[¥ Enable HTTPS session TLS1.01.1.1.2 VI
T iy
Mobe: you canuze either HTTP or HTTPS tologin.
Delete | |Fyou disable both of them, pou can use Client AP ta log in.
Loais —Working Mod
ogin St
S [~ EnableFIFS
| [¥ Enable Multuser Dperation
[ Enable MAC Fiter  Inchude & Exclude [+ Enable irualkedaiiite
[ Disable Authentication
Al
— Private Certificat
adif
Browse...
Delete Private Key
Cerlificate Browse...
~ Encryptio
Keyboard/Mouse
Uplazd) Restore default
[ DES [ a3DES [ AES [ RCA [ Random | |
Video  Cettcate Signing Feuest
[T DES [ ES [ AES [T RCA [ Random
Certificate: Browss
Virtual Media
[T DES [ IMES [ A4ES [ RC4 [ Random CreateCSR || Getsh || Upad | Remwversd |
[ save & Close
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Login Failures

For increased security, the Login Failures section allows administrators to set policies governing what happens when a
user fails to log in successfully.

To set the Login Failures policy, check the Enable checkbox (the default is for Login Failures to be enabled). The
meanings of the entries are explained in the table below:

Entry Explanation

Allowed Sets the number of consecutive failed login attempts that are permitted from a remote
computer. The default is 5 times.

Timeout Sets the amount of time a remote computer must wait before attempting to login

again after it has exceeded the number of allowed failures. The default is 3 minutes.

Lock Client PC

If this is enabled, after the allowed number of failures have been exceeded, the
computer attempting to log in is automatically locked out. No logins from that
computer will be accepted. The default is enabled.

Note: This function relates to the client computer’s IP. If the IP is changed, the computer will no
longer be locked out.

Lock Account

If this is enabled, after the allowed number of failures have been exceeded, the user
attempting to log in is automatically locked out. No logins from the username and
password that have failed will be accepted. The default is enabled.

Note: If Login Failures is not enabled, users can attempt to log in an unlimited number of times with no restrictions. For security purposes,
we recommend that you enable this function and enable the lockout policies.

Filter
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- IP-and MAC Filtering

IP-and MAC Filters control access to the KVM over IP switch based on the IP and/or MAC addresses of the client
computers attempting to connect. A maximum of 100 IP filters and 100 MAC filters are allowed. If any filters have
been configured, they appear in the IP Filter and/or MAC Filter list boxes.

To enable IP and/or MAC filtering, Click to put a check mark in the /P Filter Enable and/or MAC Filter Enable checkbox.

o If the include button is checked, all the addresses within the filter range are allowed access; all other addresses are
denied access.

o If the exclude button is checked, all the addresses within the filter range are denied access; all other addresses are
allowed access.

- Adding Filters
To add an IP filter:
1. Click Add. A dialog box similar to the one below appears:

.............

|uuau

[ SinglelP

oK | Cancel |

2. Specify whether you are filtering an IPv4 or IPv6 address.
3. Key the address you want to filter in the Ffrom: field.
- To filter a single IP address, click to put a check in the Single IP checkbox.
+ To filter a continuous range of addresses, key in the end number of the range in the To: field.
Notes: This description is for the AP GUI. The Browser GUI differs as follows:
- It does not offer an IPv4 or IPv6 choice. It only has From and To fields for IPv4 filtering.

- It does not have a checkbox to specify a single IP address. To filter a single IPv4 address, key the same address in both the From
and To fields.

4. After filling in the address, click OK.
5. Repeat these steps for any additional IP addresses you want to filter.
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To add a MAC filter:
1. Click Add. A dialog box similar to the one below appears:

Mac Filter X |
MALC Address:
|unoonnonnnun
oK | Cancel

2. Specify the MAC address in the dialog box, then click OK.
3. Repeat these steps for any additional MAC addresses you want to filter.
+ IP Filter / MAC Filter Conflict

If there is a conflict between an IP filter and a MAC filter (e.g., if a computer’s address is allowed by one filter but
blocked by the other), then the blocking filter takes precedence (the computer's access is blocked).

+ Modifying Filters

To modify a filter, select it in the IP Filter or MAC Filter list boxes and click Modify. The Modify dialog box is similar to
the Add dialog box. When it appears, simply delete the old address(es) and replace it with the new one(s).

- Deleting Filters
To delete a filter, select it in the IP Filter or MAC Filter list box and click Delete.

Login String

The Login String entry field lets the super administrator specify a login string (in addition to the IP address) that users
must add to the IP address when they access the KVM over IP switch with a browser.

For example, if 192.7168.0.126 were the IP address, and abcdefg were the login string, then the user would have to key
in:
192.168.0.126/abcdefg
Notes:
- Users must place a forward slash between the IP address and the string.

-If no login string is specified here, anyone will be able to access the KVM over IP switch login page using the IP address alone. This makes
your installation less secure.

The following characters are allowed in the string: 0-9 a-z A-Z~1@ $ & * () _-=+[].
The following characters are not allowed:

% A"/ ?7#N{ ), <>[Space] Compound characters (E Ch..etc)

For security purposes, we recommend you change this string occasionally.
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Account Policy
In the Account Policy section, system administrators can set policies governing usernames and passwords.

Account Policy

Minimum Username Length: |6 |
Minimum Password Length: |6 |
Password Must Contain At Least ] One Upper Case

) One Lower Case

0 One Number

] One Special (e.g., ~ ' @ # 5% ~&*()
_+=-"[1/7=<)

[ Minimum number(%s) of characters 50

changed from previous password:

) Disable Duplicate Login

[ Enforce Password History 3

Save Close

The meanings of the Account Policy entries are explained in the table below:

Entry Explanation

Sets the minimum number of characters required for a username. Acceptable values
are from 1-16. The default is 6.

Sets the minimum number of characters required for a password. Acceptable values
Minimum Password Length are from 0-32. A setting of 0 means that no password is required. Users can login with
only a Username. The default is 6.

Minimum Username Length

Checking any of these items requires users to include at least one uppercase letter,
one lowercase letter or one number in their password.

Note: This policy only affects user accounts created after this policy has been enabled and
password changes to existing user accounts. For user accounts created before this policy is enabled,
there is no change to the existing passwords.

Password Must Contain At
Least

Minimum Number (%) of
Characters Changed from
Previous Password

Sets the minimum number in percentage of characters required to be changed from
the previous password.

Disable Duplicate Login Check this to prevent users from logging in with the same account at the same time.

Checking this box will require users to create a unique password that does not match

Enforce Password History the last x passwords they have used. X equals the number entered in the dialog box.
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Encryption

Account Policy

Minimum Username Length: |6 |
Minimum Password Length: s |
Password Must Contain At Least ] One Upper Case

[ One Lower Case
' One Number

) One Special (e.g, ~ 1@ #§% ~ &~ ()
_+=-"[1/?=<])

[ Minimum number{%) of characters

changed from previous password: il

) Disable Duplicate Login

) Enforce Password History

%]

Save Close

These flexible encryption alternatives for keyboard/mouse, video and virtual media data let you choose any
combination of DES; 3DES; AES; RC4 or a Random cycle of any or all of them.

Enabling encryption affects system performance. No encryption offers the best performance and the greater the
encryption, the greater the adverse effect. If you enable encryption, the performance considerations are as follows:

+ RC4 offers the least impact on performance; DES is next; then 3DES or AES
+ The RC4 + DES combination offers the least impact of any combination.

Mode

—"Wwiorking kMode
[7 EnableFIPS
[+ Enable Multiuzer O peration;
[+ EnableVirtual Media‘write
[ Dizable Authentication

An explanation of the Mode items is given in the table below:

Item Explanation
Enable FIPS Enables the FIPS security standard.

Enabling Multiuser operation permits up to 32 users to log in at the same time to
Enable Multiuser Operation share the remote bus. If not enabled, only one user can log in at a time. The default is
Enabled.

. : . Enabling Virtual Media Write Operation allows redirected virtual media devices on a
énaet:aeti\c/;;tual Media Write user’s system to send data to a remote server, as well as being able to have data from
P the remote server written to them.

If Disable Authentication is checked, no authentication procedures are used to check
users attempting to log in. Users gain Administrator access to the KVM over IP switch
Disable Authentication simply by entering combination of username and password.

Note: Enabling this setting creates an extremely dangerous result in terms of security and should
only be used only under special circumstances.
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Private Certificate

When logging in over a secure (SSL) connection, a signed certificate is used to verify that the user is logging in to the
intended site. For enhanced security, the Private Certificate section allows you to use your own private encryption key
and signed certificate, rather than the default certificate.

Private Certificate

Private Key : Browse...

Certificate : Browse...

Restore default |

There are two methods for establishing your private certificate: generating a self-signed certificate and importing a
third-party certificate authority (CA) signed certificate.

+ Generating a Self-Signed Certificate

If you wish to create your own self-signed certificate, a free utility - openssl.exe - is available for download over the
web. See 7.1.3 Self-Signed Private Certificates for details about using OpenSSL to generate your own private key
and SSL certificate.

+ Obtaining a CA Signed SSL Server Certificate

For the greatest security, we recommend using a third-party certificate authority (CA) signed certificate. To obtain a
third party signed certificate, go to a CA (Certificate Authority) website to apply for an SSL certificate. After the CA
sends you the certificate and private encryption key, save them to a convenient location on your computer.

+ Importing the Private Certificate
To import the private certificate:
1. Click Browse to the right of Private Key, browse to where your private encryption key file is located and select it.
2. Click Browse to the right of Certificate, browse to where your certificate file is located and select it.
3. Click Upload to complete the procedure.
Notes:
- Clicking Restore Default returns the device to using the default certificate.
- Both the private encryption key and the signed certificate must be imported at the same time.
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Certificate Signing Request

The Certificate Signing Request (CSR) section provides an automated way of obtaining and installing a CA signed SSL
server certificate.

— Certificate Signing Request

Certificate : Browse...

Create CSR

To perform this operation:
1. Click Create CSR. The following dialog box will appear:

Country (2 letter code): |:|
l
l
|
l
|
|

State or Province:

Locality:

Organization:

Unit:

Common Name:

Email Address:

2. Fillin the form with entries that are valid for your site. Example information is provided in the following table:

Information Example

Country (2 letter code) us

State or Province IL

Locality us

Organization Your Company, Ltd.
Unit Techdoc Department

mycompany.com

Note: This must be the exact domain name of the site that you want the certificate to be valid
for. If the site’s domain name is www.mycompany.com, and you only specify mycompany.com, the
certificate will not be valid.

Common Name

Email Address administrator@yourcompany.com

3. After filling in the form (all fields are required), click Create.

A self-signed certificate based on the information you just provided will now be stored on the KVM over IP switch.
4. Click Get CSR and save the certificate file (csr.cer) to a convenient location on your computer.

This is the file that you give to the third-party CA to apply for their signed SSL certificate.

5. After the CA sends you the certificate, save it to a convenient location on your computer. Click Browse to locate the
file, then click Upload to store it on the KVM over IP switch.

Note: Once you upload the file, the KVM over IP switch will check the file to make sure the specified information still matches. If it does,
the file is accepted, if not, it is rejected.

If you want to remove the certificate (to replace it with a new one because of a domain name change, for example),
simply click Remove CSR.

124



7. Administration

Date/Time
The Date/Time dialog page sets the KVM over IP switch time parameters:

Dewce\nformalmnl UperatlngModel Netwolkl ANMS' UUBC' Security  DatedTime |

i~ TimeZon

| (BMT-08:00) Certral Time (LS & Canads) |
[~ Davlight Savings Time

—Dak

10 1 12 13 14 15 16

17 18 13 20 21 22 23
24 25 28 7

T

’7 m:82:1 Set

wwork Ti
[~ Enable auto adjustment

Preferred time server
[ AU I ntpt es.mu.0z AU =1

[~ Freferredicustonn server| P

| Altemnate time server
[ 0 Tntp1.cs.mu.0Z.A0 =l

[ Bliemate customserverl P
Adiust time every |1_ days vzt Time My

[l Save & Clos=

Set the parameters according to the information below.

Time Zone

+ To establish the time zone where the KVM over IP switch is located, use the drop-down to view the Time Zone list and
choose the city that most closely corresponds to where it is at.

« If your country or region employs Daylight Saving Time (Summer Time), check the corresponding checkbox.

Date

+ Select the month from the drop-down listbox.

- Click < or > to move backward or forward by one-year increments.
+ In the calendar, click on the day.

+ To set the time, use the 24 hour HH:MM:SS format.

- Click Set to save your settings.

Network Time

To have the time automatically synchronized to a network time server:

1. Check the Enable auto adjustment checkbox.

2. Drop down the time server list to select your preferred time server
—or-

Check the Preferred custom server IP checkbox and key in either the IPv4 address, IPv6 address or domain name of
the time server of your choice.

3. If you want to configure an alternate time server, check the Alternate time server checkbox and repeat step 2 for the
alternate time server entries.

4. Key in your choice for the number of days between synchronization procedures.
5. If you want to synchronize immediately, click Adjust Time Now.
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7.7.2 Blade Servers

Configuration Page

For Super Administrators, when a Blade Server is selected in the Sidebar, its Configuration page will appear:

Browser GUI

] s B e L 2 E.-T-N ©-

Port Access User Management  |[MEVICRRENENTENTENT Log Maintenance Download
lade Server Configuration

= B2 B064C-16-1X1-1P
&8 BladeServer

Action | Server Name Server Model Server 1P Service Port Status
Access Web [ Add | [ Modify | [ Delete ]

€3 Close

(c) 2023 Eaton. All Rights Reserved.

AP GUI

.
2 B e :
2 2 o .
Port. Access User Managensnt Log Mzintenance Download
= kg, BOE: Blade Server Configuration

Action_| ServerMName | Server Madel | Server [P | SewicePat___| Status

Aeeessiaieh Add Iadify Delete

[ Save @ Cose
(c) 2023 Eaton. 41l Rights Reserved. 10,061
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Blade Server Setup

Adding a Blade Server

1. Select its icon in the Sidebar, then click Add in the main panel. The Setup Blade Server dialog box appears with the

Step 1 tab displayed:

Server Model: |IBM BladeCenter-S b
Include KVM
Server Name: |IVEhf'IWBI?|VieCe7mEE|: s
Server IP: |10.3.166.20
Service Port: 22
User Name: |usermD
Password: |.:|.I.II.
Scan Interval: |1 | min
Timeout: |50 | sec
Web URL: |tps:f{10.3.166.ngshared.fuserlogln.php‘-'
Login Name: |userm
Login Password: |--------|
oz

2. Fillin the fields according to the information provided in the table below:

Field

Explanation

Server Model

Drop down the list to select the blade server chassis model. If your model is not
included in the list of supported servers, contact your dealer for help.

Include KVM

This item is for information purposes and cannot be edited. If the server supports a
KVM function, this box is checked. Otherwise, it is unchecked.

Server Name

For convenience, you can give the server a name.

Server IP

Key in the server's IP address (IPv4, IPv6, or domain name) used to access the server
via a serial connection (Telnet or SSH).

Service Port

Key in the port number used for serial access.

User Name

Key in the username required for serial access authentication.

Password

Key in the password required for serial access authentication.

Scan Interval

The interval between times that the KVM over IP switch scans the server for
information.

The amount of time that the KVM over IP switch waits for a response from the server

Timeout before it stops scanning for information.

Web URL Key in the server's IP address (IPv4, IPv6, or domain name) used to access the server
via a browser.

Login Name Key in the username required for browser authentication.

Login Password

Key in the password required for browser authentication.

3. When you have finished configuring the fields, click Next to open the dialog box with the Step 2 tab displayed.

4. The Step 2 dialog presents a summary of the blade server's configuration, including the number of blades installed.
Click Save to add the blade server to the installation.
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Modifying / Deleting a Blade Server

- To modify a blade server's configuration, select it in the Sidebar, then click Modify. Make your changes on the Setup
Blade Server dialog box.

- To remove a blade server, select it in the Sidebar, then click Delete.

Web Access
To access the blade server's Web page, select it in the Sidebar, then click Access Web.

7.8 Log

The KVM over IP switch logs all the events that take place on it. To view the contents of the log, click the Log tab.

Browser GUI

s = s E-T'N o

User Management  Device Management Log Maintenan: Download
Log Information |
BOG4C-16-1X1-IP . . .
« [01]EATON PC1 Time Severity User Log Information >
r; [02]EATON PC2 2023/09/27 00:51:33  Least administrator DM: User administrator modified security setting.
2023/09/26 10:50:34  Least administrator DM: User administrator modified date/time setting
. OP: Session of user administrator (10.3.32.109 00-0C-28-E8-77-B3) has
2023/09/26 10:49:17  Least System expired.
A OP: User administrator from 10.3.32.109 (00-0C-29-E8-77-B3) attempting to
2023/09/26 10:49:00  Least System login via brawser.
2023/09/26 10:32:49  Least administrator DM: User administrator modified ANMS setting.
. OP: User administrator from 10.3.32.109 (00-0C-29-E8-77-B3) attempting to
e 2023/09/26 10:31:52  Least System login viz browser.
; [2Jpc1z 2023/09/26 10:31:03  Least zdministrztor DM: User administrator modified security setting.
- [13Jpc13 2023/09/26 10:29:43  Least administrator DM: User administrator modified security setting.
. [14lPC14 2023/09/26 10:20:16  Least administrator OP: User administrator logged in.
rl 2023/09/26 10: Least System OP: User administrator (IP=10.3.32.109) attempting to login.
“ 2023/09/26 10: Least System SYS: Access via windows client 1P=10.3.32.109.
@ BladeServer 2023/09/26 10 Least System SYS: Connected to 10.3.32.109 (00-0C-29-E8-77-B3),
S . OP: User administrator (IP=10.3.32.109) logged out. Online time : 0D
2023/09/25 17:33:48  Least administrator 02H:33M:405.
2023/09/25 17:32:40  Least administrator User administrator modified ANMS setting.
2023/00/25 16:50:06  Least — OP: Session of user administrator (10.3.32.109 00-0C-28-E8-77-B3) has

expired.
OP: User administrator from 10.3.32.109 (00-0C-29-E8-77-B3) attempting to

2023/09/25 16:55:32  Least System login via browser.

e — - p— g)fuirs;?suun of user administrator (10.3.32.109 00-0C-29-E8-77-B3) has

2023/09/25 163748 Least System I(ng:i"U;:rhar?:v\Sr:itramrﬁnm 10.3.32.109 (00-0C-29-E8-77-B3) attempting to
i i | G (E])::rpzirseedssmn of user administrater (10.3.32.109 00-0C-29-E8-77-B3) has

I cetem OP: User administrator from 10.3.32.109 (00-0C-29-E8-77-B3) attempting to -

11 Pause W Clear Log Export Log YT Filter

(c) 2023 Eaton. All Rights Reserved.

AP GUI

® - :
s = ~ ! ETNO-
Port fccess User Hanagement Deuics Hanagensnt Haintensnce Dounload
B Log Notiication 3 etings |

il [01]EATON P

L [021EATONPC2

i [31PC3

o [4Pce 2023/09/261050:34  Least DM: User g

o m)Pes 0ZMWEITALIT  Least  Spstem DP: Session of user admiistrator [10.3, 32,109 00-0C-29-E6-77-83) has expired

il (051 PCE 202303/2610:4309  Lesst  Spstem O User admiristrator fiom 10.3:32103 [00-0C-23-E8-77-B.3) altempling o login via biavsser

o 7Pc? 2023/09/2610:32:49  Least DM: User selting

o mmPcs 0ZMWZEILIEL Least  Spstem OP: User aduiristrator fiom 10.3.32.109 100-0C-23-E8-77-B.3) attemptingto login via browser

o [9PCs 20230WZE10H:03  Lesst DM: User admini diied secuty setting

o HojPCT 2023/09/2610:23:43  Least DM: User ity sefting

o P 2023/0%26102016  Least  adminstator  OP:User adniistrator loggedin

o n2pen 0ZINUZEIDALIE  Lesst  Spstem O User admiristrstor [P=10.3 32 109) attempingto login.

[SEL=E 2023/09/2610:2016  Least System SYS: Ancess viawindows cient IP=10.3.32.109.

o naPcTs 2023092610216 Least  System SVS: Connectedto 10.2.32109(00-0C-29€8-77-83]

o 5lFCTs 0Z3MW2E17:3%48  Least  sdminiswator O User adniiswator (P=10.3. 32,103 lagged out. Oniine time : 0D 02H: 33M: 405,

o LePCis 2023/09/2617:32:40  Least administrator  User admiristrator modified ANMS setfing

[ BladeServer 2023/09/2516:5%:06  Least System OP: Session af user administrator [10.3.32.109 00-00-29-€ 8-77-83) has expired
0ZIMWIEIETEIZ  Least  Spstem OF: User adniristratr fiom 10,3.32109 [0040C-23-E8-77-B 3 anempting tolagin via brovsser
2023/M3/2516:52:27  Least System 0P Session of user administrator [10.3.32. 103 00-0C-23-E8-77-B 3] has expired
2023/09/2516:37:48 Least System OP: User admiristrator from 10,332,109 [00-0C-23-£8-77-8 3] atterpting to login via browser
0ZIMWZEIEZZAT  Least  Spstem O Session of user admiistrator [10.3, 32,109 00-0C-29-E6-77 83 has expired
0230V Lesst  Spstem O User admiristrator fiom 10,3:32103 [00-0C-23-E8-77-B.3) altempling o login via biavsser
2023/09/251614:48  Least administrator OP: User admiristrator [|P=17217 18 51) logged out. Orline time:: 0D D0H: 08k: 225
2023/0%/2516:14:43  Least  System OP: User aduiristrator from 10..62.111 [00-0C-23-£8-77-83) loaged out via browser,
0Z3MVZEIE0728  Lesst  administistor P User sdministrstor gainfullaccess privilege. andswitchto [12]PC12
2023/03/2516:0716  Least administrator OP: User admiristrator gain full access privilege, and switch to [02]EATON PC2.
2023025160715 Least  administator P User adniristrator gainful access priviege, and switch to [012]EATON PC2.
0ZIMWZ51606:4E  Least  adminiswator P User adniristrator gainfull access privilege, and switchto[12]PC12
2023/03/2516:06:48  Least administrator OP: User admiristrator gain full access privilege, and switch to [12]PC12.
2023/09/2516:08:26 Least administrator OP: User admiristrator logged in
0ZIMWISIE0EZE  Least  Spstem OF: User adniristrator [P=172 17.14.51) atempting o login,
2023/03/2516:06:26 Least System 55 Access via windows client IP=17217. 1851
2023/09/2516:08:26 Least System 5vS: Connectedto 1721718 51 [FB-DB-88-FC-3F-70)
0ZIMWISIE0EE2  Least  Spstem OP: User aduiristiator fion 172.17.18.51 (F3-DB-88-FC-3F-70] logged aut vis browser
0ZINVZSIENE2E  Lesst  Spstem O User admiristrstor fiom 172171851 (FE-DE-83-FC-3F-70) attemplingto login viabrowse
2023/09/2516:04:38  Least administrator 55 End session for user administrator.
2023/0%/2516:0438  Least  adminswalor  OP: User adniistrator (P=10.3.62.111]lagaed out, Oniine fime : 00 O0H:D0M: 045 =

0 Paue T ClearLog [ EvportLog Filter
& Scan [ AwayMode S Filer ¥
(] 2023 E aton. &l Rights Reserved Y1.0061
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7.8.1 Log Information

The Log Information page displays events that take place on the B064C-16-1X1-IP and provides a breakdown of the
time, the severity, the user, and a description of each one. You can change the sort order of the display by clicking on

the column headings.

The log file tracks a maximum of 512 events. When the limit is reached, the oldest events get discarded as new events
come in. The purpose of the buttons at the bottom of the page are described in the following table:

Button Explanation
Pause Clicking Pause stops the display of new events. When the display is paused, the button
changes to Resume. Click Resume to start displaying events again.
Clear Log Clicking Clear Log clears the log file.
Export Log Clicking Export Log lets you save the contents of the log to a file on your computer.
Filter Clicking Filter allows you to search for particular events by date or by specific words or
strings.
Filter

Filter lets you narrow the log event display to ones that occurred at specific times, ones containing specific words or
string or ones involving specific users. When you access this function, the log filter dialog box appears at the bottom of

the page:

Display Options:

Time: [ StartDate/Time... [ EndDate/Time... [ TodayOnly

Information: | [¥ User [~ Device Time
[+ Prioiity: [v Least [ Less [V Most 7 Apply E Reset
@ Pause @ ClearLog [ Exportlog ‘li Exit

A description of the filter items is provided in the table below:

Item

Description

Time

This feature lets you filter for events that occurred at specific times.

Today Only: Only the events for the current day are displayed.

Device Time: Shows the events according to the time configured on the switch.

Start Date/Time: Filters for events from a specific date and time to the present. Put

a check in the checkbox to open a calendar. Set the date and time that you want the
filtering to start from. All events from the Start Date/Time to the present are displayed.
For the Web Browser interface, after checking Start Date/Time, click inside the text box
to open the calendar.

Once you have made your calendar choices, click the A icon at the lower right of the
calendar panel.

End Date/Time: Filters for events from a specific date and time to a specific date and
time. First select the Start Date/Time (described above), then check End Date/Time to
set the ending date and time.

For the Web Browser interface, after checking End Date/Time, you click inside the text
box to open the calendar. Once you have made your calendar choices, click the A icon
at the lower right of the calendar panel.

Information

Filters for a particular word or string. Key the word or string into the Information text
box. Only events containing that word or string are displayed. Wildcards (? for single
characters; * for multiple characters) and the keyword or are supported. For example,
h*ds would return "hands” and "hoods”, h?nd would return “hand” and "hind”, but not
"hard” and h*ds or h*ks would return “hands” and "hooks".

User

Filters for specific users. First put a check in the User checkbox, key in the user’s
Username, then click Apply. Only events containing that Username are displayed.
Note: [f the User checkbox is not checked here in the Filter panel, the entire User column does not
appear in the main panel.
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Item Description
Filters based on the severity rating of the event. Least events appear in black, less
events appear in blue and most events appear in red.

. First put a check in the Severity checkbox, then check the severity options you want

Severity to filter for (you can check more than one item). Only events that match the severity
ratings you specified appear in the display.
Note: [f the Severity checkbox is not checked here in the Filter panel, the entire Severity column does
not appear in the main panel.

Apply Click to apply the filter choices.

Reset Click this button to clear the entries in the dialog box and start new.

Exit Click this button to exit the log filter function.

7.8.2 Log Notification Settings

The Notification Settings page lets you decide which events trigger a notification and how the notification are sent:

LogInformatian Not\ficat\onSett\ngsl

Event |SMMP | SMTP | Spslog
[ElAuthentication events ;I
Login B3 B3 E3 _|
Login fail kS kS E3
User locked = = x
IF addiess locked £ £ =
Logaut B3 B3 E3
End Session £ £ =
Brrawser Viewer started = = x
BrowserYiewer ended £ £ ¢
kY Viewsr events
Wiewer switch port k4 k4 3
Remate Vitual Media started = = x
Remate Vitual Media stopped k4 k4 3
Remate Card Reader started = = x
Remate Card Aeader stopped k4 k4 3
EModem events
Modem dialin succeeded £ £ ¢
Modern dislin failed = = X
Modem dial out succeeded £ £ ¢
Modern dial out failed = = X
Modem disl back succesded £ £ ¢
Modern dial back failed kS = X
D evice events
Maodify Part Configuration E3 E3 B3
Add user E E ¥
Userinfomation modified kS = X
Delete user £ £ ®
Add group E3 E3 B3
Maodity group X X ®
Delete group E3 E3 B3
Device infarmation settings modified X X X
Operation settings modified E3 E3 B3 ;I

[ Save

Notifications can be sent via SNMP trap, SMTP email, written to the SyslLog file, or any combination of the three. A check
mark (V) indicates that notification of the event is enabled for the method specified in the column heading and an X
indicates that notification is not enabled.

Note: In any of the columns, you can use Shift-Click or Ctrl-Click to select a group of events. Clicking to enable/disable any one of them will

cause all of them to change in unison.
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7.9 Maintenance

The Maintenance function is used to upgrade firmware, backup and restore configuration and account information, ping
network devices, and restore default values.

Browser GUI

AP GUI

.
L & a E F 3
Port Access User Management Device Management Log Maintenance Download
Upgrade Main Firmware | | | |
& BOGAC 16 X1 1P Firmware File
Check Mzin Firmware Version

Filename: | Choose File | No file chosen

E:T-N ©-

Upload Prograss: [

(c) 2023 Eaton. All Rights Reserved.

€ Close

N [_] l D "
: s - + ETNO-
Port Access User Management Device Managemsnt Log = Download
T eEEEEEE | UegsdeManFimaare |UpgradeAdaplers| Ba:kupfﬂeslmel Termir\a\l SystemDpelalmnl
Fiimuare Fil

[+ Check Main Fimware Version

Filename: |

Uplaad Progress:

Uparade Fifmyiare

Browse...

[c) 2023 E aton, Al ights Reserved

+1.0.081
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7.9.1 Main Firmware Upgrade

As new versions of the firmware become available, they can be downloaded from tripplite.eaton.com/products/
management-firmware-matrix. Check the website regularly to find the latest information and packages.

To upgrade the main firmware:
1. Download the new firmware file to your computer.

2. Log in to the KVM over IP switch; and click the Maintenance tab. The Maintenance tab opens to the Upgrade Main
Firmware page:

Firmuare: Fil
[ Check Main Fimare Version

Filename: I Browse.. |

Upload Progress:

Uparade Fimware. |

3. Click Browse, navigate to the directory the new firmware file is in and select the file.

4. Click Upgrade Firmware to start the upgrade procedure.

- If you enabled Check Main Firmware Version, the current firmware level is compared with that of the upgrade file. If
the current version is equal to or higher than the upgrade version, a popup message appears to inform you of the
situation and stop the upgrade procedure.

+ If you did not enable Check Main Firmware Version, the upgrade file is installed without checking what its level is.
- As the upgrade proceeds, progress information is shown in the Progress bar.
+ Once the upgrade completes successfully, the switch will reset.

5. Log in again and check the firmware version to be sure it is the new one.

7.9.2 Recovering from Failed Firmware Upgrade

Should the switch’s main firmware upgrade procedure fail and the switch becomes unusable, follow these steps to
resolve the problem:

1. Power off the switch.
2. Press and hold the reset button.
3. While holding the reset button, power the switch back on.

This will cause the switch to use the original factory installed main firmware version. Once the switch is operational, you
can try upgrading the main firmware again by logging on to the KVM over IP switch via web browser (see 7.9.1 Main
Firmware Upgrade).
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7.9.3 Upgrade Adapters

The Upgrade Adapters page allows you to view and update KVM adapter firmware and display information. This section
refers to the KVM adapter cables that provide the EDID display information to the connected server, which allow its
video to be displayed on the local console monitor.

Browser GUI

s = ©u NN ¢ E:I-N ©-

User Management Device Management Log Maintenance Download

| Upgrade Adapters | | |

F2 BO64C-16-1X1-TP
Options:

Check Adapter Firmware Version

Name Adapter F/W Version Status
| 7y BOGAC-16-1X1-TP

O w[02]EATON PC2 B055-001-SER  V1.1.105

O wl12]PC12 B055-001-USB  V3.4.332

Upgrade Adapters Adapter Firmware Info Display Infarmation Update Adapter Display Info -

€3 Close
() 2023 Eaton. All Rights Reserved.

AP GUI

An [ ] i Y ®
\ s = B * EINGO-
Port Access User Management Dewvice Managerent. Log Download
[ 061514117 Uparads Main Firmiare  Upgrade Adapters |Backupmesm.e| Termmall Syslemﬂperatinnl
Dplio
’V [+ iCheck Adapter Firmware'ersion: ‘
Mame | Adapter | FAwVersion | Stalus ]
£l [T i BOBAC-16-1X14P
[~ L [2]EATONPC2 BOSGO01SER V11108
7 il 121PC12 BOSSO01-USE  v3.4.332
Uparade Adaptess Adaptes Firmwara Info Display Information Updlte Adapter Displaylnfa |
& Cos
(c]2023 Eston. AllRights Reserved ¥1.0.061
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Upgrade Adapters

The Upgrade Adapters button is used to upgrade the firmware of the KVM Adapter Cables.
To perform the upgrades:

1. Click the Maintenance tab and select the Upgrade Adapters menu item.

2. Click Adapter Firmware Info to open a list of the adapter firmware versions stored in the main firmware. If you
upgraded the main firmware, it may contain newer versions of the adapter firmware than the versions currently on
the adapters.

3. Compare the adapter firmware versions stored in the main firmware with the versions listed in the /W Version
column of the Main Panel. If the versions stored in the firmware are newer than the ones on the adapters, you may
want to perform the adapter upgrade.

4. In the Name column of the Main Panel, check the ports whose Adapters you want to upgrade.
5. Click Upgrade Adapters to start the upgrade procedure.

- If you enabled Check Adapter Firmware Version, the current firmware level(s) are compared with the upgrade
versions. If the current version is equal to or higher than the upgrade version, a message will appear in the
adapters Progress column informing you that no upgrade is available and the upgrade procedure will stop.

+ If you did not enable Check Adapter Firmware Version, the upgrade files are installed without checking their level.
+ When the procedure completes, the new adapter firmware version displays.
Notes:

- The switch may work with older adapter firmware versions, but for optimum compatibility we recommend upgrading your adapter cable
firmware to that stored with the switch’s Main firmware.

- You can perform the upgrade procedure any time you add an adapter to the installation to make sure it is working with the latest
firmware version.

- To recover from a “failed upgrade” situation, see 7.9.4 Adapter Firmware Upgrade Recovery.

Adapter Firmware Info

The Adapter Firmware Info button provides a list of the adapter cable firmware stored on the switch’'s main firmware.
You can use this information to compare it to the /W Version listed for the connected adapter cables. For optimum
compatibility, we recommend upgrading your adapter cable’s firmware to match that stored with the switch’s main
firmware.

Browser GUI

Adapter Firmware

B054-001-P52 V2.6.251
B055-001-PS2 V2.6.251
B054-001-SUN v2.4.231
B055-001-SER V1.1.105
B054-001-USB V3.4.332
B055-001-USE V3.4.332
B055-001-USB-V2 V1.3.128
B055-001-USB-VAV1.3.128
B055-001-UV2CAC V1.4.136
BO55-001-UDV V1.7.162
B055-001-UHD V1.7.162
B055-001-UDP V1.7.162
B055-001-C V1.0.098
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AP GUI

Uparade Main Firmware  Uporade Adapters | Backup!F\estnral Tarm\nall System Operation

— Options
[ Check Adapte

@ BO54-001-P52Y2.6.251
Name

m BO5S-001-PS2Y26.251
I~ i [020E
BO54-001-SUM W2 4.231
I i n2IF

BO55-001-5ER ¥1.1.105

B054-001-LI5E ¥3.4.332

BORS-001-LISE V3. 4.332

BORS-001-LISE-Af241.3.128

BOSS-001-LISE-VANVT.3.128

BO55-001-LV20ACY1.4.136

BOGS-001-LIDW Y1 7 162

BOSS-001-LIHDW1.7.162

BOSS-001-UDFYT.7. 162

BO55-001-C41.0.0358

Upgrade Adapters Adapter Firmware [nfo

Version |5
05
4332

Dizplay Inforr

Display Information

The Display Information button will query and show the locally connected monitor’s EDID information.

ID Manufacture Name : PHL

1D Product Code : COC7

1D Serial Number : UHE 1644030874
Monitor Name : PHL 234E5

Monitor Serial Number: 00 00 78 9A

Preferred Resolution : 1280x1024@80
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Update Adapter Display Info

The Update Adapter Display Info button will query the local monitor's EDID information and update it on the adapter
cable. The EDID information tells the server's video card about the hardware of the display it is connected to (in this
case, the monitor connected to the KVM console).

Update Adapter Display Information X

D Manufacture Name : PHL

1D Product Code - COCY

D Serial Mumber - UHB 1644030874
Monitor Name : PHL 234E5

Monitor Serial Number: 00 00 78 9A
Preferred Resolution : 1280:1024@860

Select Preferred Resolution:
[ 1024x768@60 v

| Update || Cancel |

Use the Display Information button to obtain the local monitor's Preferred Resolution (optional) and apply it with the
Select Preferred Resolution drop down menu, then click Write. If the local console is not connected to a monitor, the
default EDID setting is loaded on the adapter cable.

7.9.4 Adapter Firmware Upgrade Recovery

Should the adapter firmware upgrade procedure fail for one of the KVM adapter cables and the adapter becomes
unusable, the following adapter firmware upgrade recovery procedure will resolve the problem:

1. Unplug the adapter from the server it is connected to.

2. Slide its firmware upgrade recovery switch (located next to the Cat5e connector) to the RECOVER position.
3. Plug the adapter back into the server.

4. Repeat the adapter upgrade procedure.

After the adapter has been successfully upgraded, unplug the adapter from the server it is connected to, slide the
firmware upgrade recovery switch back to the NORMAL position and plug the adapter back in.
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7.9.5 Backup/Restore

Selecting the Backup/Restore menu item gives you the ability to back up the switch’'s configuration and user profile
information.

r— Backup
Password: _ |
Backup .
Restore
Filename: Browse...
Password:
(® Select All (O User Account () User Select
Options
+ Device Information v Network
v ANMS v Security
v 00BC v Date/Time
~ Operating Mode ¥ Account

Backup
To backup the device's settings:
1. In the Password field, key in a password for the file.
Notes:
- Setting a password is optional. If you do not set one, the file can be restored without specifying a password.
-If you do set a password, make a note of it, since you will need it to be able to restore the file.
2. Click Backup.
3. When the browser asks what you want to do with the file, select Save to disk, then save it in a convenient location.

Restore
To restore a previous backup:
1. Click Browse, then navigate to the file and select it.
Note: If you renamed the file, you can keep the new name. There is no need to return it to its original name.

2. If you set a password when you created the file, key it in the Password field.

3. Select as many of the options that are presented as you wish to restore.

4. Click Restore.

After the file is restored, a message will appear to inform you that the procedure succeeded.
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7.9.6 Terminal
Terminal is also available for access to more advanced instructions through a terminal-like interface.

s o +

Port Access User Management Device Management g Download

F2 BOG4C-16-1X1-IP
¥ HELP
For more information on
BLADEDEBUG Debug blade
CLS
ENAZBLERC
ENRBLES

[i]
ENABLETLEV1. 1
GET
HELP nfo or commands._
LDRPDEEOG L
HETINFO ispls = i information.
PING isp i T o information.
SETLDRFMEMEER ts L dap member .
SETLDAFMEME : ldap memberof.
SETEROMET

CIPHER

SETS5H
SETTELNET ab isable TELNET service.
#

Available commands include:

+ BLADEDEBUG => Debug blade server.

» CLS => Clears the screen.

+ ENABLERC4 => Enable RC4 cipher.

+ ENABLESSLV2 => Enables SSLv2 protocol.

+ ENABLESSLV3 => Enables SSLv3 protocol.

+ ENABLETLSV1.0 => Enables/disables TLSv1.0 protocol.
+ ENABLETLSV1.1 => Enables/disables TLSv1.1 protocol.
+ GET => Gets current configuration.

-+ HELP => Provides Help information for commands.

- LDAPDEBUG => Debugs Idap communication.

+ NETINFO => Displays network statistics information.

+ PING => Displays ping host information.

+ SETLDAPMEMBER => Sets new value for I[dap member.
- SETLDAPMEMBEROF => Sets new value for Idap memberof.
+ SETPROMPT => Sets prompt string.

+ SETSSLCIPHER => Sets SSL cipher strength.

+ SOCKINFO => Displays socket connection information.
+ TRACERT => Displays trace route information.

+ SETSSH => Enables/disables SSH service.

+ SETTELNET => Enables/disables TELNET service.
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7.9.7 Restore Values

The Restore Values page lets you restore certain configuration changes that were made to the KVM over IP switch back
to their original factory default values.

— System Operation

Clear Part Mames

Reset Default Values

[ Reseton exit Apply

The functions performed on this page are as follows:

Clear Port Names
Clicking this button removes names that have been assigned to the ports.

Restore Default Values

Clicking this button undoes all Customization page changes that have been made to the KVM over IP switch (except for
Port Names), as well as the Network Transfer Rate (on the Network page) and returns the parameters to the original
factory default settings.

Reset on Exit

Place a check here and click Apply to have the KVM over IP switch reset itself and implement all the new settings when
you log out. Following the reset, wait approximately 30 to 60 seconds before logging in again.

If you change the switch's IP Address, the checkbox is automatically checked and the KVM switch will reset when you log
out. If you clear the check mark before logging out, the changed IP settings will be ignored and the original IP address
settings will remain in effect.

Note: EFven though the changed IP settings are ignored, they will remain in the network settings fields. The next time you open this page
the Reset on exit checkbox will automatically be enabled and when the switch resets, the new [P settings thought to be discarded will
instead become those used by the switch. To avoid this problem, go back to the network settings page and make sure the IP settings that
appear in the fields are the ones you want to use.
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7.10 Download

Download is used to download stand-alone AP versions of the Windows Client, Java Client and Log Server

. 5
22 a a2 =] &~ 3 E:T-N ©-
Port Access User Management Device Management Log Maintenance Download

System Operation— Download Java Client AP
Download Log Server AP
T TeselUEeUR vaues

O Reset on exit [ Apply ]

B2 BO64C-16-1X1-1P

€ Close

() 2023 Eaton. All Rights Reserved.

Click the program you want to download, save it to a convenient location on your hard disk and run it.

7.11 Port Operation

Once you have successfully logged in (see 7.8 Logging In), the BO64C-16-1X1-IP opens to the Port Access tab’s
Connections page with the first KYM over IP switch selected in the sidebar.

= B # 3 E:-IN ©-

User Management Device Management Log Maintenance Download
Connections | | | |
H B3 :B064C-16-1X1-1P.
« [01]JEATON PC1 Port Number Port Name Device Name Status
01 EATON PC1 BO64C-16-1X1-IP Offline
02 EATON PCZ BO64C-16-1X1-IP Online
03 PC3 BO64C-16-1X1-IP Offline
04 PC4 BO64C-16-1X1-1P Offline
05 PC5 BOG4C-16-1X1-1Pp Offline
06 PCE BO64C-16-1X1-IP Offline
07 PC7 BO64C-16-1X1-IP Offline
08 PCB BO64C-16-1X1-IP Offline
09 PCY BO64C-16-1X1-IP Offline
10 PC10 BOG4C-16-1X1-1P Offline
11 PC11 B0&4C-16-1X1-1P Offline
12 PC12 BO64C-16-1X1-IP Online
13 PC13 B064C-16-1X1-1P Offline
14 PC14 BO64C-16-1X1-IP Offline
15 PC15 BO64C-16-1X1-IP Offline
16 PCi6 BO64C-16-1X1-1P Offline

>' Connect

== Amay Mode Y Filter

() 2023 Eaton. All Rights Reserved.
Notes:

* The WinClient and Java Client AP programs have a hidden Control Panel at the upper center of the screen that becomes visible when you
mouse over it. The Browser version’s Control Panel only appears when you switch to a port.

-See 7.5.2 KVM Devices and Ports - Connections Page for details about the Port Access Connections page.
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7.11.1 Connecting to a Port
All devices, ports and outlets a user is permitted to access are listed in the Sidebar at the left of the page.

+ To connect to a port when a device is selected in the Sidebar, double-click its icon in the Sidebar; or double-click
anywhere on its line entry in the main central panel; or select it in the main panel and click Connect at the bottom
right of the page.

-+ To connect to a port when the port is selected in the Sidebar, click Connect at the right of the Status panel.

Once you switch to a port, its screen will display on your monitor and your keyboard and mouse input will work with the
remote server:

m BOB4C-16-1X1-IP(172.17.18.189)/112] PC12 - =) X
Achite ILEEL EIREIL Y

*\ - 1280X1024 | C1 / 1

administrator

7.11.2 Port Toolbar

The BO64C-16-1X1-IP's interface provides a toolbar to help you with port switching operations from within the captured
port. To open the toolbar, tap the OSD hotkey (Scroll Lock or Ctrl), twice. The toolbar appears at the upper left corner of

the screen:
MHUGHMTEXE T 03] 7175 17.40

Depending on the settings that were selected for ID Display, the Port Number and/or the Port Name will display on the
right of the toolbar.

When the toolbar displays mouse and keyboard input has no effect on the server connected to the port. To carry out
operations on the server, close the toolbar by clicking its X icon.

To return to the Port Access Connections page, either click the appropriate icon or tap the OSD hotkey again.
Notes:
*You can adjust the toolbar transparency.

- The toolbar functions and icons are also incorporated in the Control Panel. If you choose to enable them in the control panel, you can
disable the toolbar. To recall the Port Access Connections page when there is no Toolbar, simply tap the OSD hotkey twice.

141



7. Administration

Toolbar Icons
The toolbar icons are explained in the table below.

Icon Purpose

Click to skip to the first accessible port on the entire installation without having to
recall the Port Access page.

Click to skip to the first accessible port previous to the current one without having to
recall the Port Access page.

Click to begin Auto Scan Mode. The KVM over IP switch automatically switches among
the ports that were selected for Auto Scanning with the Filter function. This allows you
to monitor their activity without having to switch among them manually.

Click to skip from the current port to the next accessible one without having to recall
the Port Access page.

Click to skip from the current port to the last accessible port on the entire installation
without having to recall the Port Access page.

Click to recall the Port Access page.

Click to close the toolbar.

X% 3360 2%

Click to invoke Panel Array Mode (see 7.11.3 Panel Array Mode).

Lets you specify how long the Cat5e/6 cable between the port and the KVM adapter
cable is. Click the icon to select one of three cable length settings:

gy Short: up to 82 ft. (25 m)
Medium: between 65 and 115 ft. (20 and 35 m)
Long: above 115 ft. (35 m)

Toolbar Hotkey Port Switching

When the toolbar displays, you can use hotkeys to provide KVM focus to a port directly from the keyboard. The B064C-
16-1X1-IP provides the following hotkey features:

+ Going directly to a port by keying in its port number and clicking Enter.

+ Auto Scanning

+ Skip Mode Switching

The hotkeys are: A and P for Auto Scanning and the Arrow Keys for Skip Mode.

Notes:

« For hotkey operations to take place, the toolbar must be visible (see 7.11.2 Port Toolbar).

- To use the keys designated as hotkeys (i.e. A P, etc.) for normal, non-hotkey purposes, you must first close the toolbar.
- For issues affecting multiple user operation in Auto Scan Mode, see 7.11.4 Multiuser Operation.
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Auto Scanning

The Scan function automatically switches among all the ports that are accessible to the currently logged on user at
regular intervals so the user can monitor their activity automatically. Users can also limit the number of ports scanned
with the Sidebar’s Filter function.

+ Setting the Scan Interval
The amount of time Auto Scan dwells on each port is set with the Scan Duration setting.
+ Invoking Auto Scan

To start Auto Scanning with the toolbar showing tap the A key. The Auto Scan function cycles through the ports in
order starting from the first port on the installation. An |S|appears in front of the Port ID Display to indicate the port
is being accessed in Auto Scan Mode.

+ Pausing Auto Scan

While you are in Auto Scan Mode, you can pause scanning to better maintain focus on a particular server by pressing
P. During the time that Auto Scanning is paused, the S in front of the Port ID will blink.

Pausing when you want to maintain focus on a particular server can be more convenient than exiting Auto Scan Mode
because when you Resume scanning, you start from where you left off. If on the other hand, you were to exit and
then restart Auto Scan Mode, the scanning would start over from the very first server on the installation.

To Resume Auto Scanning after a pause, press any key except [Esc] or the [Spacebar]. Scanning continues from
where it left off.

- Exiting Auto Scan

While Auto Scan Mode is in effect, ordinary keyboard functions are suspended. You must exit Auto Scan Mode to
regain normal control of the keyboard. To exit Auto Scan Mode, press [Esc] or [Spacebar]. Auto Scanning stops
when you exit Auto Scan Mode.

Skip Mode

Skip Mode allows you to switch ports to monitor the servers manually. You can focus on a particular port for as long or
as little as you like (as opposed to Auto Scanning, which automatically switches after a fixed interval). The Skip Mode
hotkeys are the four Arrow keys.

Arrow Action

< Skips from the current port to the first accessible port previous to it.

- Skips from the current port to the first accessible port that comes after it.
T Skips from the current port to the first accessible port on the installation.
2 Skips from the current port to the last accessible port on the installation.

Recalling the Port Access Page

To dismiss the toolbar and return to the Port Access page, do one of the following:
+ Tap the OSD Hotkey once.

+ From the toolbar, click the icon that recalls the Port Access page.

The toolbar will close and the Port Access Page will appear.
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OSD Hotkey Summary Table

The following table presents a summary of the OSDHotkey actions after you have accessed a port. See 7.7.5 User
Preferences to set the OSD Hotkey.

To... Do This...

Open the Toolbar Click the OSD Hotkey twice
The Toolbar is open Click the OSD Hotkey once

Open the Port Access Page ) : :
The Toolbar is not open Click the OSD Hotkey three times

7.11.3 Panel Array Mode

Clicking the toolbar’s Panel icon invokes Panel Array Mode. Under this mode, the screen divides into a grid of up to 64

panels:
i
:ﬂ —— qq---

- Each panel represents one of the switch's ports beginning with Port 1 at the upper left, and going from left to right,
top to bottom.

+ The number of panels in the array can be selected by clicking the Show More Ports and Show Fewer Ports
symbols on the panel array toolbar.

+ Only ports that are accessible to the user are displayed. For ports that are not accessible, the panel will be blank.
+ If the server connected to a port is online, its screen displays in its panel; otherwise the panel will be blank.

*+ Hovering a mouse over a panel displays information about the port (port name, online status, port access status and
resolution).

+ You can access a server connected to a port by moving the mouse pointer over its panel and clicking. You can switch
to the server exactly as if you had selected it from the Port Access page.
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Panel Array Toolbar

The panel array toolbar provides shortcut navigation and control of the panel array. The toolbar can be dragged
anywhere on the screen. Mousing over an icon opens a “tooltip” that provides a short description of the icon’s function.

Click and drag to move the toolbar.
Note: This icon is only available with the Windows Clients. To move the Java Client toolbars, click on
any empty space and drag.

Pause panel scanning, leaving the focus on the panel that currently has it.

Move back four panels.

Move to the previous panel.

Move to the next panel.

Move ahead four panels.

Show More Ports: Increase the number of panels in the array.

Show Fewer Ports: Decrease the number of panels in the array.

Toggle 4/3 aspect ratio.

Exit Panel Array mode.

X=1+EIZT2E= &

Note: When Panel Array Mode is being used by one of the members of the bus, independent bus switching does not work. For rules of
multiple user operation and bus usage in Panel Array Mode, see 7.11.4 Multiuser Operation.

7.11.4 Multiuser Operation

The BO64C-16-1X1-IP supports multiuser operation. When multiple users simultaneously access the switch from client
computers, the rules of precedence that apply are shown in the following table:

Operation Rule
General Each bus is independent. Each user can open his own independent GUI Main Page.

If a user has invoked Auto Scan Mode and another user logs on, at first the new

user will see the GUI Main Page. However, as soon as they access any port, they will
automatically enter Auto Scan Mode.

Any user can halt Auto Scan Mode by recalling the GUI Main Page. When this occurs,
Auto Scan Mode stops and all the other users on the bus are switched to the port that
was being accessed when Auto Scan Mode stopped.

- If a user has invoked Panel Array Mode and another user logs on, the new user
will see the GUI Main Page. However as soon as they access any port, they will
automatically enter Panel Array Mode.

+ Panel Array Mode continues until the original user stops it (Administrators can
override Panel Array Mode, however).

+ Only the user who starts Panel Array Mode can use the Skip Mode function.

Panel Array Mode + Only the user who starts Panel Array Mode can switch ports. Other users
automatically switch to the ports that the original user selects. However, if one of the
other users does not have access rights to the port that the original user switches
to, that user will not be able to view the port.

+ Individual users can increase or decrease the number of panels they wish to view
in Panel Array Mode. However, the picture quality may decrease as the number of
panels increases.

Auto Scan Mode
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Users and Buses

-+ All KVM over IP switches support independent bus switching. With independent bus switching, if a user switches to a

port that is being utilized by someone on a different bus, only the user that switched ports goes to the new port and
the new bus (the other users on the original bus remain on the original port and original bus).

+ Independent bus switching does not work when Auto Scan Mode or Panel Array Mode is being used by one of the

members of the bus.

+ We recommend that the user who starts Panel Array Mode set it to display at least four panels. Otherwise, it is

possible other users may only receive part of the picture.

7.12 Log Server

The Windows-based Log Server is an administrative utility that records all events that take place on selected B064C-16-
1X1-IP units and writes them to a searchable database.

7.12.1 Log Server Installation

1.
2.
3.

4,

Log into the BO64C-16-1X1-IP.
Click the Download tab and download the Log Server AP program.

Go to the location on your hard disk that you downloaded the Log Server program to and double click its icon
(LogSetup.exe) to access the Windows Client Connection Screen.

Note: If the browser cannot run the file, save it to disk and run the file from your disk.

The Log Server installation screen will appear:

Welcome to the LogServer Setup

This program will install the LogServer on your computer.
We strongly recommend that you exit all Windows
programs before running this program.

Next Cancel I

Click Next, then follow the on-screen instructions to complete the installation and have the Log Server program icon
placed on your desktop.

146



7. Administration

7.12.2 Log Server Startup

To start the Log Server, double click the program icon or key in the full path to the program on the command line. The
first time you run it, a screen similar to the one below will appear:

A\ Log Server e
Configure Events Options Help

Stte | Address | Pott | Connection | Days | Description

Notes:
- The MAC address of the Log Server computer must be specified in the ANMS settings.
The Log Server requires the Microsoft Jet OLEDB 4.0 driver.

The Menu Bar

The Menu bar consists of four items:

- Configure

-+ Events

+ Options

*+ Help

Note: If the Menu Bar appears to be disabled, click in the List window to enable it.

Configure

The Configure menu contains three items: Add, Edit and Delete. They are used to add new units to the List, edit the
information for units already on the list or delete units from the list.

+ To add a unit to the list, click Add.
- To edit or delete a listed unit, first select the target in the List window, then open this menu and click Edit or Delete.
When you choose Add or Edit, a dialog box similar to the one below will appear:

Add a Server

Address: Port: ’9{.‘-017
Description: |Senrer Description
Lirnit : W Days
I~ Enable automatic export for every l— Days
Save to: ]
Corcs
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A description of the fields is provided in the table below:

Field Explanation
Address This can either be the IP address of the computer the Log Server is running on, or its
DNS name.

The port number that was assigned to the Log Server under Device Management (see

Port 7.8 Log Server).

Description This field is provided so that you can put in a descriptive reference for the unit to help
identify it.
This specifies the number of days an event should be kept in the Log Server's

Limit database. Events that exceed the amount of time specified here can be removed with

the Maintenance function (see 7.9 Maintenance).

Check this box and enter the number of days to pass before the log server
Enable Automatic Export automatically exports a log file. Click Browser to select the directory where you want
the log file saved to.

Fill in or modify the fields, then click OK to finish.

Events
The Events Menu has two items: Search and Maintenance.

Search

Search allows you to search for events containing specific words or strings. When you access this function, a screen
similar to the one below will appear:

f
| Search Dialog (=

Search Options Server List Prionty List

% New search -2

Less

" Search last results Host

(" Search excluding last resulls

Start date Start time: End date End time: Pattem:

(2162017 | [35946PM = [27772007 -] [35saePm = [

Resutt

Search Prirt Export Ba
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A description of the items is provided in the table below:

Item

Description

New Search

This is one of three radio buttons that define the scope of the search. If it is selected,
the search is performed on all the events in the database for the selected unit.

Search Last Results

This is a secondary search performed on the events that resulted from the previous
search.

Search Excluding Last Results

This is a secondary search performed on all the events in the database for the
selected unit excluding the events that resulted from the previous search.

Matrix KVMs are listed according to their IP address. Select the unit that you want to

Server List perform the search on from this list. You can select more than one unit for the search.
If no units are selected, the search is performed on all.
Sets the level for how detailed the search results display should be. Least is the most

Priority general and Most is the most specific. Least results appear in black and Less results
appear in blue; most results appear in red.
Select the date that you want the search to start from. The format follows the YYYY/

Start Date MM/DD convention, as follows:
2024/11/04

Start Time Select the time that you want the search to start from. The format follows the
HH:MM:SS convention.

End Date Select the date that you want the search to end at.

End Time Select the time that you want the search to end at.

Pattern Key in the pattern that you are searching for here. The multiple character wildcard (%)
is supported. (e.g., h%ds would match hands and hoods).

Results Lists the events that contained matches for the search.

Search Click this button to start the search.

Print Click this button to print the search results.

Export Click this button to save the search results to file.

Exit Click this button to exit the Log Server.

Maintenance

This function allows the administrator to perform manual maintenance of the database, such as erasing specified
records before their expiration time is up.

Options

Network Retry allows you to set the number of seconds that the Log Server should wait before attempting to connect if
its previous attempt to connect failed. When you click this item, a dialog box similar to the one below will appear:

Retry T

Interval: |3D seconds
OK | Cancel

Key in the number of seconds, then click OK to finish.
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Help

From the Help menu, click Contents to access the online Windows Help file. The help file contains instructions on how
to set up, operate and troubleshoot the Log Server.

7.12.3 Log Server Main Screen
The Log Server Main Screen is divided into two main panels.
+ The upper (List) panel lists all units that have been selected for the Log Server to track.

+ The lower (Event) panel displays the tick information for the currently selected unit (if there is more than one unit, the
selected unit is the one that is highlighted).

+ To select a unit in the list, simply click on it.

| Log Server - o x
Configure Events Options Help
}E [ State. [ Address [ Port [ Connection [ Days [ Deseiiption [
M Recoding 1721718194 9001 Connected 100 Server Description

202308402 05:17:28 - DM: User administrator clear log

20230802 05:18:25 : DM: User administrator modified ANMS setting,

12023/06/02 051973 OP: User administrator from 172.17.18.196 [AC-1F-68-72-BC-E5) logged out via browser,
2023/08/02 05:19:27 : OP: User achinistrator from 17217.18.196 [4C-1F-68-72-BC-E5) sttempting ta login via browssr.
2023/08/02 05:22:59 : DM: Liser administrator modiied ANMS setting,

05:23:08 : Log Server stat - 1721718196
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The List Panel
The List panel contains six fields:

Field Explanation

Provides the list of devices which have been added to the log server. Use the checkbox
to select devices for which you want to view logs.

ID

Displays whether or not the Log Server records the ticks for this unit. If the ID
checkbox is checked, the field displays Recording and the ticks are recorded. If the ID
State checkbox is not checked, the field displays Paused, and the ticks are not recorded.

Note: Even though a unit is not currently the one selected, if its ID checkbox is checked,
the Log Server will still record its ticks.

This is the IP Address or DNS name that was given to the unit when it was added to
the Log Server.

Port This is the Access Port number assigned to the unit.

+ If the Log Server is connected to the unit, this field will display as Connected.
- If the Log Server is not connected, this field will display as Waiting. This means that

Address

Connection the Log Server's MAC address has not been set properly and needs to be set on the
Device Management Date/Time page.
Davs This field displays the number of days that the unit's log events are to be kept in the
y Log Server's database before expiration.
- This field displays the descriptive information given for the unit when it was added to
Description the Log Server.
Event Panel

The lower panel displays log events for the currently selected unit. Note that if there is more than one unit, even
though they are not currently selected if their Recording checkbox is checked, the Log Server will record their log events
and keep them in its database.
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8. Troubleshooting

8.1 Administration

Problem

Resolution

After upgrading firmware, the
B064C-16-1X1-IP still appears to be using the
old firmware version.

Your Internet browser is displaying cached web pages, not new ones.
Clear your browser cache, delete all temporary Internet files and
cookies, close the Internet browser, and then open a new instance of
the browser.

The default network setting for the
B064C-16-1X1-IP is DHCP, but the network
uses fixed IP addresses and does not have a
DHCP server.

Use the local console OSD's F4 function to give the BO64C-16-1X1-IP a
fixed IP address.

8.2 Operation

8.2.1 General Operation

Problem

Resolution

Erratic Operation

Press and hold the Reset Switch for longer than three seconds.

Mouse and/or keyboard not responding due
to improper mouse and/or keyboard reset.

Unplug the cable(s) from the console port(s), then plug it back in
again.

Sudden loss of network connection due to
local reset of BO64C-16-1X1-IP.

Close your BO64C-16-1X1-IP connection. Wait approximately 30
seconds and log in again.

Mouse Pointer Confusion

If you find the display of two mouse pointers (local and remote) to be
confusing or annoying, you can use the Toggle Mouse Display function
to shrink the non-functioning pointer.

Some characters that are keyed in do not
display on the remote system

This is likely due to the local OS keyboard language and the remote
OS keyboard language being different. Make sure that the keyboard
language for both systems are the same.

Keyboard and/or mouse do not work after
computer boots up.

For computers with PS/2 connectors, if you are using 2L.-520xP cables,
make sure all connectors (keyboard, video, and mouse) are plugged
into their ports on the computer before starting the computer.
Plugging the cables in after the computer has booted will not resolve
the problem.

When | emulate the Sun keyboard, | cannot go
into OK Mode ([Stop] [A]).

To go into OK Mode, use the following key sequence:
1. Press and release [Ctrl].

2. Press and hold [T].

3. Press and hold [A].

4. Release [T] and [A] together.

There are ghost images on the external
monitor.

The distance between the external console and the BO64C-16-1X1-IP
is too great. The maximum VGA cable distance should not exceed

65 ft. (20 m) and in some cases, may need to be shorter. Replace the
VGA cable with one of an appropriately short length.

| cannot set the computers' screen resolutions
higher than 1280 x 1024, even though the
B064C-16-1X1-IP supports 1920 x 1200 for
remote computers.

The maximum screen resolution of the B064C-16-1X1-IP's integrated
LCD monitor is 1280 x 1024. To protect it from being damaged by
resolutions that are beyond its display capability, we recommend the
screen resolutions of the connected computers be set to 1280 x 1024
or lower.

If you wish to set the screen resolutions of the connected computers
to something higher than 1280 x 1024, see 8.2.11 Screen
Resolutions Higher than 1280 x 1024.
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Problem

Resolution

When | switch to one of the computers on
my installation, the LCD monitor screen goes
blank. All | see is a black screen.

The maximum screen resolution of the B064C-16-1X1-IP's integrated
LCD monitor is 1280 x 1024. The screen resolution of the problem
computer is set to something that is too high for the BO64C-16-1X1-
IP's LCD monitor to display.

To resolve the problem, connect an external KVM console (with

a monitor capable of displaying the problem computer’s screen
resolution) to the B064C-16-1X1-IP's external console ports. Use the
external console to access the problem computer and reduce its
resolution to 1280 x 1024.

Note: Although the LCD monitor only supports video resolutions of up to 1280
x 1024, the B064C-16-1X1-IP, itself can support video resolutions up to 1920

x 1200 @ 60 Hz. If you wish to set the screen resolutions of the connected
computers to something higher than 1280 x 1024, see 8.8 Screen Resolutions
Higher than 1280 x 1024 for details.

My B064C-16-1X1-IP unit is not listed in the
Device List of the IP Installer.

+ Make sure the Broadcast function is enabled from your switch or
router for the auto-discover to work properly.

+ Make sure to turn off your firewall and/or antivirus software
temporarily for the auto-discover to work properly.

+ Make sure the unit and the PC are under the same network
segment.

| have been provided an account, but I am
unable to log in.

1. Make sure you have correctly specified your Username and
Password.

2. Make sure the administrator has given you the necessary
permission to access the switch.

| cannot access the switch, even though I have
specified the IP address and port number
correctly.

If the switch is behind a router, the router’s Port Forwarding (also
referred to as Virtual Server) feature must be configured (see 8.3 Port
Forwarding).

When logging in from a browser, the following
message appears: 404 Object Not Found.

If a login string has been set, make sure to include the forward slash
and correct login string when you specify the KVM over IP switch IP
address (see 7.8 Login String).

Sudden loss of network connection.

Close your connection to the KVM over IP switch. Wait approximately
30 seconds and log in again.

There is no remote server video display on the
client computer.

Check that your KVM Adapter Cable's firmware version is the same as
the version stored in the switch’s Main firmware (see 7.9.3 Upgrade
Adapters).

Set the remote server resolution to 1280 x 1024 or less.

There is no remote server video display on
the client computer, but mouse movements
appear on the local console and mouse clicks
have no effect.

Press and release the left Alt key, then press and release the right Alt
key

The display on the client computer is distorted
and performing an Auto sync does not resolve
the problem.

Switch ports to a port with a different resolution, then switch back.
If the above did not resolve the problem, change the resolution and
refresh rate for the system running on the port. Afterward, you can
run at the new resolution or switch back to the original resolution.

The Lock Key LEDs on the Control Panel do
not accurately reflect the actual locked status
of my keyboard input.

When you first connect, the display may not accurately reflect the
LEDs on your keyboard. To resolve the problem, click the LEDs on
the Control Panel until they match your keyboard. Afterward, when
you change them from the keyboard, they will change on the Control
Panel.

When | log in, the browser generates a CA Root
certificate is not trusted or a Certificate Error
response.

The certificate’s name is not found on Microsoft’s list of Trusted
Authorities. The certificate can be trusted (see 7.1.2 Trusted
Certificates).
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Problem

Resolution

In multiuser operation, | had exclusive (or
occupy) rights on the port | was viewing. After
| recalled the Port Access page and then
returned to the port | was occupying, it had
been taken over by another user. Why did this
happen?

If you try to return to the port by selecting again in the tree, the switch
acts as if you are accessing the port for the first time. If another user
was waiting on the port, they take precedence and get the port. The
correct way to return to the port s to click the Close icon at the top
right of the Port Access page.

8.2.2 Mouse Problems

Problem

Resolution

Mouse and/or keyboard are not responding.

+ Check that your KVM adapter cable’s firmware version is the same
as the version stored in the switch's Main firmware (see 7.9.3
Upgrade Adapters).

+ Unplug the cable(s) from the console port(s), then plug it/them back
in.

Mouse movement extremely slow.

There is too much data being transferred for your connection'’s
bandwidth. Lower the video quality so less video data is transmitted.

There are two mouse pointers after the
remote server is accessed.

Select another pointer type.

When the mouse pointer is in Single Pointer
mode, | cannot access the Control Panel.

Recall the Control Panel and immediately change the pointer to Dual
mode.

Why is there a Dual Pointer mode?

When you are not in Mouse DynaSync Mode, you need the two
pointers so that you know the remote server pointer is actually at the
location you think it is.

Otherwise, you may perform a mouse operation and due to net lag,
the remote server pointer may not be at the location your client
computer pointer is.

Mouse pointer confusion.

If you find the display of two mouse pointers (local and remote) to
be confusing or annoying, use the Toggle Mouse Display function to
shrink the non-functioning pointer.

When | log in with my Windows system, the
local and remote mouse pointers do not sync.

1. Check the status of the Mouse Sync Mode setting. If it is set
to Automatic, change the setting to Manual and refer to the
information for Manual Mouse Synchronization.

2. Ifyou are in Manual mode, use the AutoSync feature to sync the
local and remote monitors.

3. If that does not resolve the problem, use the Adjust Mouse feature
to bring the pointers back in sync.

4. If the above fails to resolve the problem, refer to 8.6.1 Additional
Mouse Synchronization Procedures for further actions.

When I log in with my Mac system, the local
and remote mouse pointers do not sync.

There are two automatic Mouse DynaSync settings: the default, and
Mac2. If mouse synchronization is not satisfactory with the default, try
the Mac 2 setting.

When I log in with my Sun system, the local
and remote mouse pointers do not sync

1. Automatic Mouse DynaSync sync only supports USB mice on
Windows and Mac (G4 or higher) systems. You must sync the
pointers manually.

2. If the above fails to resolve the problem, refer to 8.6.1 Additional
Mouse Synchronization Procedures for further actions..
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Problem

Resolution

When | log in with my Linux system, the local
and remote mouse pointers do not sync.

1. Automatic Mouse DynaSync sync only supports USB mice on
Windows and Mac (G4 or higher) systems. You must sync the
pointers manually.

2. If the above fails to resolve the problem, refer to 8.6.1 Additional
Mouse Synchronization Procedures for further actions.

8.2.3 Virtual Media

Problem

Resolution

Virtual Media does not work.

The remote server's mainboard does not support USB. If there is a
newer firmware and BIOS version for the remote server's mainboard
(e.g., one that supports USB) get it from the manufacturer and
upgrade the server's mainboard firmware and BIOS.

There is no Virtual Media icon on my Control
Panel.

1. Virtual Media only supports devices connected with
KB055-001-UDV, BO55-001-UHD, BO55-001-UDP,
B055-001-USB-V2, B0O55-001-USB-VA, or B055-001-UV2CAC KVM
SIUs with BO64C-16-1X1-IP switches.

2. You must be have Administrator privileges on your client computer
(this is a Windows limitation).

| cannot boot my remote server from my
Virtual Media drive.

Your remote server's BIOS does not support booting from a USB
drive. Get the latest firmware and BIOS version for your mainboard
from the manufacturer and upgrade your mainboard BIOS.

If | connect a USB floppy drive to a remote
server, it can boot the remote server.
However, if | map it to the remote server as a
Virtual Media drive, it cannot boot the remote
server.

USB floppy drives have two format types: UFl and CBI. Both can be
used for OS level virtual media functions, but currently only UFl is
supported for BIOS level (such as boot) functions.

| cannot mount a Folder as a Virtual Media
device.

If the actual Folder is formatted with the FAT16 file system, it cannot
be mounted if its size exceeds 2GB.
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8.2.4 Windows Client

Problem

Resolution

A "Login Failed" error appears and Windows
Client Viewer cannot be run.

1. Make sure your KVM over IP Switch is updated to the latest
firmware version.

2. Make sure the required service ports, such as 80, 443, and 9000,
are allowed by your Firewall.

3. Close the viewer and try again.

Remote mouse pointer is out of sync.

1. Use the AutoSync feature to sync the local and remote monitors.

2. If that does not resolve the problem, use the Adjust Mouse feature
to bring them back in sync.

3. If the two methods described above fail to resolve the problem,
use the Toggle Mouse Display function.

Part of remote window is off my monitor.

1. Perform an Auto Sync.

2. If Keep Screen Size is not enabled, use the AutoSync feature to
sync the local and remote monitors.

3. If Keep Screen Size is enabled, you can scroll to the areas that are
off screen.

My antivirus program reports that there is

a trojan after | access the BO64C-16-1X1-IP
with my browser and then open the Windows
Client Viewer.

The Windows Client Viewer uses an ActiveX plug-in (windows.ocx) that
some antivirus programs mistakenly see as a virus or trojan. We have
tested our firmware extensively and found no evidence of a virus or
trojan. You can add the plug-in to your antivirus program’s White List
and use the Viewer safely. If you are reluctant to use the Windows
Client Viewer, however, you can simply use the Java Client Viewer,
instead.

After upgrading the firmware, the WinClient
ActiveX Viewer or WinClient AP does not run.

The old version of your .ocx file was not deleted. You must delete the

old file. There are two methods to delete the file.

1. For the ActiveX Viewer: Open IE = Tools - Manage Add-ons.
Delete or disable all occurrences of WinClient.

2. For the WinClient AP: Open Explorer and search for WinClient.ocx.
Delete all occurrences.

The remote screen is rotated 90 degrees.

Enable Keep Screen Size.

| cannot run Net Meeting when the WinClient
is running.

Enable Keep Screen Size.

After logging in, | cannot open the WinClient
ActiveX viewer.

You do not have the authority to install the WinClient Control add-
on on your client computer. Have the person with administrator
privileges on your client computer run the program the first time to
get it installed.

My B064C-16-1X1-IP units do not appear
in the Server List window when | start the
WinClient AP program.

Only units whose Access Port settings for Program match the number
specified for Port in the Server area of this dialog box appear in the
Server List window. Make sure that your entry for Port matches the
entry you have specified for Program on the Device Management
Network page.

The WinClient ActiveX Viewer and the
WinClient AP will not connect to the
B064C-16-1X1-IP.

DirectX 8.0 or higher must be installed on your client computer.
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8.2.5 Java Client

Problem

Resolution

Java Client will not connect to the
B064C-16-1X1-IP.

1. The latest Java version must be installed on your computer.

2. Check if you need to specify the Program port along with the IP
address (see 7.3.4 Java Client AP Login).

3. Close the Java Client, reopen it and try again.

A"Login Failed" error appears and Java Client
Viewer cannot be run.

1. Make sure your KVM over IP Switch is updated to the latest
firmware version.

2. Make sure the required service ports, such as 80, 443, and 9000,
are allowed by your Firewall.

3. Close the viewer and try again.

| have installed the latest Java JRE, but I am
having performance and stability problems.

There may be issues with the latest version because it is so new. Try
using a Java version that is one or two versions earlier than the latest
one.

After upgrading the firmware and logging in
with the Java Client Viewer or the Java Client
AP, the switch appears to still be using the old
firmware version.

Log out. Delete your Java temporary internet files as follows:
1. Open Control Panel = Java.
2. Inthe Temporary Internet Files section, click Settings.
3. In the Disk Space section, click Delete Files.
In the dialog box that comes up, click OK.

Pressing the Windows Menu key has no effect.

Java does not support the Windows Menu key.

Java Performance deteriorates.

Exit the program and start again.

National language characters do not appear.

+ Change the keyboard language of your client computer to English-
UK.

-+ Use the KVM over IP switch On-Screen Keyboard and set the on-
screen keyboard to the same language that the other system is
using.

When | try to Add a folder to be mounted as a
virtual media drive, | cannot select the folder.
My only choice is Desktop.

In the folder selection entry field, enter the root directory of the folder
you want to add. After that, the folders contained under the root
directory will display. You can now navigate to the folder you want to
select.

8.2.6 Sun Systems

Problem

Resolution

Video display problems with 13W3 interface
systems (e.g. Sun Ultra servers).

Note: These solutions work for most common Sun
VGA cards. If using them fails to resolve the problem,
consult the Sun VGA card’s manual

The display resolution should be set to 1024 x 768.
Under Text Mode:
1. Go to OK mode and issue the following command:

setenv output-device
screen:r1024x768x60 reset-all

Under XWindow:

1. Open a console and issue the following command:
ffbconfig -res 1024x768x60

2. Log out.

3. Login.
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8.2.7 Mac Systems

Problem Resolution

When | log in to the KVM over IP Switch with Force close Safari, then reopen it. Do not use the Snapshot feature in
my Safari browser, it hangs when | use the the future.

Snapshot feature. To use the Snapshot feature with Safari, upgrade to Mac OS 10.4.11
and Safari 3.0.4.

8.2.8 Redhat Systems

Problem Resolution

With Redhat 9.0 (2.4.20-8) installed as a server,
the keyboard and mouse aren't working
normally with the B055-001-USB-V2 /
B0O55-001-USB-VA console modules.

With Redhat 9.0 (2.4.20-8) installed as a
desktop system, the keyboard and mouse
are not working normally with the
BO55-001-USB-V2 / B0O55-001-USB-VA
console modules.

Choose the AS3.0 setting for your mouse synchronization mode.

First, plug your keyboard and mouse into a USB 2.0 hub, then plug the
hub into the Redhat 9.0 server.

8.2.9 Log Server

Problem Resolution

The Log Server requires the Microsoft Jet OLEDB 4.0 driver to access
the database.

This driver is automatically installed with Windows ME, 2000 and XP.
For Windows 98 and NT, you will have to go to the Microsoft download
site:
The Log Server program does not run. http://www.microsoft.com/data/download.htm
to retrieve the driver file:

MDAC 2.7 RTM Refresh (2.70.9001.0)

Since this driver is used in Windows Office Suite, an alternate method
of obtaining it is to install Windows Office Suite. Once the driver file or
Suite has been installed, the Log Server will run.
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8.2.10 Panel Array Mode

Problem Resolution

Low resolution video - the screens do not This may occur due to the screens being scaled to fit in the panels.
display clearly. Decrease the number of panels that are displayed.

When multiple remote users are logged in, The first user to invoke Panel Array Mode should set it to display at
some only receive a partial image. least four panels.

This occurs occasionally due to a net lag problem. The array
automatically moves through the ports at a pre-selected time. By the
time it gets your input It has already moved forward a port on its own
but that has not shown up on your display as yet.

When it moves ahead or back due to your input it appears to have
moved two ports (from its own movement plus your “forward one
port” command) or remains on the original port (from its own forward
movement plus your “back one port” command).

When | try to move forward or backward one
port, the display sometimes moves forward
two ports or remains on the original port.

When | open a viewer, the web page does not display or work correctly and | receive an error message that is similar
one of the following:

Binemetoporer

Problams with this \Web page might prevent it from being displaved properly
) of functioning properl. In the future, you can display this message by
& double-clicking the waming icon displaped in the status bar.

| Always display this message when a page contains effors.

[ ok ] HideDetsis < |

Line: 166 -
Char: 2

Ermor: Object doesn't suppoit this property of method
Code:0 b
q | 3

Previous | Next |

1. Reset the Internet Explorer security settings to enable Active Scripting, ActiveX controls and Java applets.

By default, Internet Explorer 6 and some versions of Internet Explorer 5.x use the High security level for the
Restricted sites zone and Microsoft Windows Server 2003 uses the High security level for both the Restricted sites
zone and the Internet zone. To enable Active Scripting, ActiveX controls, and Java applets, follow these steps:

a) Start Internet Explorer.
b) On the Tools menu, click Internet Options.
) Inthe Internet Options dialog box, click Security.
d) Click Default Level.
e) Click OK.
2. Verify that Active Scripting, ActiveX, and Java are not blocked.

If some client computers work but others do not, verify that Internet Explorer or another program on your client
computer such as an anti-virus program or a firewall are not configured to block scripts, ActiveX controls or Java
applets.

3. Verify that your anti-virus program is not set to scan the Temporary Internet Files or Downloaded Program Files
folders.

159



8. Troubleshooting

4. Delete all the temporary Internet-related files.
To remove all the temporary Internet-related files from your client computer, follow these steps:
a) Start Internet Explorer.
b) On the Tools menu, click Internet Options.
c) Click the General tab.
d) Under Temporary Internet files, click Settings.
e) Click Delete Files.
f) Click OK.
g) Click Delete Cookies.
h) Click OK.
i) Under History, click Clear History, and then click Yes.
j) Click OK.
5. Make sure that you have the latest version of Microsoft DirectX installed.
For information about how to install the latest version of Microsoft DirectX, visit the following Microsoft Web site:
http://www.microsoft.com/windows/directx/default.aspx?url=/windows/directx/downloads/default.htm

6. Make sure that you have the latest version of the Java JRE installed, the Java Web site: www java.com.

8.2.11 Screen Resolutions Higher than 1280 x 1024

The maximum screen resolution of the B064C-16-1X1-IP's integrated LCD monitor is 1280 x 1024. To protect it from
being damaged by resolutions that are beyond its display capability, we recommend the screen resolutions of the
connected computers be set to 1280 x 1024 or lower.

If you wish to display screen resolutions higher than 1280 x 1024, follow the procedure described below.
Notes:

- We strongly recommend you close the BO64C-16-1X1-IP LCD console before continuing (see 6.1.2 Closing the Console). Using the LCD
monitor to view computers that are set to resolutions that exceed its maximum capability can damage it and shorten its life span.

- To access computers from the external local console when the integrated console is closed, simply connect an external KVM console with
a monitor that supports 1920 x 1200 @ 60 Hz to the BO64C-16-1X1-IP's external console ports.

1. From a remote computer, log in to the BO64C-16-1X1-IP and access the computer whose screen resolution you wish
to change.

Open the computer’s Control Panel and double-click Display. The Display Properties dialog box will appear.
Click the Settings tab, then click Advanced.

In the dialog box that appears, click the Monitor tab.

Under Monitor settings, click to clear the Hide modes that this monitor cannot display check box.

Click Apply.

Click the Adapter tab, then click List All Modes. The List All Modes dialog box appears.

Under List of valid modes, select the display mode that you want the computer to use.

Note: The maximum screen resolution and refresh rate that the supported for the external local console and remote computers is
1920 x 1200 @60 Hz.

9. Click OK, and then click Apply. The display mode will change to the one you selected.

10. If the Monitor Settings dialog box appears requesting you to confirm the settings change, click Yes.
11. After the Monitor Settings dialog box closes, click OK.

12. In the Display Properties dialog box, click OK.

O N oUW N

Repeat these steps for any other computer whose screen resolution you wish to change.
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8.3 Port Forwarding

For devices located behind a router, port forwarding allows the router to pass data coming in over a specific port to a
specific device. By setting the port forwarding parameters, you tell the router which device to send the data that comes
in over to a particular port.

For example, if the KVM over IP Switch connected to a particular router has an IP address of 192.168.1.180, you would
log in to your router’s setup program and access the Port Forwarding (sometimes referred to as Virtual Server)
configuration page. You would then specify 192.168.1.180 for the IP address and the port number you want opened for
it (9000 for Internet access, for example).

Since configuration setup can vary somewhat for each brand of router, refer to the router's User Manual for specific
information on configuring port forwarding for it.

8.4 B055-001-SER Configuration and Operation

The B055-001-SER SIU Adapter Cable connects a serial device to the KVM over IP Switch.

8.4.1 Configuration

To configure the BO55-001-SER SIU to interact with the connected device, set its serial parameters to match the
parameters of the device.

1. In the Port Access page Sidebar, select the port that the B055-001-SER SIU is connected to.
2. Select Port Configuration on the menu bar.
A page with the Port Properties tab selected will appear.
Port Property | Associated Link || Power Management
Status
Port Status: Online

Adapter Type: KA7140
Adapter Version: V1.1.101

Properties
Bits per second: 9600 ~| Data bits: 8 -
Parity: None ~| Stop bits: 1 -
Flow control: None ~| Access Mode: Share -
None j
I save

3. In the Properties section, use the drop-down lists to select the port property values that match the ones used by the
connected serial console device. The port property settings that the B055-001-SER supports are provided in the
following table:

Setting Meaning

This sets the port's data transfer speed. Choices are from 300-38400
(use the drop-down list to see them all). Set this to match the baud

Bits per second (Baud Rate) rate setting of the serial console device.
Default is 9600 (which is a basic setting for many serial console
devices).

This sets the number of bits used to transmit one character of data.
Choices are: 7 and 8. Set this to match the data bit setting of the
serial console device. Default is 8 (the default for the majority of serial
console devices).

This bit checks the integrity of the transmitted data. Choices are:
Parity None; Odd; Even. Set this to match the parity setting of the serial
console device. Default is Odd.

Data Bits
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Setting Meaning
This indicates that a character has been transmitted. Set this to match
Stop Bits the stop bit setting of the serial console device. Choices are: 1 and 2.

Default is 1 (the default for the majority of serial console devices).

This allows you to choose how the data flow will be controlled.
Choices are: None, Hardware, and XON/XOFF. Set this to match the
flow control setting of the serial console device.

Default is None.

Note: None is only supported for baud rates of 9600 and lower. For baud rates
greater than 9600, you must choose Hardware or XON/XOFF.

Flow Control

This allows you to set the serial console device's access mode. Choices
are: Share, Occupy, and Exclusive. Default is Share.

4. When you have finished making your selections, click Save.

Access Mode

8.4.2 Operation

To operate the device connected to the port, in the Port Access page double-click the port to establish a serial
connection to the device.

8.4.3 B055-001-SER Pin Assignments

Pin Assignment
1 DCD
2 RXD
9 5 1 6
3 ™D
4 DTR
5 GND O O
6 DSR
7 RTS
: - DB9 (Female)
9 N/A
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8.5 Keyboard Emulation

8.5.1 Mac Keyboard

The PC compatible (101/104 key) keyboard can emulate the functions of the Mac keyboard. The emulation mappings
are listed in the table below.

PC Keyboard Mac Keyboard
[Shift] Shift
[Ctrl] Ctrl
LS dt

[Ctri] [1] -
[Ctrl] [2] -)
[Ctrl] [3] -:E

[Ctrl] [4] é
[Alt] Alt
[Print Screen] F13
[Scroll Lock] F14
Si -
[Enter] Return
[Backspace] Delete
[Insert] Help
[Ctr] e F15

Note: When using key combinations, press and release the first key (Ctrl), then press and release the activation key.
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8.5.2 Sun Keyboard

The PC-compatible (101/104 key) keyboard can emulate the functions of the Sun keyboard when the Control key [Ctrl]
is used in conjunction with other keys. The corresponding functions are shown in the table below.

PC Keyboard Sun Keyboard
[Ctrl] [T] Stop
[Ctrl] [F2] Again
[Ctrl] [F3] Props
[Ctrl] [F4] Undo
[Ctrl] [F5] Front
[Ctrl] [F6] Copy
[Ctrl] [F7] Open
[Ctrl] [F8] Paste
[Ctrl] [FO] Find

[Ctrl] [F10] Cut
[Ctrl] [1] 1] mf”
[Ctrl] [2) D -m
[Ctrl] (3] D+ mg
[Ctrl] [4] (
[Ctrl] [H] Help

Compose
] &

Note: When using key combinations, press and release the first key (Ctrl), then press and release the activation key.
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8.6 Additional Video Resolution Procedures

If you are running Windows and wish to use new refresh rates, do the following:
1. Open Control Panel = Display = Settings = Advanced = Monitor.

2. 1In tf;]e dtialgg box that appears, make sure that the Hide modes that this monitor cannot display checkbox is
unchecked.

frewSon 4 ':'ﬁ-_I _?IZ]
Color Management | ﬁ Lkility Manager
Genersl | Adapter Montor | Troubleshoot
— Monitor type
@ ViewSonic VAS02-2 SERIES
Properties |
~ Monitor settings
Screen refresh rate:
{60 Hertz =l
U_ Hide modes that this moritor cannot display )
Clearing this che | u to select display modes that this
motitar cannat di e his may lead to an unusable display
and/or damaged hardware
ok | Canced | pph |

3. Click the arrow at the right of the Screen refresh rate listbox and select the refresh rate you want from the list that
appears.
Note: Make sure your monitor supports the refresh rate you choose. Otherwise, you may seriously damage your monitor.

8.6.1 Additional Mouse Synchronization Procedures (Windows, Sun, Linux)
If the mouse synchronization procedures mentioned in the manual fail to resolve mouse pointer problems for particular
compulters, try the following:

Notes:

- These procedures are to be performed on the computers attached to the BO64C-16-1X1-IP's ports, not on the computer you are using to
access the BO64C-16-1X1-IP.

« For the local and remote mice to synchronize, you must use the generic mouse driver supplied with the Windows operating system. If you
have a third-party driver installed (such as one supplied by the mouse manufacturer), you must remove it.
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Windows
1. Windows 2000:
a) Open the Mouse Properties dialog box (Control Panel = Mouse = Mouse Properties)
b) Click the Motion tab.
) Set the mouse speed to the middle position (6 units in from the left).
)

d) Set the mouse acceleration to None.

Mouse Properties "'555' 21 x|

Buttons | Pointers Motion I Hardware |

—Speed

"™ Adjust how fast your pointer moves

i
Slow ) Fast
T e
—Acceleration
[_""'5 Adijust how much your pointer accelerates as
AN poumove it faster

" Low " Medium ¢ High

—Snap to default

| QK I I~ Move pointer to the default button in dialog boxes

| oK I Cancel Apply
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2. Windows XP / Windows Server 2003:
a) Open the Mouse Properties dialog box (Control Panel - Mouse)
b) Click the Pointer Options tab.
C) Set the mouse speed to the middle position (6 units in from the left).
d) Disable Enhance Pointer Precision.

Mouse Properties @@

| Buttons || Pointers | Pointer Options lWheeI Hardware

Motion

elect a pointer speed:
Slow J Fast

Enhance pointer precision

Snap To
[! Automatically move pointer to the default button in a
N dialog box

Visi biiﬂ‘,’

% [] Display pointer trails

I::_;_:‘ Hide pointer while typing
[[] Show location of pointer when | press the CTRL key

[ ok || cencel |

3. Windows ME:

Set the mouse speed to the middle position and disable mouse acceleration (click Advanced to get the dialog box).
4. Windows NT / Windows 98 / Windows 95: Set the mouse speed to the slowest position.

Sun / Linux

Open a terminal session and issue the following command:
Sun: xset m 1
Linux: xset m 0
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8.7 PPP Modem Operation

8.7.1 Basic Setup

The B064C-16-1X1-IP can be accessed through its serial port using a PPP dial-in connection.
1. Set up your hardware configuration to match the diagram.

B EEBEs = FFEEEEEC -
7

Cat5e cable

DB9-M, DTE-DCE

(I |
Serial modem cable EI

Phone line Modem

Remote operator —— \

%

Modem

2. From your client computer, use your modem dial-in program to dial into the BO64C-16-1X1-IP modem.
Note: If you do not know the BO64C-16-1X1-IP's serial parameters, get them from the administrator.

3. Once the connection is established, open your browser, and specify 192.168.192.1 in the URL box.
Notes:
* The default username and password are blank.

* For the modem session, the KVM over IP Switch has an IP address of 192.168.192.1, the user side has an IP address of
192.168.192.101.

From here, operation is the same as if you had logged in from a browser or with the AP programs.
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8.7.2 Connection Setup Example (Windows XP)
To set up a dial-in connection to the BO64C-16-1X1-IP under Windows XP:

O U A wWwN =

From the Start menu, select Control Panel - Network Connections = Create a New Connection.

When the Welcome to the New Connection Wizard dialog box appears, click Next to move on.

In the Network Connection Type dialog box, select Connect to the network at my workplace, then click Next.

In the Network Connection dialog box, select Dial-up connection, then click Next.

In the Connection Name dialog box, key in a name for the connection (for example, B064C-16-1X1-IP), then click Next.

In the Connection Availability dialog box, you can select either Anyone’s use or My use only (depending on your
preferences), then click Next.

Note: If you are the only user on this client computer, this dialog box will not appear.

. In the Phone Number to dial dialog box, key in the phone number of the modem connected to the KVM over IP

Switch (make sure to include country and area codes, if necessary), then click Next.

. In the Completing the New Connection Wizard dialog box, check Add a shortcut to this connection on my desktop, then

click Finish.

This completes the connection setup. Double-click the desktop shortcut icon to make a PPP connection to the BO64C-
16-1X1-IP.

8.8 Serial Adapter Pin Assignments

SA0142: RJ45-F to DB9-M (Black Connector) DTE to DCE
B064C-16-1X1-IP Modem/Device

(RJ45) Pins (8) (DB9)
RTS 1 < > 7

DTR 2 < > 4

XD 3 < > 3
CTS 4 < > 8

GND 5 < > 5

RXD 6 < > 2

DCD 7 < > 1

DSR 8 < > 6

9 NC not used
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8.9 Virtual Media Support

8.9.1 WinClient ActiveX Viewer / WinClient AP
IDE CDROM/DVD-ROM Drives - Read Only
- IDE Hard Drives - Read Only
- USB CDROM/DVD-ROM Drives - Read Only
- USB Hard Drives - Read/Write
-+ USB Flash Drives - Read/Write
- USB Floppy Drives - Read/Write
- Smart Card Readers - Read/Write (B055-001-UDV, B055-001-UHD, B055-001-UDP, B0O55-001-UV2CAC SIUs only)

Note: These drives can be mounted as a Drive or as a Removable Disk (see 8.2.3 Virtual Media). Removable disks allow the user to boot
the remote server if the disk contains a bootable OS. In addition, if the disk contains more than one partition, the remote server can
access all the partitions.

- ISO Files - Read Only
- Folders - Read/Write

8.9.2 Java Client Viewer / Java Client AP
- ISO Files - Read Only
+ Folders - Read/Write

8.10 Administrator Login Failure

If you are unable to perform an Administrator login (e.g., the Username and Password information has become
corrupted or you have forgotten it) you can clear the login information with the following procedure:

1. Power off the B064C-16-1X1-IP and remove its housing.
2. Short the jumper labeled J14.

T C | R | G 1 1] = D
AN =il

Default —
password B
14
=) D B
mmm asdiassd 1
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3. Power on the switch.
The on-screen display will show a message informing you that the password information has been cleared.
4. Power off the switch.
5. Remove the jumper cap from J14.
6. Close the housing and restart the BO64C-16-1X1-IP.
Once you restart, you can use the default Username and Password (see 7.8 Logging In).

8.11 Factory Default Settings

Setting Default

Language English

OSD Hotkey [Scroll Lock] [Scroll Lock]
Port ID Display Port Number + Name
Port ID Display Duration 3 Seconds

Scan Duration 5 Seconds

Screen Blanker 0 Minutes (disabled)
Beeper On

Viewer Auto Detect

Welcome Message Hide
A e
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9. Specifications

Function B064C-16-1X1-IP
Computer Direct 16

Connections | Max. 256 (via Cascade)
Console Local 1

Connections | Remote 1

Port Selection

OSD, Hotkey, Pushbutton

Computer (KVM) Ports

16 x RJ45 Female

Keyboard 1 x USB Type-A Female (White)
Console Ports | Video 1 x HDB-15 Female (Blue) / DVI-D Female (White)
Mouse 1 x USB Type-A Female (White)
Connectors
LAN 2 x RJ45 Female
Modem 1 x RJ45 Female
Power 1 x IEC 60320/C14
External Mouse Port 1 x USB Type-A Female
Power 1 x Rocker
LCD Power 1 x Pushbutton
Switches LCD Adjustment 4 x Pushbutton
Port Selection 16 x Pushbutton
Reset 1 x Semi-recessed Pushbutton
Online 16 (Green)
Port
Selected 16 (Orange)
Power 1 (Blue)
Num 1 (Green)
LEDs
Lock Caps 1 (Green)
Scroll 1 (Green)
10/100/1000 Mbps 2 (10 Mbps: Orange / 100 Mbps: Orange+Green / 1000 Mbps: Green)
LCD Power 1 (Orange)
Emulation Keyboard/Mouse PS/2; USB
LCD Module 19"
Resolution 1280 x 1024 @ 75 Hz
Response time 5ms
panel Viewing Angle 170° (H), 160° (V)
Pixel Pitch 0.294 mm x 0.294 mm
Support Color 16.7M colors
Contrast Ratio 1000:1
Luminance 250 cd/m?
Video 1920 x 1200 @ 60 Hz
Scan Interval 1-255sec.

Input

100 -240V AC, 50-60 Hz; 1 A

Power Consumption

AC110:32.1W:157 BTU
AC220:32.4 W :158 BTU
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9. Specifications

Function B064C-16-1X1-IP
Operating Temperature 32 ~104°F (0 ~ 40°C)
Environment | Storage Temperature -4 ~140°F (-20 ~ 60°C)
Humidity 0-80% RH; Non-condensing
. Housing Metal
Epgg'ecft'ies Weight 33.66 Ib. (15.28 kg)
Dimensions [L x W x H] 18.9x27.61x1.731in.(48.00 x 70.12 x 4.40 cm)
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10. Warranty

1-YEAR LIMITED WARRANTY

We warrant our products to be free from defects in materials and workmanship for a period of one (1) year from the date of initial
purchase. Our obligation under this warranty is limited to repairing or replacing (at its sole option) any such defective products. Visit
Tripplite.Eaton.com/support/product-returns before sending any equipment back for repair. This warranty does not apply to
equipment which has been damaged by accident, negligence or misapplication or has been altered or modified in any way.

EXCEPT AS PROVIDED HEREIN, WE MAKE NO WARRANTIES, EXPRESS OR IMPLIED, INCLUDING WARRANTIES OF MERCHANTABILITY
AND FITNESS FOR A PARTICULAR PURPOSE. Some states do not permit limitation or exclusion of implied warranties; therefore, the
aforesaid limitation(s) or exclusion(s) may not apply to the purchaser.

EXCEPT AS PROVIDED ABOVE, IN NO EVENT WILL EATON BE LIABLE FOR DIRECT, INDIRECT, SPECIAL, INCIDENTAL OR
CONSEQUENTIAL DAMAGES ARISING OUT OF THE USE OF THIS PRODUCT, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.
Specifically, we are not liable for any costs, such as lost profits or revenue, loss of equipment, loss of use of equipment, loss of
software, loss of data, costs of substitutes, claims by third parties, or otherwise.

Regulatory Compliance Identification Numbers

For the purpose of regulatory compliance certifications and identification, your product has been assigned a unique series number.
The series number can be found on the product nameplate label, along with all required approval markings and information. When
requesting compliance information for this product, always refer to the series number. The series number should not be confused
with the marking name or model number of the product.

WEEE Compliance Information for Customers and Recyclers (European Union)

Under the Waste Electrical and Electronic Equipment (WEEE) Directive and implementing regulations, when customers buy
new electrical and electronic equipment from Eaton, they are entitled to:

= . Sendold equipment for recycling on a one-for-one, like-for-like basis (this varies depending on the country)
- Send the new equipment back for recycling when this ultimately becomes waste
Warning

Use of this equipment in life support applications where failure of this equipment can reasonably be expected to cause the failure of
the life support equipment or to significantly affect its safety or effectiveness is not recommended.

Eaton has a policy of continuous improvement. Specifications are subject to change without notice. Photos and illustrations may
differ slightly from actual products.
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